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Industry Digitization Increases the Threat Landscape

More connected automation devices
 |oT devices accessing the cloud
 Shadow IT in industrial networks

« Remote access from third parties
 Malware intrusions

 New regulatory requirements

The role of IT is expanding to help secure industrial operations
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IT’s pain point: Lack of visibility into industrial
control networks and connected devices



Cisco Cyber Vision

Visibility & Security Platform for the Industrial loT
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Visibility Security Posture Zone Segmentation Secure Remote Access
OT asset inventory Device vulnerabilities Automate segmentation below Control risks from remote users
Communication maps Risk scoring to prioritize action the IDMZ to protect operations with zero-trust network access

OT security and secure remote access you can deploy at scale
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Securing industrial operations starts with OT visibility
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Identify OT assets and Spot vulnerabilities to Segment networks Detect bypass or Drive compliance
their communications patch or protect with access policies leaks in the IDMZ and governance

Visibility helps drive IT/OT collaboration to secure industrial operations
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Cisco Industrial Threat Defense
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Zero Trust Security for OT
Secure remote access (ZTNA)
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Network enforced segmentation
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Network as a fabric to secure OT at scale

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Cross-Domain Detection,
Investigation & Response
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Visibility across the entire attack chain
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Cyber Vision Architecture

e
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Cisco Cyber Vision: Unique 2-Tier Architecture
OT visibility that can be deployed at scale

OT Assets

Cisco industrial
switches or routers
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I Lightweight Metadata &2 IR )
: : > el Integrations
| : .U.J;@ _ sl _ h'-;l SIEM, XDR, NAC, Firewall, CMDB, etc.
| 1 4 e
| 1 . . .
: ! Cyber Vision Sensor Cyber Vision Center v OT asset profiles in IT security tools
: I  Sof Dedded v OT context and events in SOC
! ! ortware empedded Into v' Centralize analytics and data storage v Native i - .
! | network equipment Y e _ Native integrations and specific apps
. ih | o . etailed OT asset inventory and v Comprehensive APIs for custom
: ' v' Passive discovery via DPI communications maps integrations
v’ Safe active queries of assets v Security posture and detection
v' Decodes application flows v' Reporting

OT visibility sensors embedded into network equipment sees more and is easier to scale
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The role of the Cyber Vision Sensor

Collects Industrial Decodes Industrial Sends Metadata to the
Network Traffic Protocols (DPI) Cyber Vision Center
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Captures industrial network flows Understands most OT and IT Sends metadata to the Center for
(passive) and queries devices communication protocols to storage, analysis and visualization.
(active). Stores data locally in case analyze packet payloads and This only adds 3 to 5% extra traffic

the Center is not accessible extract meaningful information to the network
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Cisco Cyber Vision portfolio

Hardware Appliance Software Appliance

UCS based servers with Hardware RAID Virtual Machines
| - e B D | awvs A )
VMWare HyperV Nutanix Amazon Web Microsoft Google Cloud
CV-CNTR-M6N ESXi OVA VHD HAV Services Azure
fggcgg SAPM Minimum requirements Minimum requirements
3.9TB dri x386 server CPU, 10 cores x386 server CPU, 10 cores
: fves 32GB RAM and 1TB SSD 32GB RAM and 1TB SSD
1 or 2 network interfaces 1 or 2 network interfaces
_ Sensor Sensor Sensor @
22zeiveve! i A : :::?""‘h ] <
— ’ Q“E”; : Sensor @ Sensor @
Catalyst IR1101
Sensor i Catalyst IR8300 Catalyst 9300/9400 - Sensor @
NS Cellular Router Multiservice Rout Aggregation Switches P
IE3300., IE3400, il >3- S ultiservice Router . d
and IE3500 = PR - ]
Switches 'We - J Rl
Catalyst IR1800 x86 or ARM64 compute  x86 Compute Cisco 1C3000
IE3400HD and IE3500HD Cellular Router Catalyst IE9300 running Docker running VMWare Industrial Compute
P67 Switch Rugged Switches
Network Sensors Hardware Sensor
DPI and active discovery built into network-elements eliminating the need for SPAN DPI and active discovery via SPAN to support brownfield

o
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Cisco Cyber Vision

Visibility built into your network infrastructure

Cyber Vision Center

Visibility sensor is a software feature running in
select Cisco switches and routers

No additional appliances needed

No need for an out-of-band collection network

Lightweight:
Metadata

Active discovery requests see pass NAT and
firewall boundaries

_______________

Centralized deployment and management

No impact on network performance

The Cisco industrial network lets you see everything that connects to it
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Why Is a network-sensor important?
Most industrial network traffic is East-West, not North-South

DPI location matters!

- Mirroring traffic at the aggregation
Most industrial control traffic SOUth trafflc Only

is local to the production cell

Mirroring traffic at the cell layer
requires an expensive out-of-
band SPAN network

Purdue Expensive

level 0-1

Additional hardware, cabling
for out-of-band SPAN network




Why Is a network-sensor important?
RSPAN is not a viable option for control system networks

OT visibility appliance

RSPAN introduces Jitter!

- Head-of-line blocking caused by
Inline SPAN traffic negatively impacts
time-sensitive control loop

« RSPAN in LANSs is detrimental to
control system performance

Purdue
level 0-1

i Control d
traffic




Why Is a network-sensor important?
Distributed edge active discovery gives you 100% visibility

Active discovery from central
appliances cannot see behind
firewalls and NAT boundaries

=%

OT visibility appliance

Industrial Datacenter , Active
7 discovery
>' requests
E‘ %ﬁx NAT/Firewall
Boundary
=

OO0
PLC/RTU/IED

or M@ O

Cisco Cyber Vision
Active discovery by sensors -
embedded in industrial network
equipment can see more

e %@ | -
Industrial Datacenter Lightweight
Metadata
‘ | : NAT/Firewall
Boundary
Active 1— — — «Sensor
discovery >
requests * —
S
PLC/RTU/IED

or M@ O

Sensors embedded in the network can see more

o
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Cyber Vision hardware-sensor connects legacy
switches to the OT security infrastructure

afra]n
Ccisco

Hardware sensor
has low TCO

Low-cost appliance to deploy
everywhere DPI cannot be embedded

Only 1-hop of SPAN traffic

No need for additional network resources to
collect traffic and send data to the console

Cyber Vision Center

Sensor : n‘m;' ;
—> B I |
g:_b =“'% ”?._' ::S
- O
Sens Sensor
—> —>
q_
=" —
cIWO Lightweight
Metadata
Sensor.
Sensor
. —> - p—y
Non-Cisco  |§=» Cisco e
Switches switches

(& &0

Cisco Cyber Vision works great with third-party switches
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Cyber Vision scalable architecture

SPAN based solutions incur huge e a— [OUIRETWOTKISEES everyiing Cvber Vision Center
additional hidden-costs that attaches to it, eliminating pLSSa —.

the need for SPAN

Sensor
=
Purdue level 3 = - -
SPAN
traffic - Massive
1—::5 increase in Sens Sensor
traffic due =S s
—> —> to SPAN +—> >
Purdue level 2 |&=> — otWO Lightweight
Metadata
(=
a O > Out-of-Band
SPAN network
Sens Sens Sensor
Purdue |¢=2 = = > —
level 0-1 UZ — -

SPAN cabling

Expensive — S ud
i‘ @ B&cC [ G E?)
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On-Center Sensor offers extra deployment flexibility

Central DPI and IDS capabilities Cyber Vision Center
Sensor built into the Cyber Vision Center runs
DPI and IDS on raw industrial network traffic 3 L

Collect traffic from the datacenter
Needs only 1-hop SPAN from the aggregation
switch to the Cyber Vision Center

Lightweight
network Metadata

Leverage existing SPAN infrastructures
Makes deployment super easy if the
collection network is already in place

il ) o ) ) -
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Cisco Cyber Vision
Implementing OT visibility at the lowest TCO

Cyber Vision Center

embedded in
Cisco networking for simple and
highly scalable deployments

or

- L. R : . : :
JPtas :Lﬁgig(j;g:t A capturing traffic on any switch with
e . A SPAN a smgle_ hop SPAN to support
e’ — brownfield deployments
F T e S e s 5
= Switch [$— Switch (¥ SPAN
i Third-party to leverage
Cisco Switch . . .
t 9 - Wi = existing SPAN infrastructures, or
NG - etz ©) collect traffic within the datacenter
Network sensor Hardware sensor VM or Docker sensor SPAN collection

Cyber Vision scales across brownfield and greenfield environments
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Do you need a Sensor on every switch?

iSnEt ,---- Security Operations Center ----.

[ \

Enterprise IT T — - o Q 0\@,0 <Hp> !
(Purdue Level 4) e e CiscoFirewall & © =
B_@_f Cisco L CiscolSE  Splunk |

—J Catalyst 9300 ‘.. Management " T T . /

Sensor at aggregation
sees North-South traffic

Industrial DMZ Secure Firaml

| ial — - = =217 %S

O”ng;’;'iins v —— =R E] PO Sensor at the edge sees
I t t X . .

(Purdue Level 0-3) wifr?OCy;e? y/?sion Sensg MES Historian SCADA cyt(’:eern\t"';srh" East-West traffic

Remember: Cyber Vision
is licensed per endpoint,
not per sensor!

T =

Cisco IE3x00 Switch
with Cyber Vision Sensor

oo

Cisco IC3000 HMI g
Hardware sensor
[} [ ] [ [
-lElEl SIS .Diﬂ ooo

PLC/RTU/IED PLC/RTU/IED Rule of thumb: All flows must go through
| | at least one sensor. Every networking
equipment should have a sensor.

Zone-1 Zone-2

o
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Cisco Cyber Vision in Manufacturing

-- Security Operations Center ----.

‘ \

| Q_p |

Enterprise IT aunnEnnEEanE e Q ) S
(Purdue Level 4-5) Cisco ,  Cisco Firewall s;;;k C?;co |\<S)E |
Catalyst 9300 \._Management " T L :

Industrial DMZ

Industrial

Operations
(Purdue Level 0-3)

. -+
Cisco T €-————m—mm————— - 3 1
Secure Firewall b I
1
1

@Eé Sensor )

Cisco Catalyst 9300
with Cyber Vision Sensor

O O
SCADA/Historian Cyber Vision Cisco ISE

Center
- OT Datacenter ------------

,______

_____

STy Sensor
A O
_D of . .
<+ Cisco IE3x00 Switch
ﬁﬁ " J §# with Cyber Vision Sensor
HMI Cisco IC3000 HMI D e
Hardware sensor
lE%%E SB ]D EEK]
PLC/RTU/IED PLC/RTU/IED
Zone-1 Zone-2

e

il
Ccisco
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o Isolate IT and OT by installing an industrial
DMZ with Cisco Secure FW

Create macro-segmentation zones in
the Catalyst 9300 switches and deploy
Cyber Vision sensors with Snort IDS.

e Cyber Vision sensors deployed within
segments across IE3x00 switches

9 Cyber Vision hardware-sensors deployed
via one-hop SPAN to gain visibility on
non-Cisco switches

e Build zones and conduits in Cyber Vision
and share with ISE for micro segmentation

6 Cyber Vision shares details on OT devices
and events with SOC to build informed
security policies and investigate threats
across domains



Cisco Cyber Vision in Electric Utilities

Data Center / Control Center e Cyber Vision Center deployed at Control center

JE T Security Operations Center 9 e Cyber Vision Sensor embedded in IE3x00 switches or
— = Sensor e ; AP [y O deployed via one-hop SPAN on Cisco IC3000 in
I: e :I_I: = :I 4% ! = o,@\o — ©, ! transmission substations

— o Sy | Geoofrewall GiscolSE  Splunk Cyber Vision : o o . .

SCADA PP | g Center e Cyber Vision Sensor embedded in Cisco Industrial Routers in
""""""""""""""""""""" the distribution grid

. >< >< (A e Application-flow streamed from sensors to center over utility

R private WAN connecting transmission substations and over

--------------- cellular backhaul from the distribution grid
Cellular
Backhaul @ < _

<= - _ DN S~ o
v~ T A S e\ RS ~
. . . Ve ~ S o S~ -
Transmission Grid e a ~~e_ S~
G N ~So ~o
O i // -~ ~ SS - S~ - . " -
. Cisco R | . y ~. ~< -~
Substation Ol 0 NGFW | Substation dl .~ ~<_ ~_ Distribution Grid
O O | Cisco IR S R R
HMI O :‘ HMI with NGFW , AR RS Tl
1 7 N

Forey | : Lrtx .

e g % 2

. a— [ —] g:_b Iclélsscveitch Cisco IR \& X Cisco IR ¥R Cisco IR ¥R

Switch | Cisco IC3000
BEEE] say controtiers  [HEEE BESE] Bav controllers [lEEH CB Ul
Feeder | |
| | Smart invert Capacitor Voltage
mart inverter

RTU Relay IED MU RTU Relay IED MU bank regulator

alaln, ) o ) ) -
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Cisco Cyber Vision in Oil and Gas

Data Center / Control Center

SCADA

(5] &

]

App Server

o Cyber Vision Center deployed at Control center

7
e t ffffffffffffffffffffffffffffffffffffff i Stack

jem - Security Operations Center 9 e Cyber Vision Sensor embedded in IE3x00 switches or
Sensor Feo a_ p P deployed via one-hop SPAN on Cisco IC3000 in
% : _ ;\ d@\o <f> .@. Downstream, Midstream and Upstream
ﬂiﬁz Fgﬁ]‘gﬁy CiscolSE  Splunk  Cyber Vision ! o _ _
. g Center e Cyber Vision Sensor embedded on directly on Cisco
e Industrial Routers for distributed applications
>< >< ' e Light weight Application-flow streamed from Sensors to
R Center over bandwidth constrained connections
_________ Cellular
Backhaul Q@
A3 A \\\\\
O @
Downstream \\\ ||l Midstream Tl Upstream

&= O
A
Cisco IR ¥R

en m

Sens ~
—>
Cisco NI =+ ) .
IE Switch Cisco IR \& ™ e

Plant/refinery

Switch

[ —]

Cisco IC3000

(Sensor

Valves, Actuators, Sensors

SPAN

Switch

MY

Compressors/
pumps/valves

Compressors/

pumps/valves
Cisco 9

IE Switch

dlnafn
cisco
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Where to place the Cyber Vision Center?

Plant-based
Industries

O O

Manufacturing, Water treatment...

One Center per plant in Level 3
Gives local IT/OT teams visibility and
operational insights on their assets

One Global Center at HQ
Gives SOC & CISO teams
aggregated visibility across all sites

o
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Infrastructure-
based industries

© @

Grid substations,
Roadways, Pipelines...

One Center per Control Center
Gives IT/OT teams visibility and
operational insights across all
distributed assets



istributed edge Asset
SCOovery

OO

e
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Passive Discovery Broadcast Active Unicast Active
Leveraging deep Discovery Discovery

packet inspection (DPI)
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Passive + Active asset discovery

Passive Discovery

«  Builds visibility by listening to network traffic
« No interaction with industrial assets
 Edge sensors see cell traffic without SPAN networks

Closed-loop

enabling 100%

: : : visibility without
Active Discovery - Optional disruption

»

Learns the ICS protocols at play from passive discovery
Sensors send hello requests to discover silent devices
Gets comprehensive details on every asset

cisco © 2026 Cisco and/or its affiliates. All rights reserve d. Cisco Confidential



Distributed Edge Active Discovery Features

Features o Benefs

°
Enabled by user, fully passive by default ) #u' No risk of disrupting industrial assets

¥ kb OB

Closed loop control - Passive collection > ﬁ Assets are not flooded with ARP requests.
informs active discovery Cyber Vision does not scan networks.

Wake up broadcast messages > E.H; Discover silent devices. 100% visibility

Active discovery performed by the sensor ) ‘ 1 I?g(s;/es\./ggi\;\i@lls e /A (DI
Active discovery using S7, S7Plus, Profinet, > 70,0 100% visibility of Rockwell, Schneider,
EtherNet/IP, DNP3, SNMP, ICMPv6, WMI, etc. Siemens assets and Windows machines
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Why Is a network-sensor important?
Distributed edge active discovery gives you 100% visibility

Active discovery from central
appliances cannot see behind
firewalls and NAT boundaries

=%

OT visibility appliance

Industrial Datacenter , Active
7 discovery
>' requests
E‘ %ﬁx NAT/Firewall
Boundary
=

OO0
PLC/RTU/IED

or M@ O

Cisco Cyber Vision
Active discovery by sensors -
embedded in industrial network
equipment can see more

e %@ | -
Industrial Datacenter Lightweight
Metadata
‘ | : NAT/Firewall
Boundary
Active 1— — — «Sensor
discovery >
requests * —
S
PLC/RTU/IED

or M@ O

Sensors embedded in the network can see more

o
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Closed-loop control makes active discovery safe

Basic active discovery solutions scan
OT visibility appliance

networks overloading devices with
los|e:;

ARP requests

: égi'é ”
¢+ ! T lActive

Industrial Datacenter / I
~ discovery
Sr W scans
I
7 O 51
7 S Q
= v G L1
>/ Q, QI
lElElE] Qi
[ *

4
PLC/RTU/IED
| |
=) @
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Closed-loop between passive and Cisco Cvber Vision
active discovery enables precise : L —.
and non-disruptive requests = FhEL L e

Industrial Datacenter

Non-disruptive | = — — Sensor
discovery | >
requests+ —

el

PLC/RTU/IED

=)



Active Discovery Closed Loop Control

@ Sensor observes

known protocol (i.e. Ethernet/IP) . -
= E= S
@ Center has limited knowledge < =" =

about device due to limited
identity information in traffic

@ Center instructs Sensor to

perform an active discovery # o (3} =
with observed protocol (i.e.

Ethernet/i?) @ I
@ Device responds with identity - i i — %

information and Sensor sees (o o 0 . 0
response Bl

public-ip: ne

il , o ) ) -
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Cyber Vision active discovery keeps you in control

 You choose!
« Some or all protocols
« Some or all sensors

- Cannot be activated by
accident

[ —— & 1 = o v — = - 3 2]

..........
llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll



Active Discovery Activation

Configure Active Discovery

ve only

. . QO Passi
Choose mode during Sensor install © passiveand AciveDiscovery

No accidental activation of active
discovery

.........

IP address®

Enabled per protocol via sensor
configuration template

IP address interface used to do Active Discovery and/or SEA

Prefix length*

Full user control over discovery traffic

VLAN number*

Use 1 by default

il , o ) ) -
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« Cyber Vision Sensors can send
unicast messages to devices or
broadcast based on configuration

Unicast discovery offers better
visibility compared to broadcast

discovery and is not as limited by
network architecture or sensor
placement

Enables advanced discovery inquiries
such as backplane configurations




Defining Active Discovery Profiles

Step 1: Creating Policies Step 2: Creating Profiles
A policy includes a set of protocols Defining where / what / when
« Policy1 A profile is defined by:
* Protocol A with its parameters « A policy which defined protocols to use
« Protocol B with its parameters « Some targets for unicast:
- Policy2 « From one or several preset(s)
« Protocol A with its parameters « From alist of IPs
 Protocol B with its parameters * One or several sensors to use

» Protocol C with its parameters * Aschedule

o
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Creating Active Discovery Policies

X Create apolicy

#* Name:

Define and configure protocols
which could be used in a profile & s OB Ethernet/P D icMPvs

« Selection of Broadcast and Unicast @ profinet QB siemenss? QB BACnet
prOtOCO|S (3 HiDiscovery » ﬁitBConﬁg (I Codesys
« Configuration of each protocol
(® SiemensLogo 3 ssDP (I WSDiscovery
 Retries

Unicast configuration

« Security parameters

Advanced settings

Broadcastretry: 1 Unicast timeout (inseconds): 5

Broadcast timeout (in seconds): 10

il , o ) ) -
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Creating Active Discovery Profiles

- Configure targets
e Sensor to use
e List of IPs to discover

- Configure schedule
* Reoccurring
 Run once

il , o ) ) -
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* Discovery policy:

Target O

IPs from presets:
IP targets ():
+Ac P
* Sensors:
Use all se labl
Schedule

Schedule periodic discoveries: @)

Time Range (): Wednesday Sep 10th 2025 05:54 PM

* Frequency:

CREATE AN ACTIVE DISCOVERY PROFILE




Schedule Reoccurring or Run Once

Schedule Active Discovery to run

based on day of the week and time of OR Choose Run once to save and trigger a

da

discovery to occur within 30 seconds

X Paint-Activel-unicast-daily

Schedule
Schedule periodic discoveries: @) Target:

 Preset: Paint
Time Range (0 Thursday Mar 16th 2023 02:00 PM - >

Discovery Policy: Activel-unicast
* Frequency:
Sensors: All sensors are selected
Hourly
Daily

Weekly
Scheduling: Scheduled
Maoanthly

Start time: March 11, 2023 10:00 AM

Periodicity: Weekly

Actions:

Z Edit ‘ | O Delete ‘

Q. Runonce ’ Il Pause scheduling ‘

o
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Active Discovery Support for Center Interfaces

- Center network interfaces can be configured as active
discovery sensors:

Configuring ethil

Please select configuration type:

« CLI ‘sbs-netconf < Actomatic (DR
, Route Add route to ethl .
« Cannot use ethO or DPI interfaces S A e I

« Support untagged (access) and tagged traffic (trunk)

 Support all protocols (broadcast and unicast) i

» For unicast discovery through a routed network, use manual
static routes on the active discovery interface (default
gateway or static routes set on ethO do not work)

From here you can configure Active Discovery

 |P configuration done

Add Active Discovery configuration Network interfaces

IP add .
D Label Serial Number IP Address Version Update status Location Health status = Processing status Active Discovery e
192.168.69.102

IP address interface used to do Active Discovery
Prefix length*

D = FCH2424Y025 ECH2424Y025 172.16.43.211 511 ’\ ° Disconnected Disconnected Enabled 24

Like 24, 16 0r 8
VLAN number*

[:] =3 CENTER-ETH1 ° Running MNormally processing Enabled 0 ‘
Use 0 to disable 802.1Q tagging

o
ICII S.C|O' © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Configuring SNMP active discovery policies

Unicast configuration

SNMPv3
Version Level Auth Encryption
() Enable
SNMPV1 nOAUthNOPnV CommUﬂlty * Retry attempts * Timeout (in seconds)
(falloack when i
v2c failed) S1ling ’ °
SN M PVZC nOAUthNOPnV CommUﬂIty User-based security model configuration
Strlng * Security type
Enable both authentication and privacy
SNMPv3 noAuthNoPriv Username
“Username
admin
SNMPv3 AuthNoPriv MD5 or
S HA * Authentication type * Authentication password
sha256 ssssssseee
SNMPv3 AuthPriv MD?5 or AES or
S HA D ES * Privacy type * Privacy password
aes256 ssssscssss

o
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Configuring ENIP active discovery policies

Unicast configuration

@ EtherNet/IP

* Backplane discovery: vV ‘ %

No Backplane Discovery

Local Backplane Discovery Backplane scan

Remote Backplane Discovery

Sensor (EtherNet/IP)
Unicast Active Discovery



Configuring WMI active discovery policies

Unicast configuration

WMI

() Enable

* Retry attempts * Timeout (in seconds)

1 5

* Username )

administrator

* Password (2

Windows administrator or users with
WMI permissions.

The administrator is the only one
who can collect installed KBs

o
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WMI: information collected

wmi-caption: Microsoft Windows 16 Pro

wmi-name: WMILAB1081L0C

wmi-organization: escalation

wrmi-os-arch: 64-bit

wmi-os-serial: 89331-10000-00081-AA673

wmi-proc-architecture: x64

wmi-proc-name: Intel1{R) Xeon(R) Platinum 826@ CPU @ 2.40GH
wmi-service-pack-major-version: 8

wmi-service-pack-minor-version: @

wmi-windows-build-number: 18362

wmni-windows-sku: 48

] ) o ) ) o
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

wmi-caption:Microsoft Windows 1@ Enterprise
wmi-kb-list: KB5085699 (Security Update)
wmi-last-update: 3/8/2823

wmi-name: WMILAB16@3L0C

wmi-organization: escalation

wmi-os-arch: 64-bit

wmi-os-serial: 80329-00000-00003-AA417
wmi-proc-architecture: x64

wmi-proc-name: Intel{R) Xeon(R) Platinum 8260 CPU @ 2.40GHz
wmi-service-pack-major-version: @
wmi-service-pack-minor-version: @
wmi-windows-build-number: 19044

wmi-windows-sku: 4

wmi-caption:Microsoft Windows Server 2016 Standard
wmi-kb-list: KB3192137 (Update)

wmi-last-update: 9/12/2016

wrmi-name: WMILAB201601L0C

wmi-organization: escalation

wmi-os-arch: 64-bit

wmi-os-serial: @@376-30000-00299-AA135
wmi-proc-architecture: x64

wmi-proc-name: Intel(R) Xeon(R) Platinum 8260 CPU @ 2.4@GHz
wmi-service-pack-major-version: @
wmi-service-pack-minor-version: @

wmi-windows-build-number: 14393

wrmi-windows-sku: 7




Configuring Siemens S/ active discovery policies

Unicast configuration

@ SiemensS7

@ SiemensS7plus

N

S7 and S7plus for Unicast just
needs to be enabled without further
configuration

o
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Siemens S7: information collected

s7-bootloaderref: Boot Loader
s7-bootloaderref: Boot Loader

s7-bootloaderver:V 2.2.1 s7-bootloaderver: A 10.12.9

s7-fanver:V 2.9.4 s7-fuver:V 2.6.12

s7-hwref: BES7 315-2EH13-0ABG
s7-hwref: 6EST 515-2RMB0-BABD

s7-hwver: 3
s/ -hwver: 1 s7-modulename: CPU 315-2 PN/DP
<7-madulename: PLC 1 s7-moduleref: 6ES7 315-2EH13-0ABO

s7-madulever: 3

s7-moduleref: BEST 515-2RMB0-BAB®
s7-plcname: SIMATIC 3680

s7-modulever: 1 s7-serialnumber: 5 C-V1R583472007

s7-plcname: PLC_1 snmp-sys-descr: Siemens, SIMATIC S7, CPU315-2 PN/DP, 6ES7 315-2EH13-0ABO ,
Hw: 3, FW: V2.6.12, S C-V1R58347200

s7-serialnumber: S C-MBDA37302020

il ) o ) ) -
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Cyber Vision Global Center

e
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Addressing the needs of all personas

Local OT Operator Local IT/SecOps CISO Team
Gain operational insights to ldentify security risks to Aggregate data from all sites to
ensure production uptime reduce attack surface drive governance and compliance

Cyber Vision’s 3-Tier architecture offers

aggregated views for large industrial organizations

o
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Cisco Cyber Vision Global Center

Global visibility on all sites from a central console

Cyber Vision Global Center

T

Global Center
Global view for SOC
and CISO teams

',' HQSOC x * _ Local Centers
7 \ ~ ~ View for local IT
\ ~ ~ and OT teams
Site B ~ Site C
~ -~

ZONE 3

Sensor, - E
Aspan =)

ZONE 2

Cyber Vision Center

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Select Center type during install

- Center
« System with Sensors directly connected

enter Processing sensor data
« Can be stand-alone or registered to a Global Center \

« Global Center

« System that receives data from Centers

Applies to Cyber Vision 4.1 and above

* No sensors can be registered to a Global Center
« Select this role to have the install be the Global Center

il ) o ) ) -
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Global Center: Multi-site large scale deployments

. Global visibility
« Asset inventory
* Vulnerabilities
« Activities
« Global Center Presets to view data per site and across sites

- Centralized management
« Centralized KDB updates

- Used in conjunction with Center with Global Center role

- Sensors can not be registered directly to a Global Center



Brownfield Global Center migration

- Migrate standalone center
deployment to global
without data loss

« Improved data
synchronization between
local and global centers
allows for easy
enrollment/unenroliment

il
Ccisco

© 2026 Cisco and/or its affiliates. All rights reserved.

Cisco Confidential

System management

From this page you can manage centers and sensors.
Register a Center
Center Name IP Version

SBS: 4.1.0+202202021811
KDB: 20220202

+ Center 159 10.2.3.159

SBS: 4.1.0+202202021811
KDE: 20220202

+ Center 160b 10.2.3.160

SBS: 4.1.0+202202021811
KDB: 20220202

+ Center 161 10.2.3.161

Fingerprint:  b238559590a410c66a59082d934461669a53ca012b636e6f937233931592563¢ 0

Enrollment status

Synchronization delay: 1
seC

Synchronization delay: 1

sec

Enrolled

Up time

24 days ? hrs 15 mins
Jsecs

24 days 9 hrs 14 mins
55secs

24 days 7 hrs 43 mins
29 secs

Connectivity Status Action
Connected Unenroll
Connected Unenroll
Connected Unenroll




Talos Ihreat Intelligence Built-in

e
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Cisco Talos

I»,

L
Threat q» Incident
Intelligence \"# Response
(4 {/
Cisco Talos Intelligence Group is one of the Cisco Talos Incident Response provides a full suite
largest commercial threat intelligence teams of proactive and reactive services to help you
in the world, comprised of world-class prepare, respond and recover from a breach.
researchers, analysts and engineers. With Talos IR, you have direct access to the same

threat intelligence available to Cisco.

< Actionable Intel >@
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Cisco Talos

The world’s largest private threat intelligence team
and official developer of Snort signature files

Snort engine spots intrusions, Superior ICS
malware and malicious traffic vulnerability detection
Denial of Service - Manually curated list of ICS

vulnerabilities based on CERT and

C2 and Botnet Communication _ :
vendors information

Lateral Movement through Windows
exploits
Talos research discovering over 200

Malware traffic o
vulnerabilities per year, 40% on ICS

Browser Exploit
PLC Exploits
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Cyber Vision IDS licensing

« Snort IDS functionality included with Advantage licenses at no additional cost

* Includes Snort Community signatures and the ability to install custom signatures
- Talos Subscriber Rule Set requires optional license

» Available as an option to Advantage licenses only

* Includes “shared object rules”; partially vendor-specific more complex, pre-compiled, binary rule set
« Cyber Vision IDS runs from select sensors

« (Cisco IC3000, IR8300, Catalyst 9300/9400, Docker sensors

» Cyber Vision Center

- Signature rules updated every week

* Included in the Cyber Vision Knowledge database available for download
to all Cyber Vision customers as part of their subscription

Snort Community Rule Set Talos Subscribers Rule Set

* Included with Cyber Vision Advantage license
e 4.070 rules, 440 activated”
* New rules may be added 30 days after release

Available as an option to Advantage licenses only
51.322 rules, 4.376 shared-object, 6.176 activated”
New rules added immediately as they are made available
Superior detection of emerging threats

) *
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Snort Rules Management

SNORT

From this page, you can configure which Snort rules are deployed on the Cisco Cyber Vision sensors. You can also load your own custom Snort rules and manage the state of specific Snort rules. By default, Cisco Cyber Vision uses puk

ruleset. The subscriber rule set requires advantage licensing and a platform specific IDS license per enabled sensor which may require additional licensing.

D)

Use subscriber rules:@D)

Categories

Category Download rules Status

Browser L ()

Deleted S

Experimental-DoS £ »

Experimental-Scada & (@ ]

Exploit-Kit & [ @)

File L «©

Malware-Backdoor & o«
A -

Malware-CNC
Import customrules

&, IMPORT CUSTOM RULES FILE

Specificrule

Rule sid: | DISABLE ‘ ENABLE

RESET TO DEFAULT & SYNCHRONIZE RULES ON SENSORS

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

« Manage and maintain
Snort rules deployed on
supported Sensors

- Deploy custom Snort
rules

- Enable/Disabled specific
rules



Immediately detect malicious traffic

CYBER VISION

B Events ¥
Explore
severity: Critical X
Reports v
Dashboard List
Monitor -
. 1Event
Search
pdrin « Snort and signature-
Time v Severity Category Description based deteCtlonS a | |OW
- December 18, 2025 2:09:55.444 PM Signature based Detection Snort alert on UDP id 44037 with signature A Network Trojan was detected from 192.168.0.12 — 212.166.210.80 Identlflcatlon Of maIICIOUS
traffic
Snhort Event
* Occured at: 03/13-08:06:16.819867 * From: 192.168.0.12:62805 « |nformation is bein g
* Sensor: = * T0:212.166.210.80:53 (64:80:99:D8:5D:4C -> A4:08:F5:E1:03:EC) .
. Gid:1 . augmented with
* Signature D: 44037 ¢ Direction: C2S s
- o - Ethernet ype:0x200 additional metadata

1:44037:4 (Revision 4) .

® Classific

Service: unknown
ion: A Network Trojan was detected LY,

rk interface: /data/tmp/uploads/c650e4057f8bb0b61b64982ae609c624 .
* Message: INDICATOR-COMPROMISE DNS request for known malware sinkhole domain iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com - WannaCry

* Innet

a: & Download data

o
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Cyber Vision Center Deployment
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Cisco Cyber Vision Center deployment

Access Interface

« GUI via HTTPS

« RESTful API

« Integrations (XDR, FMC,
ISE, etc.)

+ Syslog to SIEM

Collection Interface

Collect metadata from
Sensors

Sensor performance statistics
Sensor management, and
deployment

cisco © 2026 Cisco and/or its affiliates. All rights reserved.

Client

2

Cyber Vision Center

Sensor Sensor,

Hardware sensor Network sensor on Network sensor on
on IC3000 Catalyst switches Catalyst routers

Cisco Confidential

Centralized Storage & Analytics

Stores metadata coming from Sensors
Runs analytics (Tags, Vulnerabilities,
etc.)

Identifies events and anomalies
Visualization and reporting engines
Exposes API for third-party integration

Store-and-Forward

Architecture
* Sensors runs DPI on
application flows locally

* Send metadata to Center
* |f Center unreachable, data
stored locally and sent later




Single or Dual interface

Jetho - Access - GUI

2 interfaces

eth1 - Collection Interface - Sensor to Center

Access - GUI

ethO - Combined Role:
J Collection - Sensor to Center

1 interface

afra]n , o ) . -
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Single or Dual interface selection during install

ingle@lUse a single network interface (default)

..........
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC



IPv6 — Support for Administrative Services [1/2

With v5.4 IPv6 support has been added for all administrative services of the center:
Web-UI, Integrations (syslog, ISE, LDAP), Licensing (direct):

Setup IPub configuration

Please select IPub configuration type for the ACCESS interface

I Automatic (DHCPub)

Cyber Vision can use IPub on the ACCESS interface
only.

The communication with the sensors will still be
done using IPu4.

se [Pu4 and disable [Pub (default)

| Pud]
IPuds1Put Use IPu4 and IPub

Hanual Static IP and gateway
Manual no BA Static IP and gateway, ignore Router Advertisements

IPv6 configuration during installation:

<Cancel>

< OK > <Cancel>

SBS 5.4.0
cv-admin@2001:420:4420:2::3's password:
cv-admin@Centerl76:~$
cv-admin@Center176:~$ sudo -i
You can download the self-signed CA at: root@Centerl76:~#
http://10.2.1.176/ca.crt root@Centerl?6:~#
or http:,-/[2001:420:4420:2::31-/ca.crt root@Centerl76:~# ip a show eth@
2: eth@: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
To finish the setup press OK to reboot then use your Web link/ether 00:50:56:8f:2b:fd brd ff:ff:ff:ff:ff:ff
browser and go to: inet 10.2.1.176/22 brd 10.2.3.255 scope global eth@
https:,/10.2.1.176/ valid_lft forever preferred_lft forever
or https://[2001:420:4420:2::31/ inet6 2001:420:4420:2::3/64 scope global
valid_lft forever preferred_lft forever
inet6 fe80::250:56ff:fe8f:2bfd/64 scope link

valid_lft forever preferred_lft forever

root@Centerl?6:~#

You can now connect your sensors on the dedicated

Setup Access Network Interface
network and power them on.

IP Address
Prefix length

Gateway 1:420:4420:2::1

< 0K > <Cancel>

afra]n
Ccisco
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IPv6 - Support for Administrative Services [2/2]

Change Center |IP configuration post-installation

Configuring eth® (IPv6)

Please select IPv6 configuration type:

None No IPv6 configuration
. . . Manual Static IP and gateway
IPv6 configuration using “sbs-netconf” on
DHCP Automatic (DHCPv6)

Center CLI:

<Cancel>

IPv6 address (address/mask) IPv6 gateway (address)
Enter IPv6 address with netmask like Enter gateway IP address
2001:abcd: :1/64:

Fee1:4ze:4420:2::3/64| LEmYE Eigd] oD S8

F@01:420:4420:2: 1

<Cancel> < OK <Cancel>
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On Center DPI and IDS

# To enable DPI / IDS on Center interface(s):

1) Log into console of center (ie. hypervisor console or ssh )
2) Type sbs-netconf command to enter interface setup
root@Center# sbs-netconf

3) Select interface wish to enable DPI/IDS on:

Network configuration

Please select an interface to configure:

cni-podman@ @e:3d:bd:d7:78:9¢
00:0c:29:0e:68:a3
00:0c:29:0e:68:ad
00:0c:29:0e:68:b

l bond® 56:66:09:85:9e:a4

4) Select DPI+Snort port to enable DPI and IDS on the selected
interface:

Configuring eth2

Please select configuration type:

Manual Static IP and gateway
DHCP Automatic (DHCPv4)
Bridge Add to SBS bridge

DPI+Snort portfllSet eth? as DPI+Snort interfae]

Cyber Vision Center
= On-Center sensor

E Centralized
e DPI and IDS
|- Sensor < N
L
>
prd

ZONE

« Supports up to 4 physical interfaces
max with 1 Gbps per interface
« 300,000 pps



Disabling IDS on Center Interface

Note: Since v5.3 IDS can be disabled on the Center DPI interfaces from the sensor
explorer.

CENTER-ETH2 X
Sensor Explorer
From this page, you can explore and manage sensors and sensors folders. Label: CENTER-ETH2 &
Serial Number: -
IP address: -
e Newsensor  [.] Manage Ciscodevices [ Organize Version: -

System date: N/A
Deployment: Manual
Folders and sensors (5) Active Discovery: Unavailable

Capture mode: All

Filter 0 Selected More Actions Vv Template: Default a
System Health
D Label Serial Number IP Address Version Update status Location ] Status: Running
Processing status: Normally processing
O ™ Docker 01 5.3.0 ° Uptime: N/A
(®) Start Recordin
O @ Docker 02 5.3.0 (] i .
5 Move to
O @ Docker 03
= MylE3400- S\ Capture mode [ O Disable IDS D
O o1 FOC2417V07Z 192.168.49.136 5.3.0 °
© Uninstall
e CENTER-
O ETH2 °
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Ports and Protocols N N

To Center:
HTTPS: TCP port 443
SSH: TCP port 22

A : £ From Center:
ccess Interrace Syslog: UDP/TCP port 514

Chrony/NTP:  UDP port 123

 opeGems Oeuseadosscaner

Collection > Center to Global
interface <€ Center
M Between Centers:
RabbitMQ (TLS): TCP port 5671 RabbitMQ (TLS): TCP port 5671
R Syslog: TCP port 10514

Chrony UDP port 123

OT traffic™..

ccccc

DATABASE DATABASE

'é','s'é'c',' © 2026 Cisco and/or its affiliates. Al rights reserved. ~Cisco Confidentia For more details, please refer to the Cyber Vision Architecture Guide available on

https://www.cisco.com/c/en/us/support/security/cyber-vision/series.html#Design



https://www.cisco.com/c/en/us/support/security/cyber-vision/series.html#Design

CV-CNTR-M6N

ltem Specifications

Form factor

1RU Cisco UCS C225 M6N Rack Server

Processors AMD 2.85GHz 7443P with 24 cores
Memory Eight 16GB RDIMM SRx4 3200MHz
RAID Software enabled RAID will provide RAID 1 or RAID 10

depending on number of drives

Internal storage

Two or Four 1.6 TB NVMe Extreme Perf. High
Endurance drives

Embedded network
interface cards
(NICs)

Dual TOGBASE-T Intel x710 Ethernet ports

Power supplies

Redundant Cisco UCS 1050W AC Power Supply for
Rack Server

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

CV-CNTR-M6N Center Appliance
UCS C225 based Rack Server

ooooooooooooq a

Access Interface: Collection Interface: Dual Redundant PSUs
User access to Cyber Vision GUI Connection to Cyber Vision
API access for integrations Sensors

Syslog export



Optional network interface cards for the UCS C225 M6N

- The CV-CNTR-M6N appliance can support 1 additional network interface card

- PCle Card - Choose 1 card MAX
« UCSC-PCIE-IRJ45=
« 4x 1 Gigabit Ethernet Copper (RJ45) Interfaces
« UCSC- P-ID10GC=
» 2x 10 Gigabit Ethernet Interfaces - RJ45*
« UCSC-PCIE-ID10GF=
» 2x 10 Gigabit Ethernet Interfaces - SFP+*
« UCSC-PCIE-IQ10GF=
» 4x 10 Gigabit Ethernet Interfaces - SFP+*

* |t is recommended to only leverage 1 Gbps per interface and 4 total interfaces when used for DPI/IDS functionality

afra]n , o ) . -
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Cyber Vision Center on a Virtual Machine

31 New virtual machine - CyberVisionCenter 3 2

Template based deployment + 1 Select creation type Deployment options

« Small - 8 vCPU, 16 GB memory Em T

« 2000 Components et cempiee e - L n

« 20 sensors ST R ——
 Medium - 10 vCPU, 32 GB memory o ::"gw:hw:”w a

« 15,000 Components pow:mm:gm,. —

* 50 sensors
* Large - 16 vCPU, 64 GB memory

* 50,000 Components

* 150 Sensors

Back || Next Finish ||| Cancel
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Cyber Vision Center on Cloud servers

amazon f Microsoft Azure

P Google Cloud Platform

e

No hardware to On-prem Center and Easy Center install for
install or maintain Cloud Global Center POC or small sites




JSON template overview

"name": "centerType",
"type": "Microsoft.Common.DropDown",
""label": "Center type",
"placeholder": "",
"defaultValue": "Global Center",
"toolTip": "Choose the center type",
"constraints": {
"allowedvalues": [
{
"label"™: "Center",
"value": "Standalone"

"label": "Center with Global Center",
"value": "Local Center"

"label": "Global Center",
"value": "Global Center"

]l

"required": true

b

"visible": true

"name": "fqdn",
: "Microsoft.Common.TextBox",
"FQDN name",

"toolTip": "Enter the FQDN name",
"defaultValue": "Center",
"constraints": {

"required": true,

"regex": "~[a-z0-9A-Z-.1{5,50}%",

"validationMessage": "The FQDN name contains non rized characters"

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Basics  Virtual Machine Settings Cyber Vision Settings ~ Review + create

Configure Cyber Vision * © ‘ Configure right now % ’
Cyber Vision configuration

Keyboard layout * (O ‘ American v ’
Center type * O© ‘ Global Center % ’
FQDN name * O ‘ Center ’
Webapp TLS certificate * @ Generate an autosigned certificate with the FQDN

O Use a custom certificate

DNS servers

‘ IP address of the #1 DNS server

ﬂ If no servers are provided, the default provider is OpenDNS: 208.67.222.222, 208.67.220.220

NTP servers

‘ IP address / name of the #1 NTP server

Authorized networks

‘ CIDR of the #1 authorized network

0 If no networks are provided, the default value is to authorize evrything (0.0.0.0/0)



Cyber Vision FIPS Compliance

e
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Cyber Vision FIPS compliant version

- Federal Information Processing Standards (FIPS) required for Federal agencies in the USA
to deploy Cyber Vision

» Cyber Vision complies with FIPS 140-3 as of version 5.2

- Dedicated FIPS build

« Cannot switch from non-FIPS to FIPS version
« Can’t upgrade to FIPs from non-FIPS
« Can’t downgrade from FIPs to non-FIPS
* Only active discovery versions of sensor are supported
« Can deploy without configuring or leveraging active discovery
* Must use FIPS version of Center with FIPS version of sensors
* Unigue download on Cisco.com

- KDB updates can only be applied via command line (no Ul)

afra]n , o ) . -
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Cyber Vision Sensors
Deployment

e
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Easy sensor provisioning and management

Configure Cyber

The device requires additional parameters. Some parameters have been pre-filled. Please complete the remaining fields.

Vision |Ox sensor app

Cisco device: IE-3400-8P2S

Capture IP address”
169.254.1.2

Capture VLAN number*
2508

Collection prefix length*

Collection VLAN number*
507

Capture prefix length*
30

Collection IP address*

Collection gateway

Like 24,16 or 8

Like 24,16 0r 8

afra]n © 2026 G
ClSCO ISCO an
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Sensors can easily be installed, configured
and managed centrally from the Cyber
Vision Center using the sensor
management extension.



Sensor and host software version compatibility matrix

Platform Minimum Version Recommended Version
Cisco IC3000 1.5.2 1.5.2
Cisco Catalyst IE3400 17.6.x 17.9.6a/17.12.5/ 17.15.3
Cisco Catalyst IE3300 10G 17.6.x 17.9.6a/17.12.5/17.15.3
Cisco Catalyst IE3300 17.12.x 17.12.5/17.15.3
Cisco Catalyst IE3500 17.18.x 17.18.x
Cisco Catalyst IE9300 17.12.X 17.12.5/17.15.3
Cisco IR1101 17.6.x 17.9.6 /17.12.4/17.15.3
Cisco IR1800 17.6.x 17.9.6 /17.12.4 [/ 17.15.3
Cisco Catalyst IR8300 17.9.x 17.9.6 /17.12.4/17.15.3
Cisco Catalyst 9300, 9400 17.6.X 17.9.6a/17.12.5/17.15.3
Docker Sensor Ubuntu 20, 22 Ubuntu 24.04

Docker 27.0 Docker 27.x
VM Sensor VMWare v6.x (x86) VMWare v6.x (x86)

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Simplifying sensor deployments

Hmimn
cisco

afra]n
Ccisco

System

Data Management  ~

Network Organization

Sensors ~

Sensors
Capture

Management jobs

Users ~

Events

APl v

License

LDAP Settings

Snort

Risk score

Integrations ~

Extensions

Management jobs

Jobs execution for sensor management tasks.

Jobs Steps
Single deployment (FJC2406E0U0) ° ° °
Single removal (FIC2406EQU0)

Single redeployment
(FIC2406E0UQ)

Prepare
Single redeploym

(FCW2445P61X | 00

Serial number is different, updating
Single redeploym it.
(FCW2445P61X

Single removal (FCW23070H7B)

Single removal (FCH2348YOCU)

Single deployment
(FCW2445P61X)

Single removal (FCW2445P61X)

Single redeployment
(FCW2445P61X)

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

lv

2 3 > 20/page

Duration
35s

12s

im17s

1m49s

1m45s

1m 28s

1m24s

Enhanced sensor
deployment diagnostics

Easily identify where
deployments have failed
and why



Sensor Explorer enables sensor management at scale

Folders and sensors (4)
Y Filter 0 Selected

Label

W
o

Catalyst

IP Address

More Actions

Version

4.0.3-4.10

410+202202251419

Folders organize groups of sensors to
allow for easy navigation between
groups and bulk actions

w

Hardware Sensor

)
m

O 0O O O O
W

il
Ccisco

4.1.0+202202251451 k

Sensor Explorer
4.1.0+2022022

< Back to Sensor Explorer

Catalyst

E | # Edit 0§ Delete

Folders and sensors (2)
" Filter 0 Selected

0O Label

O = CAT9300Stack

192.168.105.20

More Actions

Version

4.1.0+20220225141%

Health status ()

Connected

Processing stdtus (

Normally prdcessing

O = CAT9400

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

192.168.105.17

4.1.0+202202251419

Connected

Normally processing

As of: Feb 28, 2022 10:35 AM

Active Discovery

Unavailable

Unavailable

Uptime

28
minutes

29
minutes

\ 4

CAT9300Stack

Label: CAT9300Stack &
Serial Number: FJC2406S50ST
IP address: 192.168.105.20
Version: 4.1.0+202202251419

Systemdate: Feb 28,2022 10:35:58 AM
Deployment: Sensor Management Extension

Active Discovery: Unavailable
Capture mode: All

System Health

Status: Connected

Processing status: Pending data
Uptime: 29 minutes

|~ Gotostatistics

(®) Start Recording

‘ = Move to ‘

‘ %, Capture mode

~ Redeploy

‘ U Enable IDS ‘ ‘

)

(= Uninstall




Bulk Sensor Actions

il
Ccisco

Filter on sensors list

Create folders to group sensors

Move sensors to folders
Delete folders

Sensor Explorer

From this page, you can explore and manage sensors and sensors folders.
e Newsensor  7l] Manage Ciscodevices [ Organize

Folders and sensors (10)
YV Filter 2 Selected Move selection to More Actions@

[ ] Label Delete folders

Update sensors

RTP-DIST-CAT9300
= RTP-L1-BAK-IE3400 PERF2
0 = RTP-L1-COOL-E3400 PERF3

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Folder name *

Location

Description

Sensor Explorer
From this page, you can explore and manage sensors and
e Newsensor T} Manage Cisco devices E o

Folders and sensors (2)

Y Filter 1 Selected Move selection to M
[—] Label Serial Number

& N

0 @ nw

CREATE FOLDER X

MOVE SELECTIONTO X

You have 1 rows selected. Please select a destination to move the sensors on

your selection into a new folder.

Destination:

Cancel




Global credentials

System

Sensor Explorer

H DataManagement Vv

From this page, you can explore and manage sensors and sensors folders. Sensors can be remote

S, Network Organization

6 Install sensor 747 Manage Cisco devices [E Organize

[J Sensors A
Fold q £ Update Cisco devices
olders and ser
SET GLOBAL CREDENTIALS
—]| Sensor Explorer! | = - X
Manage credentials
— Management jobs Y Filter 0 Selectea IVIOVE SEIECTION o More Actions VvV
You can define "global credentials" which can be used as default credentials when
_ PCAP Upload deploying a new Cisco device. When you update these "global credentials" it affects
D Label IP Address both new and deployed sensors.
Login *
Password *

il ) o ) ) o Cancel
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



CLI to disable Sensor Management Extension

cv-admin@CVCenterBeta:~$ sudo sbs-extension cmd sensor-management disable
Disabling, do not interrupt...
sensor-management-main

- Stop Sgnsor managem_ent sensor-management-postgres
extension from attempting to sensor-management-influxdb
connect to hosting platform Extension has been disabled

- Will need to re-enable to
update existing sensors or S
deploy new sensors

« Will see extension as [DISABLED] Cyber Vision sensor management
disabled

UPDATE CISCO DEVICES X

Error while loading sensor management extension
] Label = P Version Target
Mo updatable sensor has been found.

afra]n
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CLI to enable Sensor Management Extension

cv-admin@CVCenterBeta:~$% sudo sbs-extension cmd sensor-management enable
Enabling, do not interrupt...

run script wrote to stdout:
- Start sensor management sensor-management-postgres

extension from CLI sensor-management-influxdb
sensor-management-main
Extension has been enabled

o
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Sensor Configuration Template

- Simplifies configuration of multiple sensors across the infrastructure
» Easily configure protocols and ports to use

- Default template assigned to all sensors at first
« Can have multiple templates

- See status of template deployments

[J Sensors A
Configuration Template

— Sensor Explorer ) , )
Sensor configuration templates allow you to enable and personalize protocol settings, and deploy them to a large number of sensors.

— Deployment Tokens ‘ ® Add sensor tem plate ‘ Asof: October 20,2023 at 11:43:37 AM
Name Sensor Count Deployment progress Last update - Actions

— Templates
Default 5 []

— Management jobs

< Z] > 20/page Vv

— PCAP Upload

il , o ) ) -
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Sensor Configuration Template Wizard

- Enable/Disable protocols

« Modify ports assigned to specific protocols

CREATE SENSOR TEMPLATE
‘/j Basic information Protocol configuration
CREATE SENSOR TEMPLATE
o Basic information 2 Protocol configuration 3 Select
“ Name
Roadway Template a -

Protocol Category Port Mapping
Description ARP Network N/A

Bacnet BMS N/A

BACnetVLC BMS 2
BeckhoffAMS General Z
2
2

Pl uoP 3734
4 TCP 1756

BFD General

ol M N N

BoschRCP General

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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\ 3/_; Select sensors

/ \
C\4 ) Summary

Display modified
WO Bt

only

Previous



Sensor Configuration Template Wizard

- Selectively deploy to a single sensor or multiple sensors

~

'\

f\\/ ) Basic information

OSelected “/ Filters Select All
() Label P Folder
() cEmn 192.168.6.10 BehrensHome
FCH2409Y01
2 192.168.6.151 BehrensHome
. FCw23370H4
J Q 192.168.2.100 BehrensHome
. FDO254412v
)
1
. FOC2330V0G
[ N 192.168.6.20

il , o ) ) -
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

(\D Protocol configuration

Template

Default

Default

Default

Default

Default

CREATE SENSOR TEMPLATE

Template
Deployment
Status

deployed

deployed

deployed

deployed

deployed

Version Location

4.3

4.3

4.3

4.3

4.3

Health
Status

Disconnected

Disconnected

Disconnected

Disconnected

Disconnected

\4' Summary

As of: October 20, 2023 at 11:53:51 AM O

Processing
Status

Disconnected

Disconnected

Disconnected

Disconnected

Disconnected

Active
Discovery

Unavailable

Disabled

Unavailable

Unavailable

Enabled

6Records < [T

Uptime

N/A

N/A

N/A

N/A

N/A

>

10/ page Vv



Sensor Configuration Template Wizard

Note: Variable processing is disabled by default in release v5.3.0

- Enable/Disable variable processing as per use-case requirements

« Enabling the processing requires two steps.

et Ingestion Configuration
= 1age
From this page you can customize traffic ingestion.
— Clear D 5
Flows Configuration

Flows Storage (JID

If disabled, flows won't be stored in the database, you ca

1) Activate the “Variables Storage” in the CV Center

network configuration.

O sensors < (Variables Storage ())

If disabled, variables won't be stored in the database.

EDIT SENSOR TEMPLATE

() Basicinformation ————— () Protocol config
2) Activate the “Variable Processing” for each protocol in e
the sensor template
@ o0 T T e

il , o ) ) -
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Sensor Auto-Update

« User decides which sensors to
include into auto-update process

« Sensor collects update file and will
be updated, supervised by the
center

o
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System

Sensor Explorer
H DataManagement v
From this page, you can explore and manage sensors and sensors folders.
A, Network Organization
° Installsensor  {l] Manage Ciscodevices  [S Organize

[ Sensors A

Folders and sensors (6)
Sensor Explorer

Templates W Filter 0 Selected More Actions
Management jobs ) . .
[E Label Serial Number IP Address Version Update status Location
PCAP Upload
O = Cat9KescOL  FOC2716ZEMN  19216849.101 440 (D o
@. Active Discovery hd
O = |C3Kesc01 FCH2309Y02K 192.168.49.37 440 D (]
R Users v
[0 = IE3400esc01  FCW2445P6X5 192.168.49.21 440 @D (-]
<] Events
) [0 = IE3400esc02  FCW2721¥1GC 192.168.49.25 440 @ (-]
& APl v
240 @D
S — [0 = IE3400esc03  FCW2721Y1QV  192.168.49.27 @ [ ]
% External Authentic. v [0  © IE3400esc04  FCW2721Y1FK 169.254.0.2 440 @ [ ]
@ Snort
@ Riskscore
& Records

A

Integrations

Health status ~

Connected

Connected

Connected

Connected

Connected

Connected

As of: Mar 22, 2024 1:50 PM

Processing status Active Discovery

Normally processing

Normally processing

Normally processing

Normally processing

Normally processing

Normally processing

Show Records: 10

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Uptime

1da

1lda

1da

1da

1da



Certificate renewal enhancement for Sensors

Automated sensor certificate renewal
» 35 days before certificate expiration date, system will attempt to renew it automatically

 Renewal is done on center side and new provisioning package is automatically sent to
sensor

- CLI commands:
« ‘sbs-sensor-cert list’ to list certificate to renew (or: --all)
« ‘sbs-sensor-cert renew’ to renew certificate: -i <sensor id> (or: -a all)

Health status ~ Drnraceine etab

Certificate expired. We will
Disconnected ( @ automatically attempt to renew your

ertihcate

Connected Normally processing

afra]n , o ) . -
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Zero-Touch-Provisioning of Sensors (ZTP)

[ System
Deployment Tokens
B DataManagement ~ Add new deployment tokens >
From this edfo
— Clear Data
+ Add “Name: Deployment01

— Expiration Settings

Ingestion Configuration * Numberofuses: 4

A Network Organization * Expirationtime:  2025-05-01 &

Allow deployment of many sensors o o

programmatically and at scale using:

— Templates

 Cisco Catalyst SD-WAN Manager (formerly vManage)
* Ansible: several playbooks available to use the ZTP Sastion

Name Tokens Status

provisioning (Public GitHub repo) Date

» API routes available for custom implementation Mg Token
cviox-aarché4.tar Show O
cviox-active-discovery-aarché4.tar Show QO

cviox-active-discovery-ic3000-x86-

Deployment01 Show QO Enabled May 27, 2024

bé4.tar

cviox-active-discovery-x86-64.tar Show O
cviox-ic3000-x86-64.tar Show QO
il cviox-x86-64.tar Show O

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Expiration
Date

May 1,2025

Usages
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https://github.com/CiscoDevNet/cisco-cyber-vision-sensor-management-ansible

ERSPAN Support on Center DPI Interface

Note: In addition to the SPAN capabilities of sensors, Cyber Vision supports

ERSPAN on the Center interface starting from v5.3

Network configuration

Please select an interface to configure:

ethl 00:50:56:8f:b9:38

eth® 00:50:56:8f:33:e3
Change the network configuration
using ‘sbs-netconf’ on the -
commandline of the center:

<Cancel>

Configuring eth2

Please select configuration type:

DHCP Automatic (DHCPv4)

Set eth2 as DPI+Snort interface

Active Discovery Use eth2 for Active Discovery

{Manual Static IP and gateway

<Cancel>

afra]n
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Configuring eth2

Please select encapsulation type:

{

none No encapsulation
Erspan II
erspan3 Erspan III

<Cancel>

IPv4 address (address/mask)
Enter IPv4 address with
netmask like 192.168.1.1/24:

’

> <Cancel>




Cyber Vision hardware-sensor
Cisco IC3000 Industrial Compute

Application-Flow

Lightweight Metadata
Industrial Core
('Sensor :

« SPAN based solution to support brownfield: traffic SPAN
capture and DPI on non-Cisco switches Loied suiten 0%
HMI
- Can aggregate SPAN traffic from multiple switches ss[FFR A
using the 4 capture interfaces PLC/RTU/IED

Q0o

- Lightweight Metadata from Sensor to Center eliminates
need for dedicated span network

- Supports Snort IDS with Advantage licenses (Talos
subscriber rules available as an option)

« Supported PPS: see Performance Figures

sensor collection interface

« Starting 4.3, it leverages same sensor application as
other platforms for improved performance and simpler _
configuration using Sensor templates SPAN traffic

Fiber capture interfaces for
SPAN traffic

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Shared management port and

Copper capture interfaces for



Cyber Vision network-sensor
Cisco Catalyst IE3300, [E3400, and IE3500 Rugged Series Switches

« Catalyst IE3300 (see: version requirements)

« 1GE uplink PIDs manufactured after March 2023 (VID 06+) Cyber Vision Sensor runs

using Cyber Vision 4.2+ on |Ox using dedicated . Sensor
cores of switch CPU - ® y ﬂ

« All TOGE uplink PIDs | | E

Traffic flowing through switch
ports is copied to embedded

- Catalyst IE3400 and IE3500 (see: version requirements) Cyber Vision Sensor for DPI

« Sensor is an IOx app running on a dedicated core
* No impact on performance

* Eliminates the need for SPAN

. Switch Dedicated CPU
« Supported PPS: see Performance Figures Gi1/1 ANSH% T

. . . . . ® . Trunk Linux eth0
Requires SD Card for application hosting o AppGig 1/1 ————— % < T Cyber Vision
Gi2/16 eth 2 Sensor

« Traffic flowing through switch ports is copied to ethn
embedded Cyber Vision Sensor for DPI using internal Monitor Session
ERSPAN session between I0S dataplane and 10x

ethO: Sensor collection interface (communication to Center)
) « eth1: Capture interface - ERSPAN destination (RSPAN VLAN)
- Best deployed as Access switch where ICS assets - eth2 .. eth n: Interface(s) used for Active Discovery

connect to the network

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Cyber Vision network-sensor
L3NAT on 10x

« |OS v17.14 introduces “I3nat-iox” command

« CV sensor will share its IP with the platform

CV centerIP: 192.168.49.10
IE3400 management IP: 192.168.49.28

1. Create a collection VLAN (ex: 2507)

2. Add an IP to that VLAN
Example:
interface Vlan2507
ip address 169.254.0.1 255.255.255.252

3. Configure sensor eth0 in the collection vian:
Example:
Vlan: 2507
IP: 169.254.0.2

4. Create the new I3nat-iox config

app-ip <Sensor Coll_IP> svi-ip <Switch Mgmt_IP> app-name CCV-ONPREM server-ip <CV Center_IP>

Example:
I3nat-iox

app-ip 169.254.0.2 svi-ip 192.168.49.28 app-name CCV-ONPREM server-ip 192.168.49.10

LIMITATION: Active discovery UNICAST only.

o
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Switch |[E3x00

C Cyber Vision >
Sensor
|Ox eth0 — 169.254.1.2

Collection IP eth1

Collection VLAN Linux Bridge VLAN 2508

AppGigabitEthernet 1/1
Switchport mode trunk

Collection IP

Management IP VLAN 2508
| O S X E Remote-SPAN
169.254.1.2
ERSPAN
T Layer 2
S

Gi*/*

Switch / Router
to CV Center

PLC 10 Drive Controller



I[E3Xx00

SeﬂSOr deplOyment Deploy 10x App

Cisco Cyber Vision Center will deploy the Cisco Cyber Vision 10x sensor application to your device. Please provide the IP address, port number, admin
user and password to connect:

Switch(config)#monitor session 1
source interface Gil/3 - 10 1P address: Port:

Like 443 or 8443

:H: Example |everag|ng phySICaI i B b OSSR

Interfaces User:’ Password:
SWitCh(Config)#mOnitOrSeSSion1 ................................ - ...................................................................... ‘
destination remote|vlan 998 copturelpadiress o
172.16.0.30 24
# Remote Span VLAN for sensor . _
. Capture VLAN number: Collection IP address:
capture interface
998 192.168.6.30
SWItCh(Conflg)# monltor SeSSIOn 1 Collection subnet mask: - Collection gateway:

destination format-erspan

172.16.0.30 2“
# ERSPAN Format - IP Address of | ‘

sensor capture interface

Capture mode:
| | Optional

alf bl . ) . X ) ) )
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IE3500 Sensor deployment = Monitoring Session

Note: The sensor on IE3500 is configured like for IE3400, except for the monitoring
session!

[IE350BPerf#show monitor session all
Session 1

Configuration example:

ERSPAN Source Session
Admin Enabled

monitor session 1 type erspan-source

source interface Gi1/4 , Gi1/10 Source Ports .

TEREETLRD & Both : 6il/11
dee;ggit[?(;‘z Destination IP Address : 169.254.1.2
9000 MTU : 9000

ip address 169.254.1.2 Destination ERSPAN ID Sk

origin ip address 169.254.1.1 Origin IP Address : 169.254.1.1

ERSPAN header-type 3

afra]n
Ccisco
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Cyber Vision network-sensor
Cisco Catalyst IRT101/IR1800 Rugged Router

« Sensor is an application running in I0x on dedicated
cores (no impact on performance)

- Embedded DPI eliminates the need for SPAN

« Traffic flowing through the router is copied to
embedded Cyber Vision Sensor for DPI using internal
ERSPAN session between I0S dataplane and 10x

« Only traffic flowing through routed interfaces (GE and
Tunnel) is subject to DPI

» Locally switched traffic between LAN FE ports is not
copied to Sensor

« Supported PPS: see Performance Figures

« Supported on base platform

- Storage required for Store & Forward and packet
capture functionalities

* IR1101: IRM-1100-SPMI + IR1100-SSD-100GB
« IR1800: IRM-SSD-100G

afra]n , o ) . -
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Cyber Vision Sensor
runs on lIOx using
dedicated cores of
router CPU

Gi0/0/0

Tunnel 1

Traffic flowing through
routed interfaces is
copied to embedded
Cyber Vision Sensor
for DPI

Routing
Processor

Dedicated CPU cores
Virtual Port Group 1

i ethO [ Cyber Vision
Sensor
Virtual Port Group O eth1

ethO: Sensor collection interface (communication to Center)
eth1: Capture interface - ERSPAN destination



IR1T101/IR18xx - Monitor configuration

Router(config)#monitor session 1 type
erspan-source

# Configure ERSPAN monitor session

Router(config-mon-erspan-src)# source
interface tunnel 1

Router(config-mon-erspan-src)#
no shut

# Leverage Tunnel Interface as monitor
source and no shut the source

Router(config-mon-erspan-src)#
destination

Router(config-mon-erspan-src-dst)#
erspan-id 1

# Set ERSPAN ID

cisco © 2026 Cisco and/or its affiliates. All rights reserve d. Cisco Confidential

Router(config-mon-erspan-src-dst)#
mtu 1464

# ERSPAN MTU

Router(config-mon-erspan-src-dst)#
IP address 169.254.1.2

# destination for ERSPAN (Capture
IP Address of sensor application)

Router(config-mon-erspan-src-dst)#
Origin IP address 169.254.1.1

# Source for ERSPAN (IR1101
Interface IP)



Cyber Vision network-sensor
Cisco Catalyst IR8300 Rugged Router

Runs on Catalyst IR8300

e See: version requirements

« Sensor is an application running in [Ox on
dedicated cores (no impact on performance)

- Supports Snort IDS with Advantage licenses
(Talos subscriber rules available as an option)

« Typical deployment: Aggregation switch with
multiple routing interfaces

- Supported PPS: see Performance Figures

- Storage (SSD or SD) required to support Store
& Forward and packet capture functionalities

« 100GB SSD: IRM-SSD-100G



Cyber Vision network-sensor
Cisco Catalyst I[E9300 Rugged Series Switches

. Support for Catalyst IE9300 (see: version
requirements)

« Embedded DPI eliminates the need for SPAN

Sensor

« Sensor is an application running in IOx on dedicated
cores (no impact on performance)

 Traffic flowing through switch ports is copied to
embedded Cyber Vision Sensor for DPI using
internal ERSPAN session between |OS dataplane

Switch Dedicated CPU
ASIC cores
and |OX ) Trunk ethO

Gi1/1

AppGig Linux <
hd 1/0/1 Bridge eth1
- Supported PPS: see Performance Figures Gi2/16 eth2@

ethn

Monitor Session

« Can be deployed as access, aggregation, or as an

out of band SPAN aggregation sSensor »  eth0: Sensor collection interface (communication to Center)
« eth1: Capture interface - ERSPAN destination (RSPAN VLAN)

« eth2 .. eth n: Interface(s) used for Active Discovery

- Requires SD Card for application hosting

afra]n , o ) . -
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Cyber Vision network-sensor
Cisco Catalyst 9300/9300X/9400

- Can be deployed as access, aggregation, core or as an out of
band SPAN aggregation sensor

« Sensor is an application running in 10x
- Leverages ERSPAN to receive traffic from switch

- Supports Snort IDS with Advantage licenses (Talos subscriber
rules available as an option)

« Supported PPS: see Performance Figures

« Catalyst 9300 and 9400

see: version requirements

Must support application hosting (DNA Advantage License required)
Does not require SSD to run Cyber Vision since version 4.4
SSD-240G needed for Store & Forward and packet capture functionalities

If no SSD disk is available, sensor is installed on bootflash. The disk-size needs to be set to
“minimal-size”, for example:

app-resource docker
run-opts 1 “—tmpfs /tmp:rw,size=128m"

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

PLC/RTU/IED

o

B

Sensor

><J

Cisco Catalyst
9300 Switch

Cisco
|IE Switch

Aggregation

Production cell

0000



Store and Forward

« Sensor stores DPI data locally when
connection to Center is lost

« Uploads data to Center when
connection returns

* Eliminate loss of monitoring data

o
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Cyber Vision Center
Welcome to Cyb sior =

157 27 324 90

m (0\’ _ == _

Collection
interface

i Sensor i (Sensor) (Sensor)

Hardware sensor Network sensor on Network sensor on
on IC3000 Catalyst switches industrial routers



Cyber Vision Docker Sensor

« SPAN based solution to support brownfield: Host (Linux OS)
traffic capture and DPI on non-Cisco switches " spaN
RSPAN
 Lightweight Metadata from Sensor to Center ERSPAN2
I 1 1 ERSPAN3
eliminates need for dedicated span network v
« Available for x86 and arm64 platforms :@ %

 All sensor features are supported:
DPI, Active Discovery, and Snort IDS

Connection to
VLAN to discover

- Scalability depends on the available resource
on host

Docker interface will require an IP address in case of ERSPAN

er i
configuration

Docker interface will require an IP on each VLAN to discover

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Cyber Vision Docker Sensor - Technical Summary

« Compatible with aarch64 and x86-64 devices
« Ubuntu 24.04 recommended (also tested and verified with v22.04 and v20.04)

» Docker for MacOS or Windows not supported for production environments

« Minimum of 1GB dedicated memory required
« 2GB recommended (4GB if using the Snort IDS engine)
« CPU and Memory allocation should be restricted

« Docker sensor host requires 2 network interfaces at the minimum (see previous slide)
« Network interface must support promiscuous mode (“macvlan passthru” mode)
» Interfaces specified in configuration files must exist on Docker host

« Required network communication
« Host to CV Center ports: 443/80
« Docker container instance to Center ports: 5671, 10514

- Storage allocation of Docker instance will grow over time

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Cyber Vision Docker Sensor - Deployment

- The Cyber Vision Center is hosting a Docker registry

 After configuring the sensor, the Center will provide a docker-compose definition

- If Active Discovery is enabled, there will be two Docker instances

- Using the docker-compose definition, the sensor can be instantiated on the Docker host by pulling

the image(s) from the Center, and register itself after starting

Deployment Phases:

1.

o &~ WD

Create Deployment Token and scope its reusability across sensor deployments

Configure the sensor in the Center (optionally configure Active Discovery)

Review and download the resulting docker-compose definition file

Instantiate the Docker container(s) using the compose file

The Docker instance will use the provided token to register itself in the Cyber Vision Center

cisco
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Docker Sensor - Deployment Phase 1

Create Deployment Token and scope its reusability across sensor deployments

System

B DataManagement ~

— Clear Data
— Expiration Settings

— Ingestion Configuration

A Network Organization

[J Sensors ~

— Sensor Explorer

— Deployment Tokens
— Templates
|

Deployment Tokens

Add new deployment tokens

From this

+ Add “ Name:

* Number of uses:

* Expiration time:

Enabled:

Deployment01

2025-05-01

@

ed fo

0 New sensor 117 Mana

Cisco IOx
) Manual install
Install via extension
Other

& Docker sensors

LI | =1 Narkari
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Docker Sensor - Deployment Ph

Configure the sensor in the Center

Sensor Application

Sensor Application

Name*

MyDockerSensor01

Deployment Token*
Phase 1 (4/25) v

Sensor Mode*

Passive and Active Discovery W

Collection Configuration

(\/_\ Container(s) will reach the center using NAT
-y

(O center is behind NAT

Create deployment token

Capture Configuration

ase /

(1) Eachcapture interface will consume a deployment token

Mirrored traffic type"

Capture Interface®

Capture Mode"

SPAN enp7s0 All: analyze all the flows v
eg. eth2 -
Save Interface
2 Saved Capture interfaces:
+ ERSPAN2-enpés0 | [
Mirrored traffic type® Capture Interface® CIDR* VLAN
ERSPAN2 enpés0 192.168.40.22/24 40
eg.eth2 eg 192.168.1.1/24 1-4095
Capture Mode®
All: analyze all the flows
« SPAN-enp7s0 (1 )
Mirrored traffic type® Capture Interface” Capture Mode*
SPAN enp7s0 All: analyze all the flows N
eg. eth2

Back Continue with 2 interfaces

Provide Name, Token, Sensor Mode

il
Ccisco
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Provide interface configuration based on traffic type selected.

Cisco Confidential




Docker Sensor - Deployment Phase 3

Optionally configure Active Discovery

Active Discovery

Common configuration:

Active Discovery Interface”

enp8s0
e.g. eth2

Target interface:
CIDR* VLAN -
192.168.66.12/24 66 I ] (®) Add anew target

e.g. 192.168.1.1/24 1-4095 o
CIDR* VLAN

am

192.168.69.12/24 69 'i\ W

e.g.192.168.1.1/24 1-4095 o

Continue with 2 target interfaces

Configure the Active Discovery interface of the standalone docker instance.

il ) o ) ) -
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Docker Sensor - Deployment Phase 4

Review and download the resulting docker-compose configuration file

Docker Compose

A Please ensure that this configuration really fits to your hardware, especially resources allocations

Download Docker Compose file 0 Copy.

1 services:

2 ccv-sensor-1:

3 image: centerl62.i< peullBiw . 1443/sensor

4 container_name: ccv-sensor-1

5 restart: always

6 pull_policy: always

7 environment:

8 -~ SERIAL_NUMBER=MyDockerSensor@l-enp6s0.40

9 =~ PROVISIONING_TOKEN=4 » ML i ~ i PE &V » el FPHEL" "Rl PENT #lcmlhbES1bWIlciI6Ik15RG9ja2vyU
2Vuc29yMDE t ZWSwNnMwL j QwIiwiY2VudG) 1 SRy - g - - — g — WxsIn@.LggAJOEC7RXjaKkN4UyReM-F
_CjOc2YO7RE@-ulekT8

10 - ERSPAN_TYPE=2

11 cap_add:

12 - NET_ADMIN

13 networks:

14 ccv-network-@-collection: {}

15 ccv-network-capture-1:

16 ipv4_address: 192.168.40.22

17 volumes:

18 - ccv-volume-1:/data

19 ccv-sensor-2:

20 image: centerl62. ® » 443/sensor

21 container_name: ccv-sensor-2

22 restart: always

23 pull_policy: always

24 environment:

25 - SERIAL_NUMBER=MyDockerSensor@l-enp7s0

26 - PROVISIONING_TOKEN=N B J ) o« | = | Al L ™ "= sInNlcmlhbES1bWI1ciI6Ik15RG9ja2vyu
2Vuc29yMDEt ZWS5wN3MwI iwiY2VudGVySGH - e LR o ] = - - am —— . #xsIn@.5M00-MIWgdUMINPQKpV6@dONSNRK
DhHWuKh4YedVemQ

27 cap_add:

Review the docker-compose file. Please make sure, that all the settings are valid. Double-check
especially the interfaces settings and the Tokens provided.

il ) o ) ) -
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Docker Sensor - Deployment Phase 5

Instantiate the docker container(s) using the compose file (green)

Task

Command

Result

Interactive sensor creation

docker compose up

System will display stderr/stdout of the
instance. End with Ctrl+C

Start and run sensor independently

docker compose up -d

System will start the docker container instances
to the background and leave them running

Forcefully recreate the docker instance

docker compose up --force-recreate -d

End existing sensor, recreate a new instance
and send it to the background.

Interactive access to container instance

docker exec -it <sensor-name> /bin/bash

Provides CLI access to the running docker
instance.

Stopping a docker sensor

docker stop <sensor-name>

Stopping a running docker container.

Listing all docker container instances

docker ps -a

Comprehensive list of all instantiated containers
on the host.

Start/Stop an existing docker sensor

docker start <sensor-name>
docker stop <sensor-name>

Change the state of operation of an existing
instance of a docker sensor.

Remove an instance

docker rm -fv <sensor-name>

Remove a specific docker container instance.

Check the logs

docker compose logs

Will return the runtime logging of a container
instance.

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




Docker Sensor - Deployment Phase 6

The Docker instance will use the provided token to register itself in the center

Check the sensor management page on the CV Center to
check on the operational status of the Docker sensor.

D Label Serial Number IP Address Version Update status Location
O = Docker01 Docker01 5.10 @
e Docker02- Docker02-
O ) ) 5.1.0 (]
active active

Health status ~

Connected

Connected

Processing status

Normally prq

Normally prd

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Label: Docker01 ¢

Serial Number: Docker01

IP address: -

Version: 5.1.0+202410032313

System date: Oct 14, 2024 5:56:42 PM
Deployment: Docker (Zero Touch Provisionning)
Active Discovery: Unavailable

Capture mode: All

Template: Default &

System Health
Status: Connected
Processing status: Normally processing

Uptime: 3days

|~ Go to statistics

() Start Recording

‘ = Move to ‘

l ¥+ Download package

’ 2, Capture mode ‘

‘ (J Disable IDS ‘ { (=) Uninstall

|




Cyber Vision VM Sensor - Technical Summary

« Compatible with x86-64 devices

« VMWare v6.x required
« Minimum of 4GB dedicated memory required (8GB recommended)

* Minimum of 2 dedicated CPU cores required

« Required network communication
« Host to CV Center ports: 443/80
VM instance to Center ports: 5671, 10514

- Storage allocation of instance will grow over time

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Cyber Vision VM Sensor - Deployment Process

First VM

- Targeted scenario: sensor deployments similar to Docker sensor deployments

« Sensors deployed as VM, leveraging the same base-image as a center deployment

« Same minimum technical requirements like for VM based center deployment for the

Start

l

VM sensor configuration

virtualization stack

files provided?

¢ yes no *
« Initialization process:
OS and Sensor Regular Center

Create image for VM deployment in the center, following the process of creating new sensor configuration installation
Provide image to your hypervisor l
VM verifies on boot, if VM sensor configuration files were provided
If no sensor configuration was provided, setup will proceed to install center Reboot
If sensor configuration was provided,

« OS and sensor instances are configured l

afra]n
Ccisco

VM rebooted ZTP enrollment of

_ sensors in center
Automatic ZTP enrollment on center

Sensors change into “online” operation mode l

Sensor online

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Cyber Vision VM Sensor - Deployment Process

Sensor Application

Sensor VM Specifi
Sensor Application
Network
Sensor Explorer e B0
VM Sensor 1
Capture Configuration Miscellan

From this page, you can explore and manage sensors and sensors folders eployment Token-

Cyber1(0/10) ~

1) Each capture intertace will consume a deployment token

Cre: ki
Q rew 7 A B o
Mirrared traffic type Capture Interface” Capture Mode* Hevmas
. SPAN v etht ~ All: analyze allthe flows v e
- ~
) | Password Confrm Passwerd:
3] Manual install ethl ceenseverres | [evereeeanese
o v l-h " aouh i hached i the
Install via exte More Act o Bs server
ha
. DN :
o “ N N . ethd
§ 0 Saved Capture interface:
Docker sensors
2 Firevall Allowed
ensor VM J"W Collection Configuration B
<"

(1) Container(s) will reach the center using NAT

O Center is behind NAT

* The network interfaces are pre-determined by the standard interfaces of the image vs. the host interfaces in a docker-based setup.

» The configuration finishes with the ability to download an .iso image. This image needs to be provided during initialization of the VM
to parametrize the starting instance with the configurational choices made.

» With the configuration file provided, the booting sensor VM will automatically onboard itself to the center.

il , o ) ) -
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



SEA Agent Integration

e
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Single integrated |Ox App for Cyber Vision and SEA

Configuration
* Region

Secure Equipment Access Europe

« As of Cyber Vision 5.3, the SEA Agent can

@ Some configuration parameters already exist in the database. Click on the butto

be integrated in the Cyber Vision Sensor

O without SEA * Organization ID

© withSEA 90be2a2

* The integrated application is deployed on
the network from Cyber Vision Center )

© Use the Center as Proxy Direct (D) (O Proxy Form * API Key Secret

» Cyber Vision Center integrates with SEA
cloud for token exchange to authenticate
the SEA Agent

Folders and sensors (1)

« Users log into SEA and the Cyber Vision
Center independently with Single Sign-On

Filter 0 Selected More Actions As of: Jun 25, 2025 6:17 PM

0O Label Serial Number IP Address Version Update status Location Healthstatus ~  Processing status Active Discovery Secure Equipment Access

[ ] DOC ke r d e p | Oym e nts a re n Ot S u p po rted . () = FOC2417V07Z FOC2417V07Z 192.168.49.136 530 (] Connected Normally processin| 4 Enabled Enabled
See datasheet for the list of supported
platfo rms D Network Device Name = SEA Agent Installed By

SEA Agent Connection Agent Version

O IE-3400-8T25+FOC2417V07Z Cyber Vision © up 0.85-06210c

o
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https://www.cisco.com/c/en/us/products/collateral/security/cyber-vision/cyber-vision-ds.html

Performance

e
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Cisco Cyber Vision scale - Center

Per Cyber Vision Center CV-CNTR-M6N
Max number discovered components 50,000

Max number of flows stored 16 million

Max number of sensors managed 300

Per Global Center CV-CNTR-M6N
Max number of registered Centers 20
Max number of components synced 150,000

o
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More detail: Cisco Cyber Vision Datasheet



https://www.cisco.com/c/en/us/products/collateral/security/cyber-vision/cyber-vision-ds.html

Cisco Cyber Vision scale - Sensors

Platform Max packet per second Max number of flows stored
IC3000 12,000 15,000
IE3300/IE3400 12,000 12,000
IE3500 13,000 12,000
IR1101/IR1835 13,200 16,500*

IR8300 15,000 16,500*
IE9300 13,000 12,000
Catalyst 9300/9400 30,000 21,000
Center DPI 300,000 Match Center

12,000 pps @ average packet size of 750 bytes ~ 70 Mbps
12,000 pps @ average packet size of 1500 bytes ~ 140 Mbps
*With 100GB SSD installed - storage required to support Store and Forward

o
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Embedded Sensor

Cisco Catalyst Switch

A N e Vision - Embedded Sensor on IE3400 and
sl Gore Center Catalyst 9300 to capture traffic
directly on switches where traffic is
passing
= [J— . Enables full visibility without requiring
additional cabling
E.‘é‘?xnoh Ciseo - Environment and Scale deciding
factor for IE3400 or Catalyst 9300
PLC/RTU/IED SISEE EE
PLC/RTU/IED
0000 6 o
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QOut-of-Band Collection

Cisco Catalyst Switch

Application flow

a Cyber Vision
@y Center

3rd party
brownfield

JAY
1]
\V
Industrial Core
«3
—
(_—)
1-hop — -hop
SPAN SPAN
IE or Catalyst
3rd party — 1 out-of-band
brownfield SPAN switch
HD— sis[H
PLC/RTU/IED

==jl =55

PLC/RTU/IED

0000 6

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

[

Embedded Sensor on IE3400 and
Catalyst 9300 can be leveraged as out
of band sensor

Enables aggregation of multiple SPAN
sessions from across infrastructure

Environment and scale are deciding
factors for IE3400 or Catalyst 9300

Unlike other solutions that require
SPAN all the way to the monitoring
appliance, the Cyber Vision solution for
brownfield has lower TCO because it
leverages the existing network and
only requires 1-hop of SPAN traffic



The Cyber Vision Workflow

e
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You cannot secure what you don’t know

AR B E

List all the Spot ldentify asset Detect bypass : .
_ o ; Build compliance
assets you are vulnerabilities communication or leaks in the eDorts
defending to patch ISsues IDMZ P

Gain visibility into your OT to take corrective actions, segment networks,

build security policies and drive best practices

o
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The Cyber Vision Workflow

Check the inventory
» |dentify all devices
* Map network activities

“See what you
have”

Monitor and Protect

| ) _ “Secure your
4 j » Define Baselines to track changes

_ operations”
* Alert on anomalies and threats

] ) o i : o
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



The Cyber Vision Workflow

Check the inventory
» |dentify all devices
« Map network activities

“See what you
have”

Customize views

2  Create device Groups Make /t”
« Create Presets (filtered views) your own
i Spot problems and vulnerabilities o
3 * Risk scores tell you where to focus X your
network”

* Leverage Tags to identify issues

Monitor and Protect
« Define Baselines to track changes
 Alert on anomalies and threats

“Secure your
operations”

>

] ) o i : o
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Comprehensive asset inventory

- Automatically maintain a detailed list of all

OT and IT equipment

« Immediate access to software and

hardware characteristics

« Track rack-slot components

« Tags make it easy to understand asset

functions and properties

afra]n
Ccisco

Track industrial assets to protect

throughout their life cycles

© 2026 Cisco and/or its affiliates. All rights reserved.
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Alldata™

May 29,2018 3:16:34 PM - Jun 20,2019 4:16:34 PM (1y 22d

66 Components

Component Group

Dell
192.168.105.241

B 145.178.42.70

B 232.108.116.118 -

B AMERE

B 10.16116.254 -

| SIMATIC 300(1) -

B 10806 -

B ows1 Emerson Pr

# 239.192.244 -

{B Hirschmann
192.168.1.254

[+] Fisher 10.4.0.14 Emerson P

] WIOC-1F203A Emerson P

@ Ff02::1:fffb:3b4b -

=) IM151-3PN Manuf 10

® LIVE

First activity

Apr 6, 2017 10:5%9:14 PM

Oct 5,2017 6:03:16 PM

Apr 6, 2017 10:58:44 PM

Apr 6,2017 10:58:58 PM

Apr6,2017 10:58:44 PM

Apr6,2017 11:29:22 PM

Apr 6, 2017 10:58:45 PM

Apr 6, 2017 10:58:45 PM

Oct 5, 2017 6:03:14 PM

Oct 5, 2017 6:03:14 PM

Apr 6, 2017 10:58:44 PM

Apr 6,2017 10:58:45 PM

Apr6,2017 10:59:14 PM

Apr6,2017 11:29:22 PM

Last activity
Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

Jun 18,2019 12:23:34
AM

@ Explore / Alldata v

192.168.0.1

239192244

192.168.1.254

10.4.0.14

10.5.0.22

021 1:fffb:3bdb

192.168.0.2

MAC

34:17:ebid1:c9:97

2c:6b:f5:62:e7:80

01:00:5e:6¢:74:76

00:24:9b:08:43:67

00:22:25:21:02:86

00:0e:8c:84:

84:8f:6%:21:27:9b

01:00:5e:40:18:04

ec:74:b3:03:98:6b

00:22:25:11:90:18

33:33:ff:fb:3b:4b

08:00:06:6b:fé:16

Component list ¥

Tags Flows

Read Var, 4 WriteVar ,

57
Engineering Station , & Remate access
DMS Server, 4 Public 1P 3t
# Multicast , 4 PublicIP i
Windows
Read Var,  Write Var,
4
Wireless 10 Module ,  Deltav
Read Var, # PLC 2!
Read Var, 4 D Time Server,
1609¢
Windows ,
Read Var , # Write Var, & Windows ,
1607:
DeltaV
# Multicast, 4 PublicIP 1
Time Server :
Read Var, # write Var 3!
Read Var , # Write Var, < Deltav 4:
# Multicast , 4 PublicIP
10 Madule L



Detailled information on assets

alnln
cisco

Insights on risks, vulnerabilities,
communications, variables, etc.

Asset characteristics, version
and network configuration

Control logic properties

Rack slot component details

afra]n
Ccisco
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Alld

Basic

Descrip
All devic
presets
defined
accurat:

Activeb

Device
pLC™ b
Munich
1P: 192.168.249.50 E

MAC: f4:54:33:91:cbzee

& _Risk score

@ Basics

@ Security

Properties Components Tags

Properties

Normalized Properties
fw-version: 31,11, 31.011
ip:192.168.249.50

mac: f4:54:33:91: cb:ee

- Activity

First activity

Tags

Sep 10,2020 3:36:37 PM

Last activity

Jan 19,2022 2:00:01 AM

model-ref: 8x99, 0x474, 1769-L16ER/B LOGIX5316ER

name: 1769-L16ER/B LOGIX5316ER, SecDemo_Lin
OUTPUT (Portl-Link@l)

public-ip: no
serial-number: 60771949, 00000000

vendor-name: Rockwell Automation

4 Components

Compenent First activity

Sep 10,2020
[ 1769-116ER/B LOGIX5316ER
3:36:38 PM
Sep 10,2020
) SecDemo_LinePLC © >
3:36:41PM
H 24VDC 16PTINPUT& 16PT (D Sep 10,2020
OUTPUT (Port1-Link01) 3:36:41PM
Sep 10,2020
=] 1769-L16ER/B LOGIX5316ER ©
3:36:37 PM

Last activity

Jan 19,2022
2:00:01 AM

Jan 19,2022
2:00:01 AM

Jan 19,2022
2:00:01 AM

Jan 19,2022
2:00:01 AM

# Controller,

@ Explore v

Activity tags

Start CPU, # Stop CPU,
Read Var, # Write Var, 4 Low
CIP-IO,  EthernetIP,

& Automation

LC, 24VDC 16PT INPUT & 16PT

IP

192.168.249.50

192.168.249.50

192.168.249.50

192.168.249.50

Alldata v

Rockwell Automation

Device list ¥

Diagnostics

e,

Umas (hide)

Other Properties

enip-cpuname: SecDemo_LinePLC

A4

Activities

142

Events

@ 10

Vulnerabilities

Tags to easily understand
characteristics, activities,
and threats

enip-devicetype: ProgrammableLogicController, GeneralPurposeDiscretel0

enip-location: Endpoint, Pertl-Link@@, Portl-Link@l

enip-name: 1769-L16ER/B LOGIX5316ER, 24VDC 16PT INPUT & 16PT OUTPUT

enip-productcode: 9x99, @x474

enip-serial: 00000000, 60771949

enip-status: Owned , AtLeastOneI0OConnectionInRunMode, NoIOConnectionsEstablished,
AtLeastOneI0ConnectionInRunMode,MinorRecoverableFault,ReservedBits12-15:0x3

MAC

f4:54:33:91:ch:ee

£4:54:33:9 Lichiee

f4:54:33:91:ch:ee

£4:54:33:9 1ichiee

enip-value: RA-ProgramName

enip-version: 31.11, 31.011

vendor:Rockwell Automation

Tags

# Controller

# Controller

# Controller,

Rockwell Automation

name-vendorip: Rockwell 192.168.249.50

Vulnerabilities

10

10

enip-vendor: Rockwe 11 Automation/Allen-Bradley

Flows

name-enip: 1769-L16ER/B LOGIX5316ER, SecDemo_LinePLC, 24VDC 16PT INPUT & 16PT
OUTPUT (Portl-Linkel)

VLAN ID Sensor



Operational Insi

Communication maps
PLC program changes

Variable accesses

Detailed asset properties

Monitor the integrity of your

afra]n
Ccisco

industrial process

© 2026 Cisco and/or its affiliates. All rights reserved.

Variables accesses

Variable
> M20

VM21

> Ma.0
> M8l

> MB2

Cisco Confidential

Component
( ) SIMATIC 300(1)

}_H |‘ || 1719216801

MAC: 00:0e:8c:84:5b:ad

El Add to group @ Create group

{2 Basics @ Security

Properties Tags

Properties

- 6EST 315-2EH13-BAB@

al-MNumber:S C-V1R583472087

Mame: SIMATIC 308(1)

Types Accessed by

2 components (2 accesses)
2 components (2 accesses)
Siemens 192.168.0.10
SENTRYO-XP-1

2 components (2 accesses)

2 components (2 accesses)

2 components (2 accesses)

A~ Activity

ghts for OT teams

E Apré, 201‘7 11:29:22PM

H May 26,2019 12:21:13

AM

& Automation

First access

Apr6,2017 11:29:22 PM
Apr6,201711:29:22 PM
Apré,2017 11:29:22 PM
Apré,2017 11:29:22 PM
Apr 46,2017 11:29:22 PM
Apr6,2017 11:2%:22 PM

Apré,2017 11:29:22 PM

i ReadVar, © PLC

Minimap
v LEGEND
Manuf IO Manuf - Scada & HMI
.‘ - SIEMENS| .
STATION-WINCC JM151-3PN SENTRYO-XP-1
S rref: Boot — s
SIEMENS| SIEMENS
‘Vendor:Siemens AG Af |
i ef65:8d Siemens 192.168.0.10

S7-Hwref: 6ES7 315-2E

Rack:@

-

SENTRYO-SIMATI(Profinet DCP Multicast 0:0:0

10.45.1.255

F T
Last access
May 26,2019 12:21:23 AM
May 26,2019 12:21:23 AM
May 26,2019 12:21:23 AM
May 26,2019 12:21:23 AM i

May 26,2019 12:21:23 AM
May 26,2019 12:21:23 AM

May 26,2019 12:21:23 AM



Operational insights for security analysts

« Access the full history of all
communication flows

« View detailed properties and
content statistics for each flow

« View live information or go back in
time for forensic search

il
Ccisco
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Flows

From

[ Siemens 192.168.105.120
[@PLca

Brcs

[=) Siemens 192.168.105.120

() Siemens 192.168.105.120

Brcs

PLC1

=

@rca

@rLc1

@rc

[=) Siemens 192.168.105.150

[2 Siemens 192.168.105.150

PLC1

B

() Siemens 192.168.105.150

B PLC 1

Source Port

To

PLC.1

|~
Dell 192.168.105.241

m

PLC 1
m
PLC1
@
PLC_1
®
PLC 1

8
Dell 192.168.105.241

Destination Port

49158

1613

49159

49158

1611

B
Du 9 Content Statistics

8
Dell 15,
8
Dell 19,

®
PLC_1
@
PLC_1
8
Dell 19
®
PLC_1

8

Property
emerson-udp-event
emerson-udp-function
emerson-udp-function
emerson-udp-var-name
emerson-udp-var-name
emerson-udp-var-scope
emerson-udp-var-scope
emerson-udp-var-value
emerson-udp-var-value
emerson-udp-var-value
emerson-udp-var-value
emerson-udp-var-value
emerson-udp-var-value
emerson-udp-var-value
ipvd-ttl

ipv4-ttl

First activity

Aug 20,2018 6:34:42PM

Apr6,2017 10:5%:13PM

Aug 20,2018 6:34:42 PM

Apr 6,2017 10:59:13PM

Aug 20,2018 6:34:42 PM

Aug 20,2018 6:34:42 PM

Aug 20,2018 £:34:42 PM

Last activity

May 26,2019 12:21:13 AM

May 26,2019 12:21:13 AM

May 26,2019 12:21:13 AM

May 26,2019 12:21:13AM

May 26,2019 12:21:13 AM

May 26,2019 12:21:13 AM

May 26,2019 12:21:13 AM

Tags

# Program Upload, @ StartCPU,

#5topCPU, # ReadVar, #WriteVar .1+

@ Program Upload, # Read Var, @ WriteVar , © S7Plus

Value
setwvar
KeepAlive
Message
PID1/MODE
PID1/5P
cv
TARGET
49.52
49.97
69.97

70

7041

72

AUTO

128

@

Packets

40/ page

Bytes

oe

oe

oe

oe

oe

oe

oe

[

B

40 / page

Occurences

40/ page




Detalled communication maps

- |dentify all relations between assets
including application flows

« Pinpoint IDMZ leaks, shadow IT, and
rogue remote access activities

- Spot unwanted communications,
intrusions, and abnormal behaviors

« Tags make it easy to understand the
content of each communication flow

« View live information or go back in time

Monitor industrial network hygiene

and drive segmentation
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Aggregated activities

Unaggregated

Building J
Manuf - Scada & HMI Manuf - Engineering

Motor Control
T |~ E

Virtus 162.168.0.77

match ISA/IEC 62443 conduits

Aggregated

Building J
Manuf - Scada & HMI  Manuf - Engineering

.- Motor Control
T [~ |
| [ ALY

)
Vit 162168077 ,!!;,f’
'
h .

e t@a  Someseigat s'...tm wasm RrTr T e—— Semm 4S04l Sememclcal  Serers ke
; [r———— R ————r— Piznaan2 PRz atbaa . . . /

: P — "

SIEMENS SIEMENS|  [SIEMENS m ‘ 1 ‘ ‘ 1 ‘ HIpS FESTO SIEMENS SIEMENS SIEMENS
Saemsn: w?nqum.nn 2 Sianmieecbc:!l “ | 5 -

SIEMENS SIEMENS
SIEMENS * SIEMENS
Sermrn 102 TBE0:10 Manuf 10 =0 Sererm s eag0 Manuf 10 ;.m:.“.,
SIEMENS SIEMENS -
QA Cell 19 T QA Cell 19 i -
WI | hs'”‘""“s ‘M‘IIIIIIIIIIIIIIIIIIIIII doind B -
. . k e \mc:w' = =
\"\\\ :\ =
iemens 10 fragm my \\\‘ Ny Siemens @ from my
o Robqt S 3 Auto Wobot
Robot Con q = — Robot Control \\\‘f"’llz Safety Auto. RObﬂ_ SR —
m SIEMENS SIEMENS\‘SIEMENS ‘m ‘"‘ WD ‘ SICK ‘ ‘ eomnEx / [SIEMENS| |SIEMENS|  [SIEMENS
pilz| pilz

"
MNINS
"

FESTO

s Sibeic2 Fasto 51150

Murraloktocnis 6.3d:b1

pr— S— Semo e87:47  Semens 02301021 Siemens embo 14
- [ ——— Piz AnEe Piz sa:past )
I -F 0 SIEMENS|  [SIEMENS|—+| J [ ‘F 0 SIEMENS|  [SIEMENS—»|
LI LK
e L Bomern ddioe Semmona 11890 Prafiowt DOP Mulicast 000 el - P v ey

Easily browse and filter conduits

including sub-zones

View all asset relationships
afra]n
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Aggregated components ma

Map view

Paint
Paint_Line1

ID Cards

é

Rockell
|Automation|

H Apr 28,2021 11:48:40

21 . ;
First activity
) IEMENS
55 AM
TpBxbiddZo DESKTOP}GBJUF:
Sensor:
@I Tags:
Rockwell P
Activity tags:
—
Siemans 192.168.249.65 &sg;}ggfﬁnég 1

Risk score:
Modules:

\

——————

1734-AENTR/S Ethemet
Adapter

Double-border icons
Indicate a device with
multiple components
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\
——————
Rockwell 192.168.249.40

Properties:

Cisco Confidential

Controller Rack © X
1769-L16ER/B LOGIX53... a
A high

1P:192.168.249.50
MAC: f4:54:33:91:cbzee

Last activity
E Apr 28,2021 11:48:46
AM

# Controller , Rockwell Automation
Read Var , Write Var , 4 Low Volume ,
CIP-10 , = EthernetIP

WF W See details

{4 Rockwell 192.168.249.50 ©
(=] Rockwell 192.168.249.50 ©
£=] Rockwell 192.168.249.50 ©
f= Rockwell 192.168.249.50 ©

Link01)
] Rockwell 192.168.249.50 ©
£ 1769-L16ER/BLOGIX5316ER ©®
{=] secDemo_LinePLC | 1769-L16ER/B
LOGIX5316ER
£ Roclkwell 192.168.249.50 ©

fw-version: 31.011

ip:192.168.249.50

mac: f4:54:33:91:cb:ee

model-ref: 24VDC 16PT INPUT & 16PT
OUTPUT, 1769-L16ER/B LOGIX5316ER
name: Rockwell 192.168.249.50, 24VDC
16PT INPUT & 16PT OUTPUT (Portl-
Link@1), 1769-L16ER/B LOGIXS5316ER..
...show more

-_fq 24VDC 16PT INPUT & 16PT OUTPUT (Port1- d

Technical Sheets

8 Components

Component

5 1756-L55/A 1756-M12/A o]
LOGIX5555 (Port1-Link00)

9 1756-08161/A DCOUT ISOL Q
(Port1-Link04)

& 1756-1B161/A DCIN ISOL (Port1- @
Link03)

= 1756-1B161/A DCIN ISOL (Port1- ©
Link02)

™ 1756-0B161/A DCOUT ISOL (0]
(Port1-Link05)

™ suBsTATION-119-PLCO1 = O
&5 1756-ENBT/A (Port1-Link01) O

& Rockwell 192.168.0200 O

Easily list the components of a
device. Click on a component

First activity

Oct 11,2019
11:12:58 AM

Oct 11,2019
11:12:58 AM

Oct 11,2019
11:12:58 AM

Oct 11,2019
11:12:58 AM

Oct 11,2019
11:12:58 AM

Oct 11,2019
11:12:58 AM

Oct 11,2019
11:12:58 AM

Oct 11,2019
11:12:58 AM

Last activity

May 24,2021
12:32:15PM

May 24,2021
12:32:15 PM

May 24,2021
12:32:15PM

May 24,2021
12:32:15 PM

May 24,2021
12:32:15 PM

May 24,2021
12:32:15PM

May 24,2021
12:32:15 PM

May 24,2021
12:32:15PM

P

192.168.0.200

192.168.0.200

192.168.0.200

192.168.0.200

192.168.0.200

192.168.0.200

192.168.0.200

192.168.0.200

to view more details

tch the physica

MAC

00:00:be:5f:be:ce

00:00:be:5f:bece

00:00:be:5f:beice

00:00:bc:5f:beice

00:00:be:5f:be.ce

00:00:be:5f:be:ce

00:00:bc:5f:be.ce

00:00:be:5f:be:ce

Togs

# Controller

Vulnerabilities

Flows

VLANID

iInventory

[1] 20/psge
Sensor
u 20/ page



The Cyber Vision Workflow

Spot problems and vulnerabilities
3 » Risk scores tell you where to focus

“Fix your

. o network”
» Leverage Tags to identify issues

I Monitor and Protect

il . Define Baselines to track changes
 Alert on anomalies and threats

“Secure your
operations”

] ) o i : o
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Group assets to define zones and conduits

« Organize your map to match the

business and processes
 Groups and Nested groups . o a i
« Multi-faceted views -2 L L)

« Quick drilldown -

« Enables IT/OT collaboration to o e . 2
define security policies E] v P
@2 .

- Group information shared with IT
security tools such as Cisco ISE

v Iding E | 4
o Rockw S Vul
e o
' -

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



“Zones and Conduits” visualization

Easily review your network
segmentation by focusing on
zone-to-zone communications

il
Ccisco

© 2026 Cisco and/or its affiliates. All rights reserved.

Cisco Confidential

Legend A

Traffic content

s |mportant

=== Control system behavior
s |T Behavior

e Security analysis

w Network analysis

e Others

Traffic type
1 1 1 Conduit

Node type

Zones

':J Ungrouped network nodes

Options A

Show all activities

Aggregate activities by group

(@) Show only zones and conduits @)

W [N
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\
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\
\
\
\
\
¥ .
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XDR

[ Export to PDF

Ungrouped

Automation
LAB




Custom properties to document the organization

- Add detailed information
for each group

« Enables IT/OT collaboration

 Document OT characteristics
» Describe security policies
« List organizational info

« All properties are shared
with [T security tools

» Cyber Vision feeds SOC with
even more OT context

o
Icll SlCIO' © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Prods
EEEEEEE
A fy ... Groupproperties:
ETWoRK QA
& Nt
MPONENT TAC —
TV TAG:
o
croups
D new label
SENSORS Gas Compression
s m"-,a.i.rT.,
o
SIEMENS
s-v-lm..
SIEMENS

@ Explore ¥ / Campus Production ¥ / Map - Expert ¥

uuuuu




Easily dive Into your data with preset views

(@ Explore / All Presets ¥

- Presets are smart filters based on Tags, Groups,

Sensors you want to track Presets

Network quality  Asset management Communications man: agement Security Control system integrity  Basics
* Preset per site, per production line
Low volume & : Unestablished s : Multicast/Broadcast
* Preset per asset type, per vendor Connections traffic only

# Low Volume

» Preset per behavior types

- Deep-dive into very large datasets with ease ,, ,
Microsoft Windows ' Microsoft Flows “) : IPV6
- Share presets with other users to show your
discoveries & enable collaboration ook i | & ok hcon Jand 1smom -
« System has predefined presets and the ability for
users to Create thelr Own OT Flows v Remote access @ Control System

Engineering Flows

[ U R BAC g p I I F Network Configuration DCE-RPC Remote access
se to manage permissions to access < ocewe | & emoeses
presets
OT components f';-" : IT components ‘3;-" :

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Structure your Presets

- Too many different and structurally
different presets may defy their purpose
to provide easy navigation through data

- Leverage Preset Categories to aggregate
long and diverse lists of presets to
categories

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

using Preset Categories

BodyShops 2 © BodyShops 2

Name

BodyShopl o BodyShop2 e BodyShop3 o
o U R +  Bodyshopl
+ BodyShop2
4 BodyShop3
PaintShops £ O PaintShops 2
PaintShop1 e PaintShop2 [ I PaintShop3 @ pome

+ PaintShop1
+ PaintShop2

+ PaintShop3

Presets

Create new categories and associate your presets with them for easier retrieval using the search bar.

PaintShops 2 ©

Name Description
+  PaintShop1 e
4+ PaintShop2 @}
+  PaintShop3 2]

o

)

Show empty categories (I



Preset Filters

- Leverage Subnet or VLAN ID as part of

preset filter

« Criteria Search enables to quickly find
matching tags, groups or sensors

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

i NETWORKS A

IP address/Subnet mask - Optional
Set an IP address. Ex: 192.168.1.0/24

VLAN ID - Optional
Set anumber. Ex: 12

X Cancel
Criteria Selectall Rejectall Default
‘ Ether| Q
2 criteria found
A~ ACTIVITY TAGS %

EtherCAT

EthernetIP (77)



Export views to share insights

Export your custom views to Excel or PDF

« Use Cyber Vision data to build your own reports and compliance statements
- Share with your teams the list of vulnerabilities to be fixed
« Export data for risk analysis

in third party tools

Export lists of assets in a Preset to CSV
_ ke @~

Mar 1. 2017 4:09:35 PM - Mar 9, 2020 5:09:35 PM (3y ?d 1h)

104 Component B
1 34 1:] )
Companent Group First activity Lastactivity = IP MAC Tags
Jnnp—— C Aug 2,2019 Aug2,2019 A1 Sk
E LA details to CSV | Fisher 12:4¢:9¢ 73545 AM T :22:e5:12:4c:9c
@ boses oo MR22019  Aug22019 Export maps and dashboards to PDF
! ] Fisher 12:4c5e - -
7.36.45 a0 23547500 RV "
T o ™ .
Flaw
0 B B 2 7 Apri20189:41:27 PM- Apr 28, 2020 10:41:27 PM (2yrs 28 days 1 hr) (W )@
2005
General Map * 2] v LEGEND
0 CsY (1) =0fpoge My preset
w—|mportant
Port Direction Companent Port Protocol  First activity Last activity . Tags Packets Bytes
Descriptic
- . - T
I PrROPLUS &2148 + L/ Fisher 10.5.022 18519 {u ] Oct 11,2019 11:03:46 AM Apr22, 2020 2:13:22 PM 122 BO&KE All assential data ae listed inthis preset. This
I PROPLUS 62631 * kie| Fisher 10.5.022 18519 P Oct 11, 2019 11:03:46 AM Apr22,2020 2:13.22 PM 116 T18kB mechues all IT tachnicel activities fmpdeact, IPvE, "
ARP,ete.) jat
B PROPLUS 62382 + L) Fisher 10.5.022 18519 = Oct 11, 2019 11:03:46 AM Apr22,2020 2:13:22 PM 128 B3iPkB Active basel # Production phase (13 &) ¥
Criteria Selectall  Rejectall = Default _-/-"
@ COMPONENT TAGS
afra]n

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



The Cyber Vision Workflow

' Customize views

2 « Create device Groups
« Create Presets (filtered views)

“Make it
your own”

s

Monitor and Protect
il . Define Baselines to track changes
 Alert on anomalies and threats

“Secure your
operations”

] ) o i : o
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Investigate problematic assets and communications

) A ACTIVITY TAGS
) COMPONENT TAGS

¥ & Network analysis ¥ < T behavior

Activities without tags

- Asset characteristics and

Components without tags

. . . . Devie - Level 01 # PortScan - Control system behavi Active Directory Replication
communications are automatically & porsanre dmin)
10 Moddle () # PubliclP (19) - Antivirus
translated to Tags it 0ot (3 Control sction 1)
Software Authentication (1)
- Devi Controller Info
evice - Level 2 Active Directory Database
« A common language whatever the & Citect Amserve
Ve n d O r- refe re n Ce # Citect 10 Server _— Data Push Host Config (11)
# Citect Repart Server Lotus notes Device Init (1) IT File Sync
# Citect Trend Server Microsoft Exchange Diagnostics IT File Transfer
« Users do not need to be protocol experts - |
# Engineering Station (3) SIS Emergency Brake
to understand what is going on & st
@ PLc(o) Pl sttt Firmware Update -
. Met Management (3)
- New tags can be added via RESTful API # scapastation(3
~ WMI =
@ slave . Heartbeat Ping (10)
& Train WinRM
Windows (10) Hot Reboot Power Management
¥ & Device - Level 3-4

Cyber Vision tags helps identify devices

and activities to investigate

o
ICII S.C|O' © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Admin Server (1)
DMS Server (2)
Database Server

Email Server

File Transfer Server
HTTP Client

Historian

Host Config Server (3)

Key Management Server

License Management Serv

Log Server

Windows Audio
Windows CSP

Windows Connection Ma
Windows DTCPing
Windows File Protection
Windows Messenger Servi
Windows Metwork DDE
Windows Plug and Play
Windows SCM

Windows Secandarylogo
wWindows Task Scheduler

Windows WebClient

T P ST S

Insert Program
Installed Modules
mMemaory Formatting
Metwork Configuration
Operational change
PLC Clock

PLC Reservation
Password Change
Program Download ()
Program Upload (2)

Programming CPU

Printer Management
Procedure Ca

Praxy

Remote access (1)
Streaming

Time Management (9)
VPN

Web(3)

Windows DFS Replication

Windows Discovery

¥ & Network analysis

# authentication Error

# Broadcast (81)



Enhanced visibility on malicious traffic

mim
cisco

192.168.0subnet

30 Activities © Newdata

RISK SCORE

Device Device
&
NETWORKS
. DSTATION
oF

DEVICE TAGS

cisco © 2026 Cisco and/or its affiliates. All rights reserved.

@VMv}(P-PRO

" B virtual 192.168.077 (T Siemens 192.168.0.1
ACTIVITY TAGS
a
GROUPS ) IE11WIN7 DESKTOP-GBJUF2N
SENSORS
@ 1756-L55/A 1756-M12
/ALOGIX5555 (Port1-L  [E STATION-WINCC
ink0O)
[] 192.168.0.255 [E vM-XP-PRO
>

Explore ¥ / 192.168.0subnet ¥ / Activity list ¥

Last 1 day (May 23,2021 11:43:26 PM — May 24, 2021 11:43:26 PM)

First activity

Oct 11, 2019
11:39:57 AM

Oct 11, 2019

10:59:49 AM

May 26,2021
12:14:06 AM

Oct 11, 2019
11:23:14 AM

Oct 11, 2019
11:39:57 AM

Fd

Refresh

Last activity +

May 24, 2021
12:32:16 PM

May 24, 2021

12:32:16 PM

May 26,2021
12:19:04 AM

May 24, 2021
12:32:16 PM

May 24,2021
12:32:16 PM

Cisco Confidential

Tags

Program Download
. # StartCPU

StopCPU

Unite

ARP , 57

@ Insecure ,
Authentication ,
Procedure Call ,

# Exception ,

# Low Volume ,
Netbios ,

Netbios Name Service

. SMB

4 SNORT Policy Violation
Read Var ,

Write Var ,
ARP ,
EthernetIP

# Insecure ,

# Broadcast ,
# LowVolume
Netbios ,

SMB

Flows

~10

~10

~10

~10

e @

[ ExporttoCSV
2 > 20/page

Packets Volume
91036 659 MB
1255 109 kB
234 35.6kB
29239 146 MB
4 972B

@ Security analysis
¥ DDOS

# Insecure

# Port Scan Activity

@ Snort Alert

# Snort Browser

# Snort Deleted

# Snort Experimental-DoS
# Snort Experimental-Scada
# Snort Exploit-Kit

# Snort File

# Snort Malware-Backdoor
# Snort Malware-CNC

# Snort Malware-Other

# Snort Misc

# Snort OS-Other

# Snort O5-Windows

# Snort Server-Other

# Snort Server-Webapp

Activity tags
associated with
events detected
by the Snort IDS

Provides more
precise context
to understand
malicious
activities



|dentify vulnerabillities

 Quickly spot vulnerabilities

e Dashboard based on Presets

» Drill down by site, zone, tag,
vendor, sensor...

- Easily identify affected
components

 Links to quickly pivot to
component view

- Additional context for impact
and remediation

afra]n
Ccisco

> B 20

®
@

192.168.1 subnet

My preset

Active baseline: No active baseline
Active Discovery: Disabled

This preset is filtered with keywords «192.168.1» &

Criteria Selectall = Rejectall = Default
SN

& NETWORKS V]

1 COMPONENT TAGS ~

Components without tags

3 Device - Level 0-1

» < Device - Level 2

» Device - Level 3-4

v @ Network analysis

b Software

3 System
- ACTIVITY TAGS W
O GROUPS v
[J SENSORS v

<

tO assess risks

@ Explore ¥ / 192.168.1subnet ¥ / Vulnerabilities ¥

Jan 1, 2020 12:00:00 AM - Nov 19, 2020 3:27:00 PM (10 mths 19 days 11 hrs 27 mins)

@ @ 73 Vulnerabilities

10 most matched vulnerabilities

.'ln'

Vulnerability severity legend: - NONE LowW

Vulnerability title

B CVE-2015-5627 » Yokogawa Multiple Products
Buffer Overflow Vulnerabilities - CVE-2015-5627
2 affected components

. CVE-2020 » Path Traversal Vulnerability in
Yokogawa CENTUM
2 affected components

B cvE-20
in Profinet Devices
3 affected components

. CWVE-2017-12741 » Multiple Siemens Products
CVE-2017-12741 Denial of Service Vulnerability
3 affected components

B CVT 2018-16194 » Yokogawa Vinet/IP Open
Communication Driver Vulnerabilities
2 affected components

4 » Denial-of-Service Vulnerability

mMepiuM [l HicH [l cRITICAL

1 « Yokogawa CENTUM
‘BKCLogSvr.exe' Heap Based Buffer Overflow...
2 affected components
CWVE-201 Yokogawa CENTUM
BKFSim_vhfd.exe Buffer Overflow - Packet Storm
2 affected components

B cve-201 40 » Uncontrolled Resource
Consumption Vulnerability in Siemens SIMATIC 57
2 affected components
CVE-2017-26B0 » Multiple Denial of Service

Vulnerabilities on Siemens devices using the...

CVE-201

Yokogawa License Manager
Service Vulnerabilities

CVE CVSSscore

Multiple Denial of Service Vulnerabilities on Siemens devices using the PROFINET Discovery and

Configuration Protocol

Multiple Siemens Products CVE-2017-12741 Denial of Service Vulnerability

Denial-of-Service Vulnerability in Profinet Devices

Yokogawa CENTUM 'BKHOdeq.exe' Stack Based Buffer Overflow Vulnerability

Yokogawa CENTUM BKFSim_vhfd.exe Buffer Overflow - Packet Storm

Schneider Electric Modicon Modbus Protocol Multiple Authentication Bypass Vulnerabilities

Yokogawa CENTUM 'BKESimmgr.exe' Stack Based Buffer Overflow Vulnerability

Vulnerabilities in SIMATIC-1200 and SIMATIC 57-1500 CPU families

Schneider Electric Modicon Modbus Protocol - Multiple Authentication Bypass Vulnerabilities

CVE-2017-2680

CVE-2017-12741 7.5w3)
CVE-2019-10936 7.5w3)
CVE-2014-0783 9.0w2)
CVE-2014-3888 8.3 w2

CVE-2017-6032
CVE-2014-0782
CVE-2019-10943 7.5w3)

CVE-2017-6034 9.8 (va)

v @-

o N AT
{ ) \ ) =2)
\1/ @ \:/ =

9

Total vulnerable
components for
192.168.1 subnet

2 3 4 > 20/page

Affected components
E\ 3 components

Q 3 components
E\ 3 components
[Fj 2 components
E 2 components
ﬂ;\ 2 components
@ 2 components
E\ 2 components

ﬂ;\ 2 components

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Export detected vulnerabillities

Last 1 day (May 27,2024 6:34:49 PM — May 28, 2024 6:34:49 PM) £ Refresh

Q@ Newdata

10 most matched vulnerabilities

4Y

B CVE-2022-208564  Cisco 105 XE Wireless B CVE-2022-20479 e Cisco 10S XE Software
Controller Software for the Catalyst 9000 Famil... IPSec Denial of Service Vulnerability
5 affected devices
cation Hosting B CVE-2022-20718 « Cisco I0x Application

Environment Command Injection Vulnerability Hosting Environment Vulnerabilities
5 affected devices 5 affected devices 9
B CVE-2022-20919  Cisco 10S and 105 XE B CVE-2022-20915 e Cisco |05 XE Software IPvé
Detected Vu | nera bi I itieS Ca n be Software Common Industrial Protocol Request... VPN over MPLS Denial of Service Vulnerability vulnerable devices
5 affected devices 5 affected devices on All data preset
d f ffl : M d 't d B C\VE-2022-20724  Cisco 10x Application Hosting I CVE-2022-20724 « Cisco |0x Application
eX p O rte O r O I n e reVI eW ) a u I a n Environment Vulnerabilities Hosting Environment Vulnerabilities
5 affected devices 5 affected devices

d OC U m e nta tl O n . B CVE-2022-2071%  Cisco 10x Application Hosting B CVE-2022-20722 « Cisco I0x Application

Environment Vulnerabilities Hosting Environment Vulnerabilities
5 affected devices 5 affected devices
Vulnerability severity legend: [Jlj NONE ow [ mepium  [Ji] HicH [l criTicaL

74 Vulnerabilities

<[1]2 3 a4 > 20/page v

I Affected

Vulnerability title CVE CVSS score .
devices

Cisco |10x Application Hosting Environment Vulnerabilities CVE-2022-20721 4.9 (v3.1) 5 devices
Cisco |05 XE Wireless Controller Software for the Catalyst $000 Family DHCP Processing Denial of Service — .

. CVE-2022-20847 7.5M30) 5 devices
Vulnerability
Ciern 10¥ Annlicatinn Hnctine Fnviranmant Vilnerahilitiee CVF-70922-90795 AR M 5 davicac

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Drive vulnerability remediation

- Automatically spot software & hardware
vulnerabilities

« Access comprehensive information on
vulnerability severities and solutions

« Track vulnerability acknowledgements

 Built-in vulnerability database curated by
Cisco Research Teams always up to date

Enforce cybersecurity best practices

o
ICII S.C|O' © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Device

SIMATIC 300(1)

= |
[Manheim] Folding P...
IP:192.168.0.1
MAC: 00:0e:8c:84:5b:aé

{ar Basics @ Riskscore & Security
Vulnerabilities Credentials

Vulnerabilities

Service (DoS) attack.

Links

Siemens Security Advisory

disclosure.

E

First activity Tags
Aug 2,2019 7:32:37 AM

Read Var, # Controller
Last activity

Jan19,2022 2:00:01 AM | By 1288

Network Configuration, # Read Var,
Ping, 4 Broadcast, 4 Low Volume,
# Multicast, ~ ARP,  Profinet,

Profinet DCP, 57 (hide)

A Activity & Automation

[T] Multiple Siemens Products CVE-2017-12741 Denial of Service Vulnerability

Several industrial products are affected by a vulnerability that could allow remote attackers to conduct a Denial-of-

Siemens has released updates for several affected products, and recommends that customers update to the new version.
Siemens is preparing further updates and recommends specific countermeasures until patches are available.

[T] SIMATIC S7-300 and S7-400 CPUs Denial of Service and Information Disclosure Vulnerabilities

Successful exploitation of these vulnerabilities could lead to a denial-of-service condition or result in credential

Siemens provides firmware version V3.X.14 for S7-300 CPUs that resolves CVE-2016-9158.

[¥] Multiple Denial of Service Vulnerabilities on Siemens devices using the PROFINET Discovery and

A 6
Activities

@ 16

Vulnerabilities

B20

Events

7.8

score CVSS

7.8

score CVSS

16 ®



Risk scoring helps focus on what's important

- Guides non-expert users to devices
they should deal with first

Device Risk Score
. A first step in security management B i
to help make urgent decisions 7

- Provides simple information on the
security posture




Defining the Cyber Vision risk scores

« Risk = Likelihood x Impact
- Likelihood

« Activity tags (some communications create more risks)
« Exposure to external IP addresses
« Discovered vulnerabilities

« Impact
 Device tags (some devices can create more damages)
« User-defined industrial impact for groups

cisco © 2026 Cisco and/or its affiliates. All rights reserved.

Cisco Confidential

Critical

high

negligible

Significant

3}
©
3
- limited negligible | negligible | Significant | Significant
No impact | negligible | negligible | negligible | negligible
Minimal Significant High Maximal
Likelihood

Source: EBIOS



Define impact of Activities to Risk Score

Risk score

- Configure what length of
time activities impact
calculated risk score

From this page, you can choose the time range that will be used to compute your devices risk scores

Select atime range

7d
e 7 Reset to default
30days

Custom

afra]n , o ) . -
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Quickly identity ©

aluili
cisco

r

2
e.
]
I
o

Site Data (@]

Description:

All components and activities are listed in this preset.
This preset should not be used and other more well
defined presets would be preferred for more
accurate findings.

Active baseline: No active baseline

Active Discovery: Disabled

Create presets
based on risk o )
thresholds and

convert to baselines .

afra]n
Ccisco

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Device

B scso102

[E Fisher 10.5.0.22

[E Fisher 10.4.0.14

10.4.0.30

Yokogawa
192.168.1.126

(=]

O Fisher 10.5.0.18

[E Fisher 10.4.129.2

[E Fisher 10.4.129.1

192.168.1.123

Hirschmann
192.168.1.254

Yokogawa
192.168.1.128

(=]

50 Devices (filtered) © Newdata

Group

Building
K

Emerson
Process

Emerson
Process

Emerson

Process

Emerson

Process

Emerson

Process

Emerson
Process

fujitsu

Building
K

@ Explore ¥ /

Last 1 year (May 24, 2020 4:51:22 PM — May 24, 2021 4:51:22 PM) £

First activity

Oct 11,2019 11:06:52
AM

Oct 11,2019 11:03:46
AM

Oct 11,2019 11:03:46
AM

Oct 11,2019 11:03:46
AM

Oct 11,2019 11:06:52
AM

Oct 11,2019 11:03:46
AM

Oct 11,2019 11:03:46
AM

Oct 11,2019 11:03:46
AM

Mar 11, 2020 8:21:58 PM

Oct 11,2019 11:06:52
AM

Oct 11,2019 11:06:52
AM

Refresh

Last activity

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

May 24,2021 12:32:15
PM

Riskiest” device

Site Data ¥ / Devicelist ¥

IP

192.168.1.5
(+ 1 other)

10.5.0.22

10.4.0.14

10.4.0.30
(+ 1 other)

192.168.1.126

10.5.0.18

10.4.129.2

10.4.129.1

192.168.1.123
(+ 1 other)

192.168.1.254

192.168.1.128

MAC

00:00:64:8c:86:34
(+ 1 other)

00:22:e5:1f:90:18

00:22:e5:1f:9a:54

00:22:5:21:0a:86

00:00:64:8c:bb:08
(+ 1 other)

00:22:e5:1f:b0:20

00:22:5:04:45:44

00:22:€5:12:4c:90

4c:52:62:33:5:39

ec:74:ba:03:98:6b

00:00:64:8c:ba: 90
(+ 1 other)

Risk score + ].

[ .

Sort and filter risks in

o= your lists of devices

2 3 >

Tags A
 Controller ,

Time Server
# Controller , = DeltaV
# Controller , = DeltaV
# Controller ,

Time Server ,  DeltaV
 Controller
# Controller , - DeltaV

Net Management Server

Net Management Server

Email Server

Time Server

Time Server

2 3 > 20/page



Reducing a device risk score

@ Explore ¥ / SiteData ¥ / Devicelist ¥

Understand where
you are, and where
you could be

afra]n
Ccisco

Descrip
All comy
This pre
defined
accuraty

Active b
Active L

Criteri

@ RISK

& NET

DEV

O GRO

[0 sene

© 2026 Cisco and/or its affiliates. All rights reserved.

5C50102
Building K A very high
IP:192.168.1.4 (+ 1 other)

H First activity
Oct 11,2019 11:06:52 AM

E Last activity
May 24,2021 12:32:15 PM

MAC: 00:00:64:8c:86:08 (+ 1 other)

Z Edit

2 Basics € Riskscore @ sec
Overview Details
Overview

Achievable
risk score

urity A~ Activity # Automation

Details

The score was computed on May 24, 2021 10:00:06 PM by Cisco Cyber Vision as follows:

Criteria

Device type
Current
risk score

70 80 90 oM Group impact

The best achievable scoreis

It can be reached by patching all vulnerabilities and removing

insecure traffic.

Cisco Confidential

Activities

Vulnerabilities

Togs VT £ 40
# Controller , 4 Time Server Activities Events
Activity tags

Controller Info ,
Time Management ,
#Broadcast , # Multicast ,
ARP .1+

Matching Distribution
[E 550102 type: Controller 13%

B scso102 group: Building K. It has an 51%

industrial impact A very high. ©

No matching activity

E SC50102 mostimpacting vulnerability is

Path Traversal Vulnerability in Yokogawa 36%

CENTUM

©15

Vulnerabilities

Description

CC key element. Compromission
could lead to large impact

Path Traversal Vulnerabil
Yokogawa CENTUM
CVE-2020-5609

CVSSscore: 9.8

Successful exploitation of these
vulnerabilities could allow a remote
unauthenticated attacker tose
-..show more

See details

Understanding what
Impacts the score




Customizable dashboards to surface information

Choose widgets to
customize home

cisco © 2026 Cisco and/or its affiliates. All rig

All Vulnerable devices

Vulnerable devices

Most critical events

Jun 17,2021 9:37:33 AM

Jun 17,2021 9:36:54 AM

Jun 17,2021 9:36:54 AM

Jun 17,2021 9:36:54 AM

Jun 17,2021 9:36:54 AM

Jun 17,2021 9:36:54 AM

Jun 17,2021 9:36:54 AM

Jun 17,2021 9:36:54 AM

Jun 17,2021 9:36:54 AM

Jun 17,2021 9:36:54 AM

E=R
[ Hioh
[ Hish
[ Hah
[ b

{2 Home ¥

Welcome to Cisco Cyber Vision

Last 30 days overview

Devices by risk score Most critical events

14

Vulnerable
devices

Center has been shut down

System has been updated

Operational overview

Cisco Cyber Vision ...

Cisco Cyber Vision A...

Snort TCP alert id 42340 with signature "OS-WIN...

System has been updated

System has been updated

New component detected

New component detected

New component detected

New component detected

Cisco Cyber Vision A...

Cisco Cyber Vision A...

Inventory Events

Inventory Events

Inventory Events

Inventory Events

Program Upload Control Systems Events

Security overview

Events by category Presets highlight

Devices by risk score

Events by category

200
180
160
140
120

80
60
40
20

Security Events

S —

44

Devices with risk
score

Anomaly
Detection

Signature-based
Detection

v @

Focus on OT or
security insights

Monitor risks and
drive improvement




Ability to pin specific
presets to home
dashboard

Quickly identify
“Riskiest” presets

cisco © 2026 Cisco and/or its affiliates. All rig

NN

cisco

Operational overview

All Protocol distribution Most critical events

Protocol distribution

VNET/IP —

ARP

DeltaV proto... —|

Netbios

\_— Others

Presets highlights
¥¢ Edit favorite presets

Preset Risk score

AthControllers

Broadcast traffic only

IT Activities

IT Devices

Internet Activities

OT Devices

{2} Home ¥

Last 30 days overview

Presets highlight

Last precomputation

Jun 17,2021 9:46:41 AM

Jun 17,2021 9:46:47 AM

Jun 17,2021 9:46:47 AM

Jun 17,2021 9:46:49 AM

Jun 17,2021 9:46:45 AM

Jun 17,2021 9:46:46 AM

Security overview

Most critical events

Jun 17,2021 9:36:54 AM
Jun 17,2021 9:36:54 AM
Jun 17,2021 9:36:54 AM
Jun 17,2021 9:37:33 AM
Jun 17,2021 9:36:54 AM
Jun 17,2021 9:36:54 AM

Jun 17,2021 9:36:54 AM

24

Welcome to Cisco Cyber Vision

o —

Focus on OT or
security insights

Critical
Critical
(Sl Center has been shut down
Critical
New component detected

Inventory Events

Program Upload  Control Systems Events

Jun 17,2021 9:36:54 AM New component detected Inventory Events
Jun 17,2021 9:36:54 AM New component detected Inventory Events
Jun 17,2021 9:36:54 AM New component detected Inventory Events

Devices Vulnerabilities Events

14 94 2098

30 158 22

36 169 5343

23 94 5242

0 ] 1779

21 128 1000

System has been updated Cisco Cyber Vision A...

System has been updated Cisco Cyber Vision A...

Snort TCP alert id 42340 with signature "OS-WIN...

Cisco Cyber Vision ...

System has been updated ~Cisco Cyber Vision A...

Counters per preset




Fasily spot iImportant [T security information

Devices with external communication

fop 5 DNS requests

Hﬁyiﬁ#g.local

|
ests by 4 components

secureprotocolengine-test.intel.com
11 requests by 1 component

api.gridsmart.com
10 requests by 1 component

dns.msftncsi.com
5 requests by 1 component

| | | | | '
0 50 100 150 200 250

DNS requests HTTP requests

Security Insights
Devices with external communication DNS requests HTTP requests SMB Tree names Flows with no tag
1/ 1 Device selected Clear selection
] Device Risk Score P
10.90.X1. 50
- Router 44:bé:be:424 * 4%
(] (] m (+ 1 other)
Security Insights

SMB Tree names Flows with no tag

© The flow storage policy can affect this feature. Please ensure you've enabled the flow storage for networks you want to monitor.

350 400 450 500 550 600 650 700

| | ' \ ' ' ' |
350 400 450 500 550 600 650 700

MAC
44:bé:be:42:e7:40
(+ 3 others)

Rare 5 DNS requests

0 50 100 150 200 250
\ \ 1 ) 1 \
dns.msftncsi.com

5 requests by 1 component

api.gridsmart.com
10 requests by 1 component

secureprotocolengine-test.intel.com
11 requests by 1 component

ntp.org.local
44 requests by 4 components

pool.ntp.org
701 requests by 4 components

| ' |
0 50 100 150 200 250

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

External Communication
Top / Rare DNS requests
Top / Rare HTTP requests
Top / Rare SMB usage

Unclassified “strange” flows



The Cyber Vision Workflow

l Monitor and Protect

Vil » Define Baselines to track changes
 Alert on anomalies and threats

“Secure your
operations”

o
ICII S.CIO' © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



|[dentify changes to environment using baselines

Leverage presets to focus monitoring on

arts of the environment
Presets P
My preset Basics  Asset management  Control Systems Managei * Crea_te presets to flne tune the dataset yOU Want to
monitor
My preset « Create baselines for each preset to monitor various
: states (production/maintenance)
[Munich] IT Traffic O [Munich] OT Tra
2 Edit « Set frequency checks and event severity by baseline
) Saveas
el Sync DB Progra
O Delete .
e Control action . .
and 36 more cr . and 3& more criteria What |S a Basellne?

@ Create baseline

It is a snapshot of the production system,
letting users define what “normal” is.
Cyber Vision detects changes to trigger alerts.

& Monitored preset settings

[Lyon] Emerson DCS o [Lyon] IT Traffic

o
ICII S.C|O' © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Advanced Options for Baselines

MONITORED PRESET SETTINGS

Check interval (in seconds)* Monitored baseline

® daeckste_baseline

S - Created baselines have the options
to define custom settings for:

ol low medium o high o very high

* Frequency for checking for deviations
Security event severity threshold

Differences detected

Difference acknowledged & included 0 Components behavior
Properties behavior
Activities behavior

Components behaviors Activities behaviors
(]
Properti

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Baselines highlight abnormal behaviors

« Cyber Vision behavior modeling
automatically triggers alerts on
deviations to the baselines

« New and modified assets
 New activities between assets
« Variable changes

* Program modifications

- Accept changes to continuous
monitoring or trigger alerts to
investigate changes

- Provide feedback on anomalies to
give context to security analysts

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Utilities
@ Utilities Baseline

© 7 new components

O & new activities l

| U 2changed components 1 changed activity |
Created with data seen between:
Jul 14,2021 2:57:06 PM - Jul 15,2021 2:57:06 PM

Last check: Jan 19,2022 11:24:48 PM

Description: Utilities Baseline

seeon (@ Explore

Active criteria

& GROUPS VT X2 A

Broadeast O Packet repl:

Utilities Demo  City Substation

Process Bus Network  Station Bus Network
Control Center Enterprise Network
Devices without groups

[0 SENSORS V1A

SENSORVM-INT17283

@& Monitor ¥ /

37 Components
(O 7 new 1. 2changed
Status Component
NEW @] 104.26.11.240
NEW [ Lantronix 192.168.119.211
NEW 173.36.224.109
NEW 171.70.168.183
NEW Microsoft 192.168.119.210

CHANGED Beckwith 10.0.0.57

CHANGED  [1] Cisco 192.168.119.166

E'] Rockwell a3:0:ch

Utilities Baseline 16 & ¥ / Map ¥

v LEGEND Enterprise Network
— New
=== Changed @7“ @’Q Roclwvell|
Unchanged 3c0m 3c0Mm ustomation
I;u::kwu\l ﬂ:u:l:; 3com 10.0.0.9 kumﬂ.u.u.a Rockwell ad:21:c2
e vmware LANTRONIX

J
Rockwell a4:28:16  Vimware 192.168.119.84Lantronix 198168.118.211

Microsoft 192.168.119.210

Group

Enterprise
Network

Enterprise
Network

Enterprise
Network

Enterprise
Network

Enterprise
Network

Changed Activity X

Rockwell 192.168.249.50
Paint Line 2 & high
| P 192.168.245.50
A MAC: f4:54:33:9 Lichree
i Rockwell 192.168.249.40
Paint Line 2 & high
P 192.168.245.40
MAC: f4:54:33:90:77:76

First activity [

Jul 15,2021 2:58:12

Jul 15,2021 2:58:12

H First activity H Last activity
Jul 15, 2021 2:58:1% Apr 24,2020 11:04:08 AM Apr 27,2020 10:26:37 AM
Jul 15,2021 2:58:12 Egg
# Read Var # WriteVar  EthernetIP

Jul 15,2021 2:58:1% -
Wariables: (1 difference)

SYNC_NEW1 read Rockwell 192.168.249.50
SYNC write Rockwell 192.168.249.50
SYNC read Rockwell 192.168.249.50

Jul 14,2021 8:29:5

Jul 14, 2021 8:30:5¢

l v Acknowledge differences H ¥ Reportdifferences

Jul 14,2021 8:30:5¢
l & Remove and keep warning l Individual acknowledgment

Jul 14, 2021 8:30:5¢

o2

Flows

D 396127
Packets




Set advanced detection strategies

Monitored Presets

What changed ?

These presets require your review

rockwell only

® Normal 54 W

54 &

© All monitored Presets

My preset

General Map

®= Normal Production 24 4
® Maintenance mode [}
TOT, 24
Security
Remote Access
& Contractor VPN accesses 0Qg
TOT, 0

afra]n
Ccisco

192.168.0 subnet

* Normal baseline

# Maintenance

TOTAL

192.168.0 subnet

* Normal baseline

* Maintenance

TOTAL

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

@& Monitor ¥

16.3 firmware
11 & ® Critical PLC

24

331

rockwell only
11 & * Normal

24

334

w
(23

54 &

General Map

# Normal Production

TOTAL

16.3 firmware

® Critical PLC

TOTAL

v @~

24 &

24

w
93

Baseline per sensor or group of
devices

Monitor specific production lines,
asset types, industrial sites

Baseline per behavior

Remote connections
DNS activities
SMB negotiations
Encrypted traffic
OT devices detected
Control systems behaviors
or any other behavior tagged by DPI

Minimize false positives

- Create different baselines for
production and maintenance
states



Events: The high-level overview

Easily track everything happening
within the industrial network

« Security events (vulnerabilities, port scan,
protocol exception...)

« Signature-based detection (Snort IDS)

- Control systems events (variable changes,
program upload, stop/start CPU...)

- Asset inventory (New or modified asset...)

« Changes to the Cyber Vision platform
(user login, config changes...)

All events automatically sorted by
criticality levels

All events can be exported to SIEM
and SOC via Syslog

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Today < October 28,2021 >

Events severities

Critical High
@ Last on Thursday, October 28, 2021 3:00 AM @ Last on Thursday, October 28, 2021 3:00 AM

. |

\533

. Anomaly Detection: 2%
. Cisco Cyber Vision Operations: 4.6%
. Control Systems Events: 21.5%
I Inventory Events: 54.9%
Security Events: 16.6%

events

. Cisco Cyber Vision Administration: 16.6%
. Cisco Cyber Vision Operations: 36.1%
. Signature based Detection: 47.2%

I

Medium
@ Last on Thursday, October 28, 2021 3:00 AM

411

events

. Cisco Cyber Vision Administration: 10.2%

. Cisco Cyber Vision Configuration: 20.9%
. Control Systems Events: 2.1%

Inventory Events: 58.1%

Security Events: 8.5%

Day Week

Low
@ Last on Thursday, October 28, 2021 3:C

’ll

902

events

.C'\scu Cyber?
.C'\scu Cyber?
.C'\scu Cyber)
B inventory Ev
. Inventory Mg
. Security Ever




Easily filter and search Events to ease investigations

£ Events ¥
| snort X v
@ The events storage is limited to 10000 ev@ts per category (see categories)
Dashboard List
1 Event
Time - Severity Category Description
- December 9, 2025 5:23:01.477 PM Signature based Detection Snort alert on UDP id 44037 with signature A Network Trojan was detected from 192.168.0.12 —+ 212.166.210.80

Snort Event

e From:192.168.0.12:62805

212.166.210.80:53 (64:80:99:D8:5D:4C -> A4:08:F5:E1:03:EC)
ol: UDP

Direction: C2S

Ethernet type: 0x800

Service: unknown

* Signature I1D: 44037
* Priority:1
* Rule: 1:44037:4 (Revision 4)

assific

C tion: A Network Trojan was detected
¢ |nnetwork interface: /data/tmp/uploads/3755765419bec09a7a0b4c3bdd33cbab ¢ Related data: . Download data
* Message: INDICATOR-COMPROMISE DNS request for known malware sinkhole domain iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com - WannaCry

E
Z
o

o
ICII S.C|O' © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Rich context added to all events

alili,
cisco

Liver January

Auto-foHowD

Click to see
communications details

> February
March

cisco © 2026 Cisco and/or its affiliates. All rights reserved.

CEVCLLISTY Control Systems Events )X (1048 high X

01/19/202202:00:01 Control Systems Events MNew
a:8f:69:elra7:9bto o |11

01/19/202202:00:01 Control Systems Events N
a:8f:69:el:a7:9bt0 B |11

01/19/202202:00:01 Control Systems Events New
a:8f:69:elra7:9bto g |11

01/19/202202-:00:01 Control Systems Events Stop CPU cor
2.168.0.133 | MAC:52:54:00:31: fdzefto 4GH |||

01/19/2022 02-00:01 Control Systems Events N G
2.168.105.241 | MAC:34:17:eb:d1:c9:97tc g || |

01/19/202202:00:01 Control Systems Events New
a:8f:69:elra7:9bto g |11

01/19/2022 02:00:01 Control Systems Events
4:8f:60:el:a7:9bt0 g |||

01/19/2022 02-00:01 Control Systems Events
d4:ae:52:aa:dc:93

01/19/202202:00:01 Control Systems Events

vmware Automation

—

1769-L16ER/B L

168.249.114 OGIX5316ER

9 See Technical sheet

01/19/202202:00:01 Control Systems Events New
4:8f:60:el:a7:9bt0 S |||

Cisco Confidential

n has been uploaded, flow from =

n has beel

n has been uploaded, flow from = Dell 10.4.0.6 ([Lyon| Win

n has beenu

49.114 |MAC:00:0c:29:c7:c8:76t0 [==| 1769-L16ER/BLOGIX5316ER (h

Day

1123 °89101112»

Dell 10.4.0.6 ([Lyon] Windows Stations) | (€ Dell 104.06) | IP:10.4.8.6 | MAC:8

uploaded, flow from

Dell 10.4.0.6 ([Lyon] Windows Stations) | (# Dell 104.06) | IP:10.4.8.6 | MAC:8

|| (%8 Dell 10406} [IP:10.4.0.6 |MAC:8

nmand has been d m = STATION-ROCKWEL ([Munich] Packing Machine) | (€ STATION-ROCKWEL) | IP: 19
n has been uploaded, flow from @ Dell 192.168.105.241 ([Mun Dr s Machine) | (#Dell 192.168.105.241) | IP: 19
n has been uploaded, flow from = Dell 10.4.0.6 {[Lyon| Windows Stations) | (£ Dell 10.4.0.6) | IP:10.4.8.6 | MAC:8

Dell 10.4.0.6 ([Lyon

ploaded

Stations) | (£% Dell 10.4.0.6)|IP:10.4.0.6 | MAC:8

as been uploaded, flow 'n' | to = OWS1 (Station Bu

ork] | (@ FC50101)|IP:10.4.0.46 | MAC:

dfrom |=

Vmware 192.168.249.114 (Munich] (#¥ Vmware 192.168.249.114) | IP: 192.168.2
lich) | (& 1769-L16ER/B LOGIX5316ER) | IP:192.168.249.50 | MAC:f4:54:33:91:cb:ee

Flow Component source Component destination
A

Industrial impact: » none

Source port: 1110

Destination port: 502 Industrial impact: » none
Group description : Munich Parent Group  Group description : Munich Parent Group
Device: £ Vmware 192.168.249.114 Device: £ 1769-L16ER/B LOGIX5316ER
Name:Vmware 192.168.249.114 Name: 1769-L16ER/B LOGIX5316ER
MAC:00:0c:29:c7:c8:76 MAC:f4:54:33:91:chiee
1P:192.168.249.114 1P:192.168.249.50

Tag: # Engineering Station Tags : # Controller 4P Rockwell Automation

Group : Munich inich

Group : M

10 vulnerabilities detected

low from = Dell 10.4.0.6 ([Lyon| Windows Stations) | (% Dell 104.0.6) | IP:10.4.8.6 | MAC:8

Week

Month -

Click to see device
details




Filter Events based

Day Week

Month

Year

< Decel@er 9,2025 >

cisco © 2026 Cisco and/or its affiliates. All rights reserved.

« <

Su
30
7
14
21
28
4

Mo

15
22
29

w

Dec 2025
Tu We Th
2 3 4
B o n
16 17 18
23 24 25
30 31 1
6 7 8
Today

Fr

12
19
26

Custom

> »

Sa
6
13
20
27
3
10

Cisco Confidential

Go to current day

all

on

Categor

v and Time

ip:

mac:
category:
severity:
group:

network:



Cyber Vision gives OT context to security analysts

Enabling
collaboration |
to help IT \ sm—
secure OT

il ) o ) ) -
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Local OT teams can:

« Acknowledge detected anomalies by providing
detailed feedback

* Report anomalies to trigger investigations by
security experts

SOC analysts have:

* Detailed technical information on assets,
activities and flows

» Security events enriched with context

* Feedback from OT teams to better qualify
iIssues



The Cyber Vision Workflow

Check the inventory
» |dentify all devices
* Map network activities

“See what you
have”

Monitor and Protect

| ) _ “Secure your
4 j » Define Baselines to track changes

_ operations”
* Alert on anomalies and threats

] ) o i : o
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Reporting Extension

e
ICII S.C|O' © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Cyber Vision Reports

Executive presentable PDF and WWord documents generated

Preset-based filter

Header customization using company logo

Public APIs available to schedule and download reports

Modular sections - user decides what to include/not include in the report

One click generation of new versions of same report



Security Posture Reports

- Helps organizations demonstrate they have
a handle on risk with respect to cyber
insurance and standard compliance

« Supports IT teams to justify investment into
Cyber Vision to their management

- Enables Security Assessment and
Managed Service Providers to deliver
white-label reports to end customers,
using a customizable logo

« Allows cyber security teams to track
progress of risk through historical reports

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

NIAe
Cisco

Key Findings

Filter Criteria: -

This report is an automated summary that captures all the vulnerabilities, risky activities, and

security events found on the devices in the - by Cisco Cyber Vision on September 24th, 2023 at CI5co
8:04 am UTC
Risk score | Devices | Vulnerable Devices | Events(over the last 30 days)
45.0 34 T 323
Critical
Security Insights
Severity | Findings
46 critical and high severity vulnerabilities found on 7 devices
4 devices have a risk score > 70
3 devices found communicating with external networks
47 devices have been remotely accessed
2 devices found using 11 unsecured protocols High
2 devices using clear text passwords
CVSS | Severity | Number
Score of af-
fected
Top 5 Vendors seen .
devices
Vendor Number of devices Qi roducts CVE-2017-) 7.5 - 4
ABB Oy / Medium Voltage Products 1 jeice Vuulnerability
Cisco Systems Inc 1 Vulnerability in | 7.5 - 4
ASIX ELECTRONICS CORP. 1
Quanta Storage Inc. 1 Service Vulnerabilities | 6.5 - 4
s using the PROFINET
nfiguration Protocol
tection in the Web | 6.5 - 4
of Siemens Industrial
Controllers
CVE-2019-6568 | Denial Of Service Vulnerability in Web- | 7.5 - 3
server of Industrial Products - Siemens




NIS2 related information for Posture Reports

il
Ccisco

“Risk Zone” included in report
New section for DNS servers

Total devices and external domains added

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Executive Summary

Filter Criteria: All data Preset

Introduction

Cybersecurity risk management is the process of identifying, assessing, and taking steps to reduce cyber risks to
an acceptable level. It involves understanding the potential cyber threats to an organization's information assets
and systems, evaluating the likelihood and impact of these threats, and implementing appropriate measures to
mitigate them.

Key elements of cybersecurity risk management include:

« Identifying Assets: Cataloguing what needs to be protected.

* Threat A D ining the potential cyber threats.

* Vulnerability Analysis: Identifying weaknesses in systems and controls that could be exploited by threats.

« Risk Assessment: Estimating the potential impact and likelihood of threats exploiting
vulnerabilities.

« Risk Mitigation: Implementing controls to protect against identified risks.

* Monitoring and Review: Continuously monitoring the security posture and reviewing the risk management
process to adapt to new threats.

This report is an automated summary that captures all the vulnerabilities, risky activities, and security events found
on the devices in the All data Preset by Cisco Cyber Vision on May 28th, 2024 at 4:57 pm UTC

Key Findings

Risk score | Total Devices | Vulnerable Devices | Events(over the last 30 days)
D 46 9 332

You are in a medium-risk zone. Resolving vulnerabilities is recommended, especially as individual devices might
have very high scores.

Security Insights

Severity | Findings
50 critical and high severity vulnerabilities found on 9 devices

4 device(s) have a risk score >= 70

2 device(s) found communicating with external networks




Device Inventory Report

- Generate detailed reports on your device inventory to share

with key stakeholders and document compliance reports

« Report highlights risks and events per asset

- Available as Word document or PDF

« Can include all assets or only specific presets

« Can be configured to have only an Executive Summary

and/or the detailed list of devices

Create new report

c General 2 ) Settings

* Name

Alphanumeric characters or hyphen{(-), underscore( ) anly (max 40)

Description

eport. Upload an SVG, PNG, or JPG

the report header

@ General e Settings

“ Preset

All data

Table of content:

At least 1 section must be selected to generate a report

v Executive Summary
v Introduction
v Risk Profile
v Inventory Distribution
Summary
v Top Severity Events
v External Communications

v Device Inventory List

v Preset Details

Risk Score filter
Networks filter
Device Tags filter
Activity Tags filter

Groups filter

< Kl K K K K

Sensors filter

Configuration

Executive Summary

Filter Criteria: All data Preset
Introduction
12:24 pm UTC.

Risk Profile

This report is an automated summary that captures the devices, their risk profile, and the inventory distribution summary found in the All data Preset by Cisco Gyber Vision on October 29th, 2024 at

Global Risk Score

' y

Total number of devices: 1104

Risk Distribution by Risk Score

Zone: Low-risk zone.
Action needed: Addressing vulnerabilities is stil recom-
mendsd although very few devices might need attention.

l‘..
Medium-225

Vulnerabilities Distribution by Severity

Medium-13%
High-23:
Critical-97

Total number of vulnerabilities: 469

yD ¥
Top 5 Vendors by Device Count Top 5 Protocols by Device Count
=
£
§ §
fm fu
g 8
"
u
VARG NG CSCD YIS R LAMNER EETRONCS, SIMDRS ROUSTRAL  WCOWTLL e ares sams s s
i ™ Ao TN s o i e
= ) " »g:'nng . K . sy y oo
w9
Total number of vendors seen: 58 Total number of protocols seen: 71

Top 10 Device Types by Device Count

Total number of device types seen: 22

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Report example




Device Inventory Report: Licensed Devices

* Type

L\cense Requirement Summary
l
Security Posture
Remote Access

Device Inventory

I
b i " " I Require license
Ty P T T P P Yy o TS Devices & other components 1,332 (72%) 518 (28%) NR:E il Do not requiire license

* Format

Word (.docx) PDF (.pdf)

1,110

* Total number of devices and other components discovered: 1850
¢ Number of devices and other components that require a license: 1332
« Number of licenses needed (considering burst factor): 1110

Cisco Confidentid

« The Device Inventory Report
highlights the Cyber Vision
license requirement for your T s o oo o oo bt e e,
environment.

The formula to calculate the number of licenses needed is depicted below-

Number of licenses needed = (Number of devices and other components that require a license * 100) / (100 + BURST_FACTOR)
BURST_FACTOR=20

afra]n , o ) . -
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Remote Access Reports

* Type

W

Security Posture
Remote Access

Device lnventory

« Report to highlight presence of remote/external access

« Helps detect industrial gateways from vendors such as
eWON and Moxa, and remote access software such as
AnyDesk and TeamViewer

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Cisco Cyber Vision Remote Access Report
March 14, 2024, 1:41 pm UTC

Remote Access Gateways

Filter Criteria: All data Preset

Cisco Cyber Vision has identified the following devices as Remote Access Gateways. These devices may provide
access to users to control other OT or IT devices in the network remotely. It is recommended that only authorized

users are provided access to selected devices, as needed.

Device Name

Device IP

Mac Address

Vendor

Group

ewon3

192.168.234.22

00:03:27:57:a5:d4 | Ewon Inc.

NET_REMOTE_ACCE

DNS Queries to Remote Access Domain Names

Cisco Cyber Vision maintains a list of known remote access domains that are used whenever a remote user is trying
to access internal devices. The table below depicts those devices that have attempted to run a DNS query for any

of these domains, indicating that these devices may have been remotely accessed.

Device Name Device IP Group Domain Name Count | Latest Timestamp (UTC)

THINKCENTER 192.168.0.72 | - de-fra-anx- 1 2024-03-14 01:40 PM
r048.router.teamviewer.com

THINKCENTER 192.168.0.72 udp.ping.teamviewer.com 3 2024-03-14 01:39 PM

THINKCENTER 192.168.0.72 client.teamviewer.com 2 2024-03-14 01:39 PM

THINKCENTER 192.168.0.72 router16.teamviewer.com 1 2024-03-14 01:39 PM

THINKCENTER 192.168.0.72 whatsnew.teamviewer.com 1 2024-03-14 01:39 PM

THINKCENTER 192.168.0.72 de-muc-anx- 1 2024-03-14 01:39 PM
r005.router.teamviewer.com

THINKCENTER 192.168.0.72 router13.teamviewer.com 1 2024-03-14 01:39 PM

10.2.1.59 10.2.1.59 ntp.talk2m.com 6 2024-03-14 07:51 AM

10.2.1.59 10.2.1.59 device.talk2m.com 5 2024-03-14 07:51 AM




Reports Creation and Management

™ Pcpo -
Generate anc manags your reporks
3 Reports
+ Create and run a Report ’
20/ page
Mamz Frosst Typa Created b Lazt Modified Status Lozt Run » Auctions
Deviceksport Essantial dats Fenire FRsE oy admindScisoo. com 1801, BTG, Gl By & Sunoess lan MG hea an B B
Al data Remoic Access admir@icisco. com Ok 28, 2024, OPM & Surcems Cict 28, 2034, 340 Pk |2
T All data Sacurity Pashure admird@icisca. com Ot 20 024, 11:12 Ak & Sarness Qe 20 202411120 B B “Jir
Runfzain
L Fdit e
AT =hl =)
Dhesfeetee

o
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Reports Creation Wizard

Create new report
P Create new report x
TN | .
General | 2 ) Settings N4 g, General o Settings
* Preset
*
Name Al data v
Table of content:

Alphanumeric characters or hyphen(-), underscore(_) only (max 40)
At least 1 section must be selected to generate a report

Description ﬂ Key Findings ﬂ Risky communications in {presetMame} Presets
B Security Insights B Top S most accessed external URLs/IP addresses
B Top5most matched vulnerahilities B Top 5 devices accessing the most external URLs/IP addresses
Top 5Vendors seen ﬂ Devices that have been remaotely accessed
Vi Top 5 Protocols seen B Unsecure protocols used by devices
0/256 Security Events seen in [presetName] Presets ® Devices using clear text credentials
* Type B Risky devices in {presetMame} Presets Wulnerabilities in {presetName} Presets
Security Posture v, Davices with high risk scores
Devices with unacknowledged vulnerabilities k

This report is an automated summary that captures all the vulnerabilities, risky activities, and security g
B Devices with acknowledged vulnerabilities
events found on the devices in the selected preset by Cisco Cyber Vision

Customer logo

Cisco logo is the default logo in the report. Upload an 5VG, PNG, or JPG image of max 200KE to
customize the report header

* Format

] ) o ) ) o
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-xtending T security to
vour OT environment

e
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Cyber Vision has the OT information the SOC needs

Visibility Vulnerabilities Intrusions Anomalies

Provides OT context, ldentify asset Leverages Talos
asset inventory and vulnerabilities and signatures to detect
communications map to assess risks before known and emerging IT
your SOC they are exploited attacks

Monitor mode detects
malicious behaviors
and unknown attacks

OT events and context shared with your SIEM and IT security platforms

il ) o ) ) -
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Extend |T security to your industrial settings

Cyber Vision Center

OT asset inventory and security posture

Cisco ISE

Micro-segmentation

Cisco Secure Firewall
Macro-segmentation

Cisco XDR/Splunk

Correlate Threat Intelligence
Orchestrate Remediation

Cisco Secure Analytics
Netflow analysis
Cyber Vision Sensors

Deep Packet Inspection built into your Cisco industrial network

o : R
TBlE
. '\-".
g i EI LR
; 9 | DS
o S

The broadest OT security solution on the market - Powered by Talos Threat Intelligence

afra]n , o ) . -
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Integrations and customization via RESTful API

« Access data about components and
communication flows available in Cyber Vision

« Leverage sandboxed application hosting to & System AP
automate functions and integrations S Datemanagemert
B Sensors From this page, you can create, edit and delete authentication tokens. Tokens can be used with the
. . more information.
- Modify tag assignment, presets and groups & Users
p rog ra m matlca | |y  Events Name Token Status
a APl SampleToken Hidden (show) Erbicy

- Define custom analyzers for unknown traffic in
environment

4, License
7 LDAP Settings

W pxGrid

- Enable bulk acknowledgements of vulnerabilities

Integrate data from Cyber Vision

into additional tools

o
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APl Explorer

sl
cisco

System Cisco Cyber Vision center v3 API. @

E Data management [ Base URL: /api/3.0/ ]
cisco-cyber-vision-api-v3.json

« Building API calls now super easy!

« Automated documentation Qs
- Code generation .
e Test-case creation o : ACtivitias Achies s an agvgaton ot fows batuean componen
. . Documentation Baselines Abaseline is used for monitor mode. They represent a snapshot of the network.
- Leverage Cyber Vision data to

BaselineDifferences nmonitor mode, these routes allow to retrieve and review differences between the actual network activity and the baseline description.
% LDAP Settings

create custom feeds to your tools

i PxGrid Components Components are logical nodes of the network.

© SNORT

- Sample scripts are provided
« Grouping assets into zones

GET /components Component list.

« Integrations v
AaET /components/{id} Getdetails of one or many companents.

B8 Extensions

/components/{id} Partial update of a component

« Creating profiling rul
re a t I n ro I I n r u e S 3ET /components/{id}/credentials Credential list of a component.
® a n d m O re - AET /components/{id}/flows Flow list of a component

GET /components/{id}/flows/tags Flow tag listof a component

/components/{id}/label Setthe custom name of a component.

‘ m /components/{id}/label Delete the custom name of a component

o
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Automating OT network segmentation

ICISCO' © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Leveraging Visibility to Drive Segmentation

afra]n
Ccisco

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

IEC-62443 virtual segmentation

@ Group OT assets into zones

@ Visualize conduits

@ I dentify traffic violations

@ Share context with other platforms
to enforce segmentation



Leveraging Visibility to Drive Segmentation

Cyber Vision discovers all connected assets...

...and groups them into logical zones

Building J
BH = : Manuf - Scada & HMI Manuf - Engineering
' m Motor Control
= ‘ / ‘. | L
P - C gem COCVVVVOVVVOVOVOD COOD = ”“.-‘
= Slomans 1) \il..u.|
e T PRSI S S Sy e SR R g g = ome e ‘ sssssss ‘ \ |SIEMENS
. .‘.g,-.a‘_‘_ TGOS OO Semens 162.160.0.10 Manuf IO e
& rr & g 4§ - -
———————\ 5 |sEmens -
o B - QA Cell 19 = =
e et o - Pra— - =
‘||||||||||||||||||||||S'E'“E”"' F 2k -
.'snm:m . Wx0ca  sTm0cA™ :
SO -
W ~ -
\\ ~ . —
W $ Siemens 1© from my
~

W ~ AutoWobot
Robot Control \\\‘b”Z Safety Auto Robot S .

™ ™™ W | (e ‘SICK.‘ ‘ww-x“ | | |
‘ ‘ ‘ pilz‘ ‘pilz‘ | U |
Y IRy ™ i O —_— B e "
it 807 Moo 6365 Fewme s _ e |
. o T . FE

e pilz| pilz e ||l -
“_ | ) | e P—— Somes eB7d7  Semens 10230 —
Worrlokton .34 b4 e P stant } T ‘

e e s, = 98 Profinat DOP Mukcast

Give OT the tool they need to document ISA/IEC-62443 zones and conduits

afra]n , o ) . -
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Automated Segmentation Informed by Visibility

This user interface understands
industrial processes.
| can group assets into zones

PaintLines = / M

SIEMENS SIEMENS =

SIEMENS
Rockwall Rockwell
|Automation Autamation
‘amens 94:

kpixbicdze Siemens 84976 £ ing Worksiation
SIEMENS
Rockeil
Aufomation,
s.smsramm { )

Fockwell 192.168.3.41

Cisco Cyber Vision Map View

afra]n
Ccisco
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| now have OT context to build
the right network access

& policies
B
Zone 1 - MES
Zone 1 X X
X X
>
WES X

Cisco Firewall Policy Rules
or
Cisco ISE Policy Matrix

Segmentation of
industrial network

dACL

o)

S —>

N

VLAN

Zone 1 Segment

I - [
szl
o

PLC/RTU/IED
Zone 2 Segment

ks a Sein

| | =22
=

PLC/RTU/IED

00




Automated Segmentation

Industrial
Datacenter

s~

Cisco Cisco
Cyber Vision FMC

Core

- Switch

‘\\ Enforcement

IDF Firewall

©% :|Rugged
8 - Switch

0 =

/0 Controller HMI

Drive

k Zone 1

N

Drive

J

<% 5|Rugged
8 - Switch

| S22

/0 Controller HMI

Zone 2

Enforced using Firewalls

 All VLANs in the OT network terminate at the firewall
installed in the distribution network (IDF)

« Traffic that crosses VLAN boundaries is subject to
firewall rules

» Take advantage of application firewall rules such as
enabling read only access across zones or denying
specific OT commands

« Cisco Firewall Management Center (FMC) centralizes
policy definition for all firewalls

Firewall policies automatically updated when OT modifies Cyber Vision groups

cisco © 2026 Cisco and/or its affiliates. All rights reserve d.
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Automated Segmentation Enforced using

Switches

Industrial
Datacenter

N
72
_bo’@\o

Cisco Cisco
Cyber Vision ISE

. Core
?smeh

Enforcement
Distribution Switch '\
[ 3 Rugged Rugged
i Sngt%h g ; Switch
H Controller ﬁ H Controller HMI
Drive /0 Drive /0
k Zone 1 j Zone 2

Cisco Identity Services Engine (ISE) receives devices’
profiles from Cyber Vision and associates a network
access policy to each

Policies are pushed to network switches for
enforcement at the port level

Network switches allow/deny assets to communicate
based on their profile, not their IP address

Deny by default is applied to assets not profiled

Network access policies automatically updated when OT modifies Cyber Vision groups

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Visibility drives segmentation with
Cisco Secure Firewalls

Grouping e_Js.sets in ...Cre_ates _dynamic 5 Cisco Cyber Vision
Cyber Vision... objects in FMC Gain full visibility into assets, and
O O

group them according to their role
Manuf - Scada & HMI Manuf - Engineering . . .
== [ R in the industrial process
. e, >
-4 W . » "I- Cisco Secure Firewall
== Manuf 10 s i lm
. - - CSDAC Management Center
i | H Cisco Secure Firewall
\\\\\\\ e o Automatically update firewall rules to
Robot Control ‘F}’\H\Z S fe!y; Auto Robot AutoWobot E H H
I T o] ota]| (5] (=] ] ] e : segment industrial networks based
=== == | == See v on Cyber Vision groups
m o O o o
T —p—. Cisco Secure Firewall

Simplifying network segmentation with dynamic firewall rules informed by OT visibility

o
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What is CSDAC?

Cisco Secure Dynamic Attributes Connector

- CSDAC is a Middleware engine (docker container based)

* |t translates API calls from third party elements into dynamic objects for use in FTD
access control policy

* |ts available as 1) standalone 2) embedded in FMC (7.4) or FMCe (CDO)
« Primarily used for Cloud and Public Feed Connectors

- Cyber Vision integration is available using a connector
Allows for dynamic input to FMC access control policy from Cyber Vision assets

No filters in CSDAC - it acts as passthrough

Multiple Cyber Vision systems can be connected

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia



Cisco Secure Dynamic Attributes Connector (CSDAC)

Immediate visibility of object changes. No policy deployment is required.

No filters in initial release of Cyber Vision connector Providers
@ G
i H é‘:ﬁector

i — ——————— — ———

uCenter / NS)( !

e N

[ ol | | FMC |
—r | |
|

____________ Connector
FMC O
Powar=" ing'
Popvs vCenter Ao e | - Connector
cHe (metwork="PROD_METW' OF host="NODE1") e vl
GCP

| @ Connector |
\ CSDAC (Container) j

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



On-Prem

Cisco CSDAC: Cyber Vis

CDO FMCe

il
Ccisco

Policy change

LLLEECELETEEETTRPPPPPPPIN

center]_very_suspicious_quarantine o x
Mapped IPs

¥ Filter
2 Mapped IPs
1099008

172.23.33.10

+ Download | oK

ION INntegration

~
i Editing Rule suspicious cyber vision 1 -block Mandatory @ X
Name | suspicious cyber vision 1 -block i1 Action | @ Block B Logging OFF B Time Range ' None Rule Enable}

Mapped IPs

Q Zones Networks Ports Applications A Users URLs Dynamic Attributes (1) VLAN Tags
—

| @ search Dynamic Attribute Objects Showing 13 out of 13 Selected Sources: 1 Selected Destinations and Applications: 0 —

2 Mapped IPs
Filter by type Dynamic Attributes Collapse All Remove All 10.99.998
1 Security Group Tags [ center1_modbus_parent (Dynamic Object) . 172.2333.10

DYN ~ 1 Object

& Dynamic Objects [ center1_ot_infra (0

[ center2_ot_infra (D

+ Create External Attributes @

[ ] center1_suspicious_block (Dynamic Objec
(=] center1_very_suspicious_quarantine (Dynamic Object
center2_it_infra (Dynamic Object
[ center2_modbus_child (Dynami
Dy

[ center2_modbus_parent (Dynami

[ 1 center2_siemens (Dynamic Obje

(L] center1_siemens (Dynamic Object)

very_suspicious_gua.

Copy text

Show IP Mappings q

Remove

+ Download

center1_very_suspicious_quarantine

0 X

Policy change

FTD FTD

© 2026 Cisco and/or its affiliates. All rights reserved.

Dynamic objects

(REST)

Cisco Confidential

AP\

Groups and

RE

ibutes Connectar

"Ll

Standalone CSDAC instance

calls
ted \Ps

Center 1

ol

172.23.33.10
very_suspicious_quarantine A None
IP:172.23.33.10
MAC: 00:0c:29:9e:89:5f
Tags

Windows

10.99.99.8
very_suspicious_guarantine & None
1P:10.99.99.8
MAC: 00:2a:e3:cc:a2:2e
Tags:

Windows

188



Visibility drives micro-segmentation with Cisco ISE

Asset visibility and
security posture

afra]n
Ccisco

1

. Network access control
| policy enforcement

1

Cisco Cyber Vision
Gain full visibility into assets, and group them
according to their role in the industrial process

Cisco Identity Services Engine
Automatically update access control policies for
the network to enforce zero-trust segmentation
based on Cyber Vision groups

Enforcing network access policies for each device connected to the industrial networks

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Integration with Cisco ldentity Services Engine (ISE)

E4:90:69:9E:EF:7D oz H

S Enrich endpoint attributes in
O Sormeie ISE with rich context from
Applications. @ Attributes Authentication Threats Vulnerabilities Production Matrix Populated cells: 36 Cy b e r Vi S i O n

General Attributes % Edt 4 Add i Clear~ @ Deploy @ VerifyDeploy  ¢b Montor Al-OF 3 Impot 3 Export View=  Show|man
Description

Static Assignment false

Assign SGTs based on Cyber
Vision grouping for dynamic
policy assignment to

Endpoint Policy Austin_Plant_Profiler
Static Group Assignment  false

Identity Group Assignment  Austin_Plant_Profiler

endpoints

. o Enforce segmentation through

s dynamic assignment of VLAN,

S onsromar _ _ dACLs or TrustSec

assone TrustSec policy to enforce zone segmentation

N S Device information can be

e o sent to ISE based on user

’ selection and filtering of
Devices in ISE get attributes from Cyber Vision network.

Cyber Vision and ISE enable dynamic segmentation of industrial networks

il ) o ) ) -
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Cyber Vision - Attributes via pxGrid

ISE attribute

Cisco Cyber Vision property
IOTASSET Library

Description

assetld ID Cyber Vision Component ID
assetName Name Component name

assetlpAddress IP Component IP address
assetMacAddress Mac Component MAC address
assetVendor Vendor-name Component manufacturer (IEEE OUI)
assetProductld Model-ref Manufacturer product ID

assetSerialNumber

Serial-number

Manufacturer serial number

assetSwRevision Fw-version Component firmware version
assetHwRevision Hw-version Component hardware version
assetProtocol Protocols All Protocols concatenated in one string

Custom Attributes

assetModelName

Model-name

Manufacturer model name

assetOsName

OS-name

Operating system name

assetProjectName

Project-name

Project name (from PLC program)

assetProjectVersion

Project-version

Project version (from PLC program)

assetGroup Group Component group in Cyber Vision

assetGroupPath Group Path Component group path in Cyber Vision (Nested
Groups)

assetCustomName Custom Name Custom Name assigned to component by user




ISE Integration — Custom properties | 1/2

Starting from v5.4 ISE integration supports defining and provisioning up to 4 custom

properties.

Custom device attributes created and added via Ul or API

Device

Line1| 5069-L310ER/A B ot 2024428220

SGT4122 A None
IP:172.16.10.1 (+ 1 other)

Last activity

£ H Oct 30,2025 6:19:47 PM

MAC: 5¢:88:16:be:5a:6d (+ 1 other)
£ Edit (7 Managegroup

—

@ Basics @ Riskscore Security “- Activity

Custom properties Properties Components Tags

Custom properties

Network: Line-1

Location: Building-111

Service: Line-1

€ Building-101

13 results found for« Building-101». Save this search as a Preset

Components (13)

) Line2 | 5069-L30SER/A
_ﬁ Line2 | 5069-L30SER/A
SGT4123 Interlock & None
1P: 1921684123 MAC: 5¢:68:16:68:84:53

10 Madule, # Controller, * Rockwell Automation

Property found:
+ Location: Bullding 404

/ COMMON | 1756-L81E/B

COMMON | 175¢6-L81E/B
5GT4200-PLC-Common A Nane
IP: 1921684121 MAC: 08:61:95:42:11:38

#10 Madule, # Controller, +* Rockwell Automation

Froperty found:
+ Location Blding 101

cisco © 2026 Cisco and/or its affiliates. All rights reserved.

& Automation

Togs

10 Module, # Controller,

Rackwell Automation

Activity tags

# Unestablished, # Insecure,

Net Management,

Web,

# Active Discovery, .10+

Cisco Confidential

PxGrid integration configuration

PxGrid configuration
Node Name *

SRVOICENTER
Name of the pxGrid Node to be created on ISE pxGrid Server
Host Name *

isetraining.covtraining.net
Hostname of the ISE pxGrid Server
1P Address

10.2.1.130

IP address (v4 or vé) of the ISE pxGrid Server. Use it only if the hostname couldn't be resolved using DNS.

Client certificate

1

L

Import PxGrid certificate

In configuration editing, the certificate can be left empty to continue using the existing certificate, or it can be changed

PxGrid integration configuration

IRESERIIEIEI  Enables synchronization of custom
variables from Cyber Vision device to

ISE asset. Ex: choosing "my-variable-

key" as the key for ccvCustom1 makes

its value visible in ISE as ccvCustom.

Custom attributes to sync to ISE (O

y to continue using the existing certificate, or it can be changed

P12 password

f]
Custom attributes to sync to ISE ©
cevCustom Location ®
ccvCustom2 Service ®
covCustom3 Network ®
covCustomd GPS ®

ccvCustoml

ccvCustom2

ccvCustom3

ceviCustom4

Location

Service

Network

GPS

@ @ @ @

@ Custom attributes selection complete. It is not possible to add more than 4 values.




ISE Integration — Custom properties |2/2

Use mapped and provisioned CV attributes in ISE

Cyber Vision

Custom attributes to sync to ISE

ccvCustom1 Location
ccvCustom2 Service
ccvCustom3 Network
ccvCustom4 Select a property

DEVICE CUSTOM PROPERTIES X
Properties:
Network Line-1 2 0
Location Building-111 2 0
Service Line-1 2 0

+ Add new property

] ) o ) ) o
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

~ Custom Attributes

ccvCustom2
ccvCustom1
assetGroup

ccvCustom3

assetSource

assetProjectVersion

ISE

Endpoint Custom Attributes

Attribute Name Type
ccvCustom1 String
assetGroup String
assetProjectVersion String
assetSource String
assetOsName String
assetGroupPath String
assetCustomName String
assetProjectName String
assetModelName String
ccvCustom?2 String
ccvCustom3 String

v

=2 8 @ @ 2 @ @& 5 & =

S]]

Line-1 assetOsName
Building-111 assetGroupPath
SGT4122 assetCustomName
Line-1 assetProjectName
ccv assetModelName

SGT4122



Providing OT context to the SOC
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Investigation & Orchestration with Cisco XDR

il
Ccisco

Last 1 year (May 31, 2023 4:37:08 PM — May 30, 2024 4:37:08 PM)

uuuuu

Dashboard
[&]
15K SCORE
Global Risk Score Devices Activit
&
NETWORKS 5 5 7 1
& . 26other components
DeviceTAGS
A Vulnerable Devices Events (Over Thelast30Days) [ Veriables
Y

GROUPS
+ 1 other vulnerable nent

10 Control system behavior

aste
lave >{ Ribbon = Applications.
ngineeri
CADAS: (2] =% & >
vice Casebook Incidents Queries rg 18fa 9’
Time Serv fa) © @
HTTP i N
HTTPSCI Notifications Settings Tips
Web Serve
S Serv
+ Cont
Con
Ad d/or Ve

Leverage Cyber Vision
Observables to:

Create and manage
incidents in Cisco XDR

Create and orchestrate

playbooks

Launch investigations in
Talos, Umbrella, Secure
Endpoint, Threat Grid, etc.

XDR Ribbon in Cyber Vision for investigations and remediation orchestration

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Promote Cyber Vision even

View events in Cyber Vision

—  April 2,2024 11:40:55 AM
destination Flow

source
’ [H]

192.168.105.241 192.168.105.112

Source component

Source port: 1613
Destination port: 102

Device: & 192.168.105.241
Name: 192.168.105.241
MAC: 34:17:eb:d1:c9:97
1P: 192.168.105.241

Tag: 9 Engineering Station

Stop CPU command has been detected from 192.168.105.241 (& 192.168.105.241) |

Control Systems Events  IP: 192.168.105.241 | MAC: 34:17:eb:d1:c9:97to (I) 192.168.105.112
(¢2192.168.105.112) | IP: 192.168.105.112 | MAC: 28:63:36:85:b3:32

Destination component

Device: & 192.168.105.112
Name: 192.168.105.112
MAC: 28:63:36:85:b3:32
1P:192.168.105.112

Tag: 4 Controller
Vulnerabilities detected: 32

Events generated in Cyber Vision for process
anomalies, signatures and control system can be
promoted

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Report to XDR

welh Threat Response

ol system e

yher ision - 2

sion + 2021 -06-26T04

Security Intelligence event -
P Fvenr S

Service - 2021-01-12T

NG E:

to Cisco XDR

ts to Cisco XDR

Launch investigation in XDR

Incidents

l Investigate This Incident H Change Status H Link Reference ” Download

op CPU com...
45

Attempted Information Leak fro

ity Intelligence event - IP_Reput._

vent Service « 2021-01-12T17:17:41.1172

Security Intelligence event - IP_Reput...
NGFW Event Service - 2021-01-12T17:12:02.9347

Security Intelligence event - IP_Reput...
It Service - 2021-01-12T17:12:02.8312

Security Intelligence event - IP_Repu...
service - 2020-04-06T16.43.32.3082

Security Intelligence event - IP_Reput...
nghe_evenl_service - 2020-04-06T15.43:32.309Z

Promote event

=) (7)) Danlel Behrens ~

Control system event: Stop CPU command has been detected from...

Control system event: Stop CPU command has been detected from 192.168.249.114:1110 to 192.168.249.50:502
New - Created by Cisco Cyber Vision on 2021-05-26T04:30:49.867Z

Summary Observables Timeline Sightings

¥ Seen at 2021-05-26T04:30:27.6612

Source: Cisco Cyber Vision [
Sensor: Network Sensor
= 1P Address [~
Qaevice (v

DESCRIPTION
Source Destination

Name DESKTOP-GBJUFZN

Vendor VMware, Inc.

Mac  00:0c:289:c7:cB:76

[ 192.168.249.114

f4:54:33:97:cbiee
192.168.249.50

Linked References (0)

JSON

Confidence: High
Severity:  High
Emironment: Global
Resolution:  NJA

1769-L16ER/B LOGIX5316ER
Rockwell Automation

Tags WINDOWS, ENGINEERING PLC, ROCKWELL_AUTOMATION

TARGETS
=P Address 192.168.249.50 v

[

Add Assignees

No one is assigned - assign yourself

KEY PROPERTIES
Categories:  Investigation
Disc. Method: Cisco Cyber Visi.
Intend. Effect:

Confidence: % High
e Amber

| 192.168.249.50

OBSERVABLES RELATED TO SIGHTING (1)
=a P Address 192.168.249.114 |~

RELATIONS (1)
=aIP Address 182.168.249.114 ~ | Connected To

=n|P Address 192.168.249.50 [~

»

== |p Address

Add to eurrent Investigation
Investigate in Threat Response
Create Judgement

Talos Intelligence

[ Search for this IP
Umbrella

[ IP view for 192.168.249.50

Investigate the threat with enrichment from
Cisco and 3™ party security products

¢

F



isco XDR Ribbon on Cyber Vision

@ Explore ¥ / Alldata ¥ / Dashboard ¥
a e B 2 0O w Last 10 years (Apr 11,2014 10:39:40 AM — Apr 8, 2024 10:39:40 AM) £ Refresh

Alldata @ Dashboard © newdata

@ Devecs Create and manage incidents,
Description:
[ 60 5 Launch investigations,
defined presets would be preferred for more

e Orchestrate playbooks...
Vulnerable Devices @ Events (Over The Last 30 Days) nnn d i rectly fro m Cyber ViSion

Basics

Criteria Selectall Rejectall Default
Q.
@ RISKSCORE v 2 28
Enter logs, IPs, domains, etc.
& NETWORKS v +4 other vulnerable components
& DEVICETAGS v
Tags Z  Ribbon = icati
4 ACTIVITY TAGS v e >\ = Applications
- aQ = { XDR
O GROUPS v Devices and components per tag Activities per tag I:"R C‘\ x
Casebook Incidents Queries 2 org-bfa8fa97-46bf-479a-92a2-31e9215eb...

U SENSORS v Device - Level 2 4 Control system behavic

{4 Controller 2 * 4 Read Var 0 @ @

| # Engineering Station .' Write Var Notifications Settings Tips

Device - Level 3-4 q
: 4 Start CPU

:‘DNSSENEI 1 : 4 Stop CPU

System 2 Network analysis
2 : 4 Low Volume
: ® 2022-2023 Cisco and/or its affiliates. All rights reserved.
: @ Broadcast

il ) o ) ) -
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Investigate OT events with Cisco XDR

@ Explore v / Alldata ¥ / Devicelist ¥ ~x @

- Device 2
IM151-8-CPU g firstactvity Tags v 1 £3 ®6 o-
Apr 2,2024 11:41:21 AM o e il
Alg [srEmens |P: 192.168.1.40 Pr & Controller, - Siemens Activity Events Vulnerabilities Credential
MAC: 00:1b:1b:23:eb:3b Last activity Activity t:
; B Apr 2,2024 11:41:21 AM vyt - =
gt 2 Edit  (J Managegroup P

iz ~ ObservablesonPage  SelectAll 19 All o) 0 L] 190

Descrip ~ =9 |P Addresses Select All
All devic

e | i e e R Pivot from Cyber Vision to XDR
accusl T Components  Tags 172160510 . .
Drrea10 to investigate observables...

((J192.168.105.2418(5)
[J192.168.105.1128(%)

Normalized Properti Other Propert [J192.168.105.1508 (%)
crmeeaTopeTE errroperties M105 188 108 120 @ ()

© RISK fw-version:V 3.2.6 cotp-dst-tsap: 100 Add 19 Observables to Case

4 XDR HOME

Criten) Properties

...pull details from Umbrella, FTD,
Talos, AMP, Stealthwatch, etc.

i’ Threat Response  Investigate Snapshots Incidents [ZIJ Inteligence  Modules R

Ribbon = Applications

Daniel Behrens «

B { XDR
g EY G\ x | Assign to Incident ‘ Snapshots ... ~ ‘ Automatic Layout
Casebook Incidents Queries o org-bfa8fa97-46bf-479a-92a2-31e9215eb...
Q S % @ 0 Targets t}’:‘_;‘ 2 Observables v @ 0 Indicators @ 0 Domains B 0 File Hashes B 1 |P Address v [ 0URLs 3¢ 1 Module v
Notifications Settings Tips
Investigation r | Sightings

208.67.222.222 00:50:56:¢0:00:08 My Environment | Giobel ~ Malicious

— Susplclous
0 Sightings In My Environment 24 S

© 2022-2023 Cisco and/or its affiliates. All rights reserved.

» Targets

Clear | What can | search for? 0 o—
—_— Apr 28, 2021

Relations Graph - Filters: Show All, Expanded ~ ) P Observables
208.67.22...
T Adiress 208.67.222.222
No Sightings o=y

00:50:56:¢c My Environment  Global — Malicious
— — Suspicious

i . = Unknown
ghtir =
0 Sightings in My Environment 24 o

208.67.222.222 + Targets
= |P Address 14
Copy to Clipboard 0~ o
Apr 28,
Create Judgement 2020

Add to New Case Judgements (1) Verdicts (1)
Talos Intelligence
Search for this IP Module Observable Disposition Reason

|P Threat Grid
Browse 208.67.222.222 Umbrella . 208 67.222 222 Unknown  Neutral Cisco Umbrella r

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 208.67.222.222 V| scacnzossrzzzez

il
Ccisco Umbrella

IP view for 208.67.222.222



Response Orchestration with XDR Workflows

Orchestration out of the ‘box’ Custom orchestration workflows

« 75 workflows published by Cisco as of Fall 2022
« More being released on a frequent basis

» Move Computer to Secure Endpoint Triage group :
k Submit URL to Secure Malware Analytics
P Take Orbital forensic snapshot

P Take forensic snapshot and isolate

» Secure Endpoint host isolation with tier 2 approval : :
Build your own workflows with our low-

to no-code, drag-and-drop canvas

o
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Splunk Integration

OT Asset Investigator

o
1l Asset Details: gec_js01

# Detected Vulnerabilities

Asset Characteristics

Field + gecjs01 2

ip 172.184.104.98
nt_host gee_jso1

dns gce_jsd1.copgen. ops. local
mac 0d:1e:15:21:21:0a

3’ OT Asset Behavioral Indicators : gce_jsO1

# Notables

Asset Categorizal

Field #

category

[z 5 & Nex, sssetomodel

asset_type

N

-12
#Notabies

tion & Classification

proliant d1380

hewlett packard

Remote Access

Prohibited Traffic Across Perimeter

aaaaaaaaaaaaaa

Geegraphical Info

i 172.104.104.88

host: gee js01
type: remote acoess

description: copperfieid plant jump server V4

coppartiald power plant
city: atlanta, ga fus)

Risk Score Over Time

N
-240

~

Hosts in Communication {Inbound)

107

Hosts in Communication (Outbound) Total Ports in

58 %

~
~

Use

Total Sessions

eeeee

Top 10 Protocol

Top 10 Talker

Unified IT/OT security events
management in Splunk SIEM

OT centric view of assets in
Splunk OT Security Add-on

Cyber Vision data in Splunk
for NERC-CIP compliance
reports & MITRE ICS

correlation rules

Syslog and REST API integration with Splunk SIEM and OT Security Add-on

il
Ccisco
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Splunk’s OT Security Add On

Expands Splunk’s capabilities across

OT Asset Investigator |T and OT enV|ronmentS

]
Bl Il Asset Details: gec_jsO1

# Detected Vulnerabilities # Notables Prohibited Traffic Across Perimeter [ J OT C e n t ri C V i eW Of a S S e tS

k) 61 -
- o ~ I - NERC CIP compliance reporting

Field + gec_Jso1 &
& |

ip 17208400438 category .

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ . =1 « MITRE | rrelation rul
nt_host gee jsr  indows NF

nnnnnnnnn N
dns gee_jse1. copgen. ops. local :t - T2 IO A ds
mac 0d:1e:15:21:21:2a Jump server host: gos_js01
asset_id pca type: remote access [l [ L] L]

R s : - Integration with enterprise securit
asset_model proliant d1380
2 3 4 Nexts site:
city: atlanta, ga (us)

sssssssssssss

eeeeeeeeeee

= |« Cyber Vision data can feed Splunk
% o s oo s OT Security Add On

Risk Score Over Time Hosts in Communication (Inbound) Hosts in Communication (Outbound) Total Ports in Use Total Sessions

o 10% 58 3 273 555 % « Splunk OT Security Add On
N - managed and supported directly by
Splunk

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



QRadar Integration

IBM QRadar Security Intelligence

Dashboard Offenses Log Activity

Show Dashboard: | Cybervision v|  [NewDashboard [ Rensme Deshboard € Delete Deshbosrd  Add Item... ¥

Cybervision - 01 - Top 10 Low Level Category by count (Count) (& 5 x] Most Recent Offenses
1015118 3:47 AM - 10/5/18 3.47 PM Offense Name

200 Activité dun ulilisateur ayant quitté |a société containing General Audit Event ——

Cybervision - 06 - Detected differences in Monitor Mode (Event Count)

150 +
Reset Zoom
100 I i 15
T
3
50 | = 10
E
£
H
I b
o £ 5
¥ Legend &
Delete Activity Succesded [l Device Configuration ~ o
[l Update Activity Succeeded  [Jlj Asset Property Created  [Jf] Device Information 3:28 PM 330 PM 3:32PM 3:34 PM 3:36 PM 3:40 PM 3:42 PM
Asset Property Updated [l General Audit Event [l Asset Property Delsted
Data import  [Jill Successful Configuration Modification L ¥ Legend
View in Log Activity ICS CyberVision Monitor mode (API Call) has detscted differsnces  [JijICS CyberVision Monitor mode has detected differences.

[l Scheduled ICS CyberVision Monitor mode has detected differences.
Cybervision - 02 - TOP 10 High Level Category Resuits by Count (CountiZICIE3

10/5/18 3:47 Al - 10/5/18 3:47 P
1% w Cybervision - 04 - Vulnerability Detection (Count) (time series)

zx/-\ | ResetZoom
9% 35% 5
nx -}
N
20% » e
\

Loz 0
¥ Legend 324PM  3:26PM  3:28PM  3:30PM  3:32PM 334PM 3:36PM  3:38PM 3:40PM

Audit [l Control System [l Asset Profier [l Authentication [l System
Suspicious Activity [l Potential Exploit

View in Log Activity

View in Log Activity

Coum

¥ Legend
SiemensHack vuln [l Big vuln

View in Log Activity

E8 Cybervision - 05 - Events table (Count) @208
Magnitude 10/5/18 3:47 AM - 10/5/18 3:47 P
Event Name Count
oce Several components or flows have been deleted from a Reference 71
Component extra preperty updated 128
10/5118, 3:27 PM - 10518, 3:48 PM Component extra property added 128
Component extra property deleted 128
Component custom name removed 119
New program downloaded 116
Several components or flows have been included in a Reference 14
Decode failure 114
Component new name detected 1
Component custom name set 12
View in Log Activ
AR 3488 Cybervision - 03 - Activity by User (Count) (5 %¢ ¥}
10i5/18 9:47 AM - 10/5/18 3:47 PN
Accumulation began 10/518 3:37 PM
3%
683 %] 3% —

10518, 3:22 PM - 10/518, 3:48 PM

¥ Legend
Dan Simmons [l Jonn Smitn [l Weicome Wizard

View in Lag Activity
3.42PM  344PM  346PM 3481

Syslog integration with free app in X-Force App Exchange

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Correlate OT and IT events to
quickly remediate threats

Focus on real threats using
Machine Learning and pre-
defined analytics rules

Automatically discover and
monitor OT infrastructure,
vulnerabilities and traffic




Extending OT visibility to your CMDB servicenbvw

SErviCeNOW service Management @ venskippon - Q. P @D B

OT Assets m Search | OT assettype v | Search to130f13

(] 7 All>OT asset type Parent type O table starts withcmdb_ci_ot_control or. OT asset type OT table starts with cmdb_ci_ot_control

& = OTasset = OTassettype & = IP Address = Manufacturer iscovery source = Most recent discovery = First discovered reated

Fisher 10.4.0.27 3769f7853d84-526c-adf3... 104022 Fisher-Rosemount Systems Inc. Importset 2021-11-16 07:11:23 2021-11-16 07:11:23 2021-11-16 0T:11:23 I n te g rate d Wit h S e rVi C e N OW
CIOC-1F8596 05a42461-5609-59c0-9ad6-f390... 105.0.18 Fisher-Rosemount Systems Inc. ImportSet 2021-11-16 07:11:23 2021-11-16 07:11:23 2021-11-16 07:11:23 O i

- perational Technology
WIOC-1F903A aka44472-310b-5464-ab0e-a596... ). Fisher-Rosemount Systems Inc. Importset 2021-11-16 07:11:23 2021-11-16 07:11:23 2021-11-16 07:11:23 .
169.254.255.255 4043e9¢7-9139-50dd-bsba-... .254.2565.255 Broadcast ImportSet 2021-11-16 07:11:26 2021-11-16 07:11:06 2021-11-16 0T:1 M a n a g e m e nt S u Ite

CIOC-1F8596 29fdf142-fbb7-5095-8cdd-T58f... 3 Fisher-Rosemount Systems Inc, Importset 2021-11-16 07:11:23 2021-11-1607:11:23 2021-11-1607:11:23

SG - Cisco Cyber Vision

©

Setup

AILOT assets

©

OT Supervisory Systems

O Control Systems

© 9

OT Field Devices

OT Computers and Servers Asustek 10.20.102.1 OT Control System 1020.102.1 ASUSTek COMPUTER INC, Importset 2021-11-16 07:11:21 2021-11-16 07:11:21 2021-11-1607:11:21

OT Network Gear Zat 1020100108 QT Control System 1020100108 IATas Importset 2021-11-16 07:11:08 2021-11-1607:11:08 2021-11-160T:11

G i iSi b | i OT
Rockwell 192.168.249.40 5cla73e0-Te60-: PLC 192.168.249.40 Rockwell Automation Importset 2021-11-16 07:11:23 2021-11-1607:11:23 2021-11-1607:11:23 a I n V I S I I I ty to a S S e tS
PLC 1 23932f8f-b32a-53ff-a21d-fddbfag3ze6sf PLC 192.168.105.112 Slemens AG Importset 2021-11-16 07:11:22 2021-11-1607:11:22 2021-11-1607:11:22 a | O n g W | t h I I d eVI C es I n yo u r

S7-400 station 1 35dee?c8-8e27-5de8-8587... PLC 192.168.105.115 Siemens AG, ImportSet 2021-11-16 07:11:23 2021-11-16 07:11:23 2021-11-16 0T:11:23 C M D B

©®

Industrial loT (tloT)

Unclassified OT

© ®

Data Source

System Import Sets
SIMATIC 300(1) 38cd1aa2-896¢-5786-85b3-2... PLC 192.168.0.1 Siemens AG ImportSet 2021-11-16 07:11:07 2021-11-16 07:11:07 2021-11-16 07:1

@
®

Scheduled Import

©

PLC 3 618bde?7-5a50-5554-9bfa-5f9fa00alect PLC 192.168.105.130 Siemens AG ImportSet 2021-11-16 07:11:08 2021-11-16 07:11:08 2021-11-160T:1

Support

(i)  Siemens192.168.0.10 8c0372a7-d433-5acd-... SCADA Server 192.168.0.10 Siemens AG ImportSet 2021-11-16 07:11:23 2021-11-16 07:11:23 2021-11-1607:11:23

B oo Extend your existing service

.., Response time(ms): 701, Network: 17, server: 463, browser: 215

O m—— management workflows to OT
assets

Configuration - IntegrationHub ...

Integrate with ServiceNow Operational Technology Management suite

il , o ) ) -
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Cisco Secure Analytics + Cyber Vision

Security Insight Dashboard | Inside Hosts

Enrich hosts information in Cisco
Concern Index Target Index Recon c&c Exploitation DDoS Source DDoS Target Data Hoarding Exfiltration Secure AnalytiCS With riCh ConteXt
12 10 / - W 1 4 2 from Cyber Vision

Top Alarming Hosts - Alarms by Type - Today's Alarms
HOST
600

Alarming Hosts @

CATEGORY

Easily identify flows mapped to

10.201.3.149 [oH | R [ o1 | ex] . . . . ..
f oy S e G industrial endpoints with Cyber Vision
10.201.3.18 & [ oH [ Re | e = =_=_-, . Target Data Hoa . .
e UserDovis . MmN suspect Data Hoarding... informed host—group attributes
10.201.0.23 &= mm 2 200 — B ™ = =
Terminal Servers ! - |
: BEA , N N N O e - Data Hoarding: 7
6/18 6/19 6/20 6/21 6/22 6/23 6/24 Recon: 9
E © Host Lock Violation @ Packet Flood High Target Index
S e beviees ° ?\'«%'LEZZ'JIZ""‘ :ig’:ueglzl‘sjr:‘asrilr:lgmlzlclegx ® High Traffic Suspect Data Lo...
10.10.31.48 & .. . .
= e T S P Create alert policies to identify and
10.10.30.15 ¢ Data Exfiltration @ Comman d & Control | q . .
ONS Servers § Folcy Violaion ® suspect Quie Lona Fow 6 fecon Hom propsase alert on inter-zone communications
N @ Exploitation @ Suspect Data Hoarding
View All Hosts > @ Target Data Hoarding
Deselect All Select All

Cyber Vision helps Secure Analytics investigate and detect threats in industrial networks

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Secure Analytics Dynamic Host Groups

Component

24VDC 16PTINPUT & 16PT OUTPUT & :;‘23;“;';"20 110411 AM

g Last activity

Paint Line 2 A high Apr 24,2020 11:04:11 AM

MAC: f4:54:33:91:cb:ee

2 Edit | {8 Remove from group
Investigate in Cisco Threat Response
{2 Basics @ Security - Activity & Automation

Properties  Tags

Properties

I vendor-name: Rockwell Automation I

fwe-version: 31. 11

model-ref:0x474

serial-number: 00080060

name: 24VDC 16PT INPUT & 16PT OUTPUT (Portl-Link@l) I

ip:192.168.249.50
public-ip: no

mac: 4:54:33:91:cb:ee

Tags o1 513
Flow Events
Activity tags
EthernetIP

enip-serial: 00000000

enip-name: 24VDC 16PT INPUT & 16PT OUTPUT
enip-vendor: Rockwell Automation/Allen-Bradley
enip-version: 31.11

enip-productcode: @x474

enip-status: Owned, AtLeastOneI0ConnectionInRunMode
enip-devicetype: GeneralPurposeDiscreteI0
enip-location: Port1l-Link@1l

vendor: Rockwell Automation

name-enip: 24VDC 16PT INPUT & 16PT OUTPUT (Portl-Linkel)

/

—Host Group
Automation

Cyber Vision identifies attributes of assets
via industrial Deep Packet Inspection

il
Ccisco

© 2026 Cisco and/or its affiliates. All rights reserved.
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Host Report | 19:

Alarm Categories

Concern Index Recon Cc&C

0 0 0 0

Target Index

Host Summary

(.

Host IP

192.168.119.500

[ Flows I [ Classify I [ History I
Status:
Hostname: -
Host Groups: ,B LOGIX5316ER (Port1-Link00),
B LOGIX5316ER.,
24VDC 16PT INPUT & 16PT QUTPUT (Port1-Link01), ‘
Rockwell 192.168.119.50,00000000,60771949(31.11
Location: RFC 1918
First Seen: 5/12/20 6:31 PM
Last Seen: 6/2/20 9:12 AM
Policies: Inside
MAC Address: -

Exploitation DDoS Source DDoS Target

0 0 0

Traffic by Peer Host Group (last 12 hours)

Paint Line...

Rockwell 1...

6009839

5.15 192.168.119.50
Rockwell 1...

B Ethernet...

Multicast
Catch All

Data

Dynamic Host Groups are created, and devices
as assigned via Host Group Automation API




Secure Analytics Relationship Policies

Policy Management | Relationship Policy

NAME * DESCRIPTION

Paint Line 1 to Paint Line 2

HOST GROUP - SIDE 1 * HOST GROUP - SIDE 2 * TRAFFIC BY SERVICES AND APPLICATIONS
gl Faint Line 1 X gl Paint Line 2 X } All Services

All Applications

Relationship Events (1)

EVENT POLICY NAME MAP OR DIAGRAM NAME HOST GROUPS TRAFFIC BY SERVICES TRAFFIC BY APPLICATIONS STATUS ACTIONS
Ex. Relationship High Traffic Filter Policy Name Filter Map or Diagram Name
Relationship New Flows Paint Line 1 to Paint Line 2 Paint Line 1 4= Paint Line 2 All Services All Applications & on

50 j items per page 1 1 of 1 items 1 1

Create custom alerts based on attributes from Cyber Vision including Groups - ie. Paint Line 1
should never talk to Paint Line 2

il , o ) ) -
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Cyber Vision is a key pillar to securing your OT

Generates

Detects . Reduces the Scales to very Enables
. actionable : i )
IT security number of large industrial effective IT/OT
- alarms on OT “ ” h
events in OT false alarms networks collaboration

events

Extend your IT security infrastructure to your OT domain




Cyber Vision Licensing

e
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Cyber Vision Buying Options

Transactional

Transactional
1,3,5,7-year term
subscription with

pre-paid, yearly, and
monthly payment
options

il ) o ) ) -
cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Security Enterprise
Agreement

For All Customers

Multi-product discount,
and easy to consume
with growth allowance
and true forward

MSLA

For Partners Delivering
Managed Services

Usage based
license agreement with
post-paid monthly billing



Licensing is a recurring
subscription model based on:

Essential or Advantage tiers
Number of endpoints monitored

Terms of 1, 3, 5 or 7 years on a
pre-paid term basis

Optional Talos subscription
signatures (quantity must match
the number of sensors where
IDS is enabled)

No cost for either the Center or
Sensor software




About Cyber Vision Endpoints

A licensed “endpoint” is defined by
two characteristics:

1) Any device which contains at least one
component with one of the following tags

» “Device - Level 0-1” OR
» “Device - Level 2” OR

» “Device - Level 3-4” OR
« “Software” OR

« “System”

2) Seen by Cyber Vision within the last 60 days

o
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You can apply filters to exclude specific devices from
Cyber Vision and save on the license count

In case device count exceeds license, Cyber Vision
will still list new devices, up to a 20% threshold

Pricing per monitored endpoints allows for free and
unlimited number of Sensors and Centers




Cyber Vision License Tiers

Cyber Vision Essentials Cyber Vision Advantage

Includes Essentials features, plus:

SECURITY POSTURE
» Device Risk Scoring
« Security posture, remote access reports

INVENTORY

* Device inventory

* |dentify communication patterns
» (Generate inventory reports

INTRUSION DETECTION

« Snort IDS on supported sensors

« Talos community signatures (New rules may
be added 30 days after release)

VULNERABILITY
» |dentify device vulnerabilities
* Generate vulnerability reports

Talos subscriber rules
for Cyber Vision IDS

Requires Cyber Vision Advantage.
Licensed per IDS enabled sensor.

BEHAVIOR MONITORING
» Create baselines for asset behaviors
» Alerts on deviations

ACTIVITIES
* Track control system events
» Generate device activity reports

SECURE REMOTE ACCESS
« Zero Trust Network Access (ZTNA), powered
by Cisco Secure Equipment Access

RESTful API ENHANCES ADVANTAGE IDS WITH:

* REST API programming interface

Talos subscription signatures,
specifically curated for industrial
networks

Immediate rules availability

15X more rules compared to
community signatures

ADVANCED INTEGRATION

» Cisco XDR integration

» pxGrid integration with ISE

» SIEM integration - Splunk, QRadar

+ ServiceNow OT Management integration

Cyber Vision Ordering Guide: https://salesresources.cisco.com/Link/Content/DCJpXgQqcFdd98hGgBg6p84MTHd]

o
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Cyber Vision licenses come with Standard software support. More details on all available software support levels can be found here.


https://www.cisco.com/c/dam/en_us/about/doing_business/docs/cisco-software-support-service.pdf
https://salesresources.cisco.com/Link/Content/DCJpXgQqcFdd98hGgBq6p84MTHdj

Cyber Vision is an “Add-0On Suite” in Security EA 3.0

Full Commit Suites

Security Platform

Solution Protection Zero Trust Cloud & Network Security
& Response

[} User Protection D Umbrell Secure Endpqint
@ uo O mbrella (AMP for Endpoints)

—) . . . Secure Access c@D Secure Network & Cloud Analytics
o> Cloud Protection @ \dentity S((elrsvll;):es Engine @ o (R

)
Suites Secure Web Appliance C Extended Det?gg:;n & Response

. FE)\ Secure Workload (WsA)
HHH Breach Protection /i (Tetration)

(LLEL

Secure Firewall ( Secure Email
(NGFW) (Email Security)
& User & Breach
HH Protection (Combination) * Vulnerability Management
(Kenna)

Add-On Suites (Partial Commit only)

Secure Client Premier (AnyConnect Apex) « loT Secure Equipment Access (SEA) o C ber ViSion e SAL (Logging & Analytics)
Threatgrid (Advanced, Cloud, Content, Feeds) »  Cloud Delivered Firewall Management (NGFW & y : AMP Private Cloud (AMP virtual private cloud)
Web Application Firewall (WAF) NGIPS, Umbrella, FTDv, ASAv, ML) . glecu(;’le ELﬂaII Threat Defense . Cisco Talos Incident Response

. oudloc

Secure Cloud DDoS Protection

Requirements Customer Benefits for Cyber Vision Enroliment

* Inherit 5-20% discount from Qualifying suite * Co-termination
* Annual True Forward » Fixed Price (for true forward consumption)
* Annual payments * Flexibility to expand when ready

* Meet requirements for Security EA 3.0
« 25 Cyber Vision licenses munimum




MSLA: Licensing for managed services providers

Simplify licensing for
Configure Utility Mode .
The Utility mode is available to customers that choosed the Smart software Manager Satellite transport mode with a m a n a g e d S e rV I C e S

Managed Service License Agreement (MSLA) program.

In Utility mode, the Smart Agent keeps track of the usage of licensing entitlements in units of time. The Smart Agent
sends license usage reports to a licensing satellite or server every four hours. The usage reports are forwarded to a
billing server and the customer is sent a monthly bill for their license usage.

Uses a postpaid
D licensing model for
Essentials, Advantage

Id name

and IDS licenses

street city

Customer state: Customer country: H
state country Va I a e rO I I l . .

Customer postal code: *
12345

Additional information
e v can be found here

il , o ) ) -
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https://www.cisco.com/c/dam/en_us/about/doing_business/legal/msla_direct/cybervision.pdf

Administration Features

e
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Cisco Support Assistant in Cyber Vision

Cisco Support Assistant becomes available in CV Center with v5.3.0. This feature
allows to easily open a support case, upload related files and record screens.

Note:

« The feature needs to be enabled (Admin->Integrations->CSA)

« To use the feature, you need to provide a login to “Cisco Al

Assistant” service

« Automatically upload a diagnostic bundle file from the “System

il
Ccisco

Statistics center page” of CV to the technical support case

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

CSA

Cisco Support Assistant is a personal assistant that provides Cisco customers and partners with
a self-service experience in several knowledge domains

Cisco Support Assistant integration is: Enabled

Disable CSA

Go to Cyber Vision beta B ev . .
® Diagnostic

es el cisco Last diagnostic generated: May 14, 2025

Cisco Al Assistant 8:38 AM

for Support . .
4. Download diagnostic

@ Generate diagnostic

Upload diagnostic




Supported Syslog Formats

With version v5.3, the list of supported syslog formats is restricted to CEF:

*Format: v

Standard -
Standard/CEF
RFC3164 -

RFC3164/CEF

Syslog configuration

* Protocol: v “Host:
* Port: " Format:
CEF
Save configuration Cancel

CEF Extended Time Precision

afra]n , o ) . -
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Cyber Vision Center Queue - Status Monitoring

Internal queues are being monitored, and their status is reported, including global center
synchronization queues. The queue count is an important metric to monitor and to determine the
workload and potential backpressure on your CV center setup.

System Health

Service Status

This section displays the status of specific Cyber Vision Services and Extensions. Periodic checks are performed to assess the status of each service and extension. If any pari
extension is down, this information will be reported here.

(O Last updated: Jun 13,2025, 6:00 PM

Name Type
sbs-marmotd.service Service
Queue Status

This section displays the status of the queues. Periodic checks are performed to monitor the messages dropped from the queues. If any queue is dropping message then that
reported here.

Name Count Last Drop Time
ccv.queue.events 64 Jun 13, 2025, 6:13 PM
ccv.queue.burrow_results 4259 Jun 13, 2025, 6:16 PM

il , o ) ) -
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Sensor data collection report

System Statistics  testznous

System Health .
«  Starting with v5.4 the center provides an overview of the Statuses Overview
. « . . Center
current sensor data collection at “System Statistics / Name
Sensor / Statuses Overview” sensors ~
Statuses overview IR1101-esc-01
Statuses Overview
Name = Product ID Components Activities Unicast Activities Current Time
° Exa mp | es: ir1101-esc-03 IR1101-K9 0 0 0 Nov 3,2025
» Zero-valued rows suggest technical/configurative
irl1101-esc-02 IR1101-K9 58 24 0 Nov 3,2025

issues. For instance, dysfunctional monitoring
SeSS|On IR1101-esc-01 IR1101-K¢9 59 51 2 Nov 3, 2025

« Missing or wrong dates suggest incorrect time-
sync status.

Linel |IE-3400-8T2S 82 126 27 Nov 3, 2025
MainSwitch C9300-24T 96 132 36 Nov 3, 2025
Line2 IE-3400-8T2S 75 110 28 Nov 3,2025
Commen IE-3400-8T2S 87 133 32 Nov 3, 2025

] ) o ) ) o
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Cyber Vision Knowledge Database

Includes:
 List of vulnerabilities manually curated for industrial devices
« Snort rules to detect malware and intrusions
« List of tags and associated rules (component tags, flow/activity tags)
* |cons (vendor icons, specific device front panel icons)

The Cyber Vision KDB is updated every week

Updates included with the Cyber Vision subscription




Role Based Access Control

« Assign users to 1 of 4 default system roles

Admin - Full Access - has access to the Admin page and can
set users roles

Product - has access to the sensor panel and the events
panel in the Admin page

Operator - has access to the Monitor mode and can edit
groups and acknowledge vulnerabilities

Auditor - has access to the Map and Events pages

- Restrict access to appropriate information and functions

afra]n
Ccisco
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CREATE A NEW USER

Firstname ": Lastname :

Email ":

Password : Confirm password “:

Suggested password:

f;yEahV3s)PRTy3V

Role ":

Auditor

Admin
Product
Operator

Auditor



Custom User Roles

« Create roles to customize
read/write access to different
parts of Cyber Vision

« Minimum default access is read-
only for the Explore page

« Easy role creation by duplicating
and modifying existing roles

il ) o ) ) -
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From this page, you can create Cisco Cyber Vision user roles, edit and delete them.
& ADMIN & AUDITOR & OPERATOR B PRODUCT NEW ROLE +

Role Name

Role Description

v ® e Add New Permissions (O

Search/Add existing permission:

Administrative Rights © read write

Active Discovery O O API

Center Certificate O O Data Management
Events O C Events Settings
Explore v C Extensions
External Authentication O C Integrations
License O C Monitor
Network Organization O L Reports

Risk Score O L Secure X
Security Settings O L Sensors

SNMP O C Snort

System O O User Admin

a

Vulnerability Management

read

O00O000000o

write

O0O0O000o0o0ocooao



SAML 2.0 Support for Authentication

SAML 2.0 added with v5.3 as an option for centralized authentication

EDIT S50 SETTINGS X
Configurations Role Mapping
Defaultroles ®
Product v 5568bb76-5d75-41ab-bald-1d7bddffe6et
afea]n,
cisco
External Authentication
o Cisco Cyber Vision
Cybersecurity for loT
LDAP Single Sign-On o
Custom roles ®
From this page, you can manage Cisco Cyber Vision SSO settings. ADMIN-550 v f9¢22980-d84f-4b30-bb50-0c0d! ® &%

Login with Credentials

B English (US)

+ New Settings

m Cancel

Go to Cyber Vision beta | |~ e v

Signed in as testericCCV@ciscoiotindp.onmicrosoft.com

EDIT SSO SETTINGS X

Configurations Role Mapping My Settings

* Role Attribute @ Email Attribute @ ~ Logout

1 groups

® Upload XML File ©

* Upload

&L Idp Metadata

@ stswindows.net.xml

Manual Configuration
il
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LDAP integration for User Authentication

- Secure connection to LDAP servers using TLS certificates
- Supported AD: Windows Server 2012, 2016, 2019, 2022
« Redundant LDAP servers are supported

« Custom and default roles can be mapped to AD groups

« Default Admin Role is local only but custom roles with
admin access can be created and mapped to LDAP groups

- The LDAP search filter is editable so CV can interact with
Microsoft LDS or any other LDAP with a custom schema

- Suser is mandatory as it’s the variable taken from the login
form

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

EDIT LDAP SETTINGS

Settings Role Mapping

LDAP over TLS/SSL () Use self signed certificate
* Primary Server Address * Primary Server Port
iotsecad.iotseclabvbn02.local 636
Secondary Server Address Secondary Server Port
636
* Base DN (O

ou=lIOTSECLAB Users,dc=iotseclabvbn02,dc=local

* Search Filter (D

(&(sAMAccountName=%$user)(objectClass=user))

Example: (&(sAMAccountName=$user)(objectClass=user)) or (&

(uid=$user)(objectClass=user))

* Server Response Time ()



DS Support (Lightweight Directory Services) [1/2]

- Base DN: flexible definition of search scope
* For example: DC=local,DC=lab-autom,OU=lab-users
« Valid for Microsoft Active Directory and LDS

- Search Filter:
* In Microsoft AD each object (user, group) has an attribute “SAMAccountName”.

 For Microsoft AD a common search filter is:
(&(sAMAccountName=Suser)(objectClass=user))

* In LDS: the object structure is customizable

* The search filter can be defined depending on the use case, for example:
“(&(uid=Suser)(objectClass=user))”
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DS Support (Lightweight Directory Services) [2/2]

Server response time
» Configurable timeout

User Service Account

« Can be necessary to browse AD or LDS
objects

« Service account which has read permission
on directory objects.

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

* Server Response Time (D

10
() Use Service Account

Service Account Username

Service Account Password

&



User security settings

- Define password lifetimes and reuse

il
Ccisco
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Cisco Confidential

(O Passwords lifetime

ADMINISTRATORS

Lifetime password in days:

Warning days before password expiration:

Grace days before password expiration:

USERS

Lifetime password in days:

Warning days before password expiration:

Grace days before password expiration:

& Passwords blocking

Mumber of authorized failed login attempts:

Time, in minutes, before authorizing new attempts:

(") Passwords reuse limitation

Time interval before a password can be reused (between 0 and 365 days) :

180

15

180

15

15




Cyber Vision Center SNMP monitoring

« SNMP used for remote monitoring

of Cyber Vision Centers

« Cyber Vision metrics exposed:

cisco

SNMP v2c
SNMP v3

CPU

Load

RAM

Swap

Traffic for all physical interfaces
Data storage

Packets statistics

© 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

SNMP Global Configuration

SNMP protocol allows remote monitoring of network and equipment.
This page allows you to configure the configuration used by the SNMP agents on this center and on connected sensors.

Note that changing the configuration on this page does not automatically replace the configuration used on sensors.

SNMP agent @D

Configuration

Monitoring hosts (IPv4):

Version: ® 3 2c
Security type: NoAuth v
Username:




SNMP traps

 Traps let Cyber Vision send
unrequested messages to the
SNMP manager

- Traps can be activated for
« RAM
« CPU

« Rate and Threshold can be
customized

il , o ) ) -
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Trap @D

Engine ID: ‘

() Type:CPU

() Type:RAM

Rate:

Rate:

5s

5s

Threshold:

Threshold:

80%

80%




Extension modules

Extensions

2 Installed extensions

& Nework gt 5T O 00 typ, o detectonengines, o negrations it exernalsrices Extensions add additional features
v independent of software release cycle

Ol [ E—— G i [0 fere « Cyber Vision Sensor Management
: enables simplified |Ox based sensor
deployments

- Cyber Vision Reports Management
— provides ability to create
‘i customizable reports including the
 Eenions Security Posture Report

[d Web Server Certificate

£ SNMP

o
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PCAP ingestion through Center Ul

‘@\:@

[ System

PCAP Up'O JPLOAD A NEW FILE

B DataManagement v ) :

) - Enables to use/demonstrate Cyber
. Network Organizat... O PCAPfile - . .
o e L Vision with customer provided

O Sensors A dlizaiies il Choose a file or drag and drop to upload paCket Ca p‘tu reS (PCAP)

- PCAP Upload at Admin->Sensors

Deployment Tokens

Templates

Maipsmackfis « Ability to automatically create
matching preset and rewrite packet
timestamps to time of import

Q@ Active Discovery v

R Users v

< Events
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PCAP recording on Center interface

Starting with v5.4 PCAP recordings of the Center interfaces are now possible from the CV

Center GUI.

* The system statistics Ul for the center support recording a
PCAP for a specific network interface on the center.

* The user interface will provide the current operational status of
the recording.

* Once completed, it provides the link to download the PCAP.

il ) o ) ) -
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System Statistics  testzhous

System Health VMware-42 0 35 95 539 61 a6-49 64 d7 7 3b 00 00 bb

Center Version: 5.4.0 (build 202510282303)
Uptime: 3d 23h 43m 4s
Sensors N System date (UTC): Nov 3, 2025 5:19 PM
No sensor found (@ Ingestion status: active
SNMP: disabled
© PCAP Capture
Interface: Filter:

eth0 v host smartreceiver.cisco.com ® StartCapture

Lastcapture: Oct 30,2025 3:40:18 PM . Download (36.1 KB)

®© PCAP Capture

Interface: Filter:

eth0 v ® Stop Capture

Capture runningsince Nov 3, 2025 6:16:17 PM
*" Size:9624KB

® PCAP Capture

Interface: Filter:

eth0 v ® Start Capture

Last capture: Nov 3,2025 6:22:48 PM L. Download (1.1 MB)




Network Organization Configuration

EDIT ANETWORK X
« Define IT/OT/External networks
IP address / subnet VLAN ID (optional)
- Specify if public IP addresses are used in your 10176250724 1625
private network ——
- Make risk scoring more accurate o
. . . Network Type
- Have an accurate view of which devices are I 5

internal/external

(] Use a device engine option for this network range

This IP range is deployed several time. The device engine will not use
. the IP property of network components in it to create devices. O
» Can leverage subnets to define these networks < .
Do not group component seen by different sensors. For this IP range,
the device engine will only use components from one sensor to create

* If it’s not defined as internal, is considered external e O

* Most specific subnet is what system matches

Cancel Save

I

- 192.168.0.0/16 192.168/16 private network OT Internal

>
Ch

192.168.10.0/24 Linel OT Internal
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External Component Handling

« Communication from/to a device which is not defined by an internal
network will result in reduced data stored

* Internal Device (IP, MAC), Source Port (TCP/UDP), External Device (IP), Destination
Port (TCP/UDP), DNS/HTTP, Protocol/Service, Hostname, volume of traffic

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia



Define Data Expiration Settings

- Configure report storage settings in Cyber Vision Center

Expiration Settings

From this page you can set the expiration time of data. Expired data is removed on daily-basis.
You will be notified through an event when data is deleted from the database.

Reports

The reports should be removed from the system if their creation date is older than 6 months

Change reports expiration:

The oldest report should be hidden from the system when there are more than 10 versions of the same report

Change maximum versions limit: 10

[E) Save

cisco © 2026 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Clear Data

Clear Data

From this page, you can manage data stored in Cisco Cyber Vision. You can clear your database to optimize the Center performances.

Select a type of data

 Flexibly clear data from Cyber Vision \

Components selection
Remove selected components and associated data. If several criteria are selected, only components matching ALL criteria will be removed,

- Select specific components based on = ... & .
Type, Subnet, VLAN and recent
activity

Inactive since:

Creation time: ] =

Activities, Flows and Variables

ve all activites, flows and variables from the database, they will not be available anymore. Important: note that monitoring will be impacted

Flows and Variables

ve all flow variables from the database, they wi ot be available anymore. Important: note that monitoring will be impacted.
Variables
ve all variables from the database, they will not be available anymore, Important: note that variables v
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Purge Components originating from a VLAN

With version v5.3, the center supports removing components originating from a

specific VLAN:
Clear Data

From this page, you can manage data stored in Cisco Cyber Vision. You can clear your database to optimize the Center performances.

Select a type of data

All data

Remove all data from the database (components, activities, groups, flows, variables, events, baselines). The configuration is not dropped.

Components selection

Remove selected components and associated data. If several criteria are selected, only components matching ALL criteria will be removed.
Component Type: IT oT
IP Subnet:
VLAN: 49
Inactive since: 5

Creation time: 5 > (]

il , o ) ) -
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Configurable Flow Storage

Ingestion Configuration

o F | OW Sto ra g e n Ot e n a b | ( Ed by From this page you can customize traffic ingestion.
d efa u |t Flows Configuration
Flows Storage (@)
If disabled, flows won't be stored in the database, you can enable storage and adjust settings in your network configuration.

¢ P rOVi d eS a bi I ity to O pti m ize W h at © Please note flow storage can consume system resources and impact the Center performance.
information is stored

. Network Name IP Address / subnet VLAN ID Network Type
[ J E n a b | e S a b I | Ity to a g g re g a te I:\ 10/8 private network 10.0.0.0/8 OT Internal
. . (] 1Pvélink local 169.254.0.0/16 OT Internal
F | OW d eta I | S fo r O ptl m a | () 172.16/12 private network 172.16.0.0/12 OT Internal
f () 192.168/16 private network 192.168.0.0/16 OT Internal
p e r O r m a n C e (] FCO0:/7 IPvé local unicast fc00:./7 OT Internal
I:] IPvé link local fe80::/10 OT Internal
Others @ External

L2Flow Storage (I

L2 flows are defined by communication between endpoints without |P addresses.

Flows Aggregation (@)

Cisco Cyber Vision stores every individual network flow that has been seen by the sensors with full details (including the client/server ports for each flow).
For some TCP/UDP based protocols, the client port is dynamically generated by the client and thus Cisco Cyber Vision will store multiple similar copies of the flow for each spotted client port.
When enabling flow aggregation, Cisco Cyber Vision will instead discard the client port, thus limiting the number of flows in the database.

Only the following protocols are concerned by flow aggregation: DNS, NTP, SSH, SNMP, Syslog, RabbitMQ, HTTP(S), IEC104, EtherNet/IP.
Flows for other protocols are always stored with full details.

Port scan detection ()

Variables Storage (1

ol I 1 I L} If disabled, variables won't be stored in the database.
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Multiple Ul languages

User interface
available In:

* English

German

Cisco Cyber Vision

Spanish

French

Japanese
Korean
Turkish
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Putting it all together

Protect your industrial operations with Cisco

Comprehensive capabilities

Deep understanding of industrial requirements

< Best of Cybersecurity <_|_ Best of OT Networking

S (o /a[m[mn 0= |\'
@), JI['?‘D Qooo ==
O ® ) NNV '\ ==
OT Visibility Zero Trust Network Cisco + Splunk Threat Intelligence &

Network Access Segmentation SOC of the future Incident Response




Learn more on Cisco Industrial Security

Get all the solution detalls

Sales tools on SalesConnect

E Leverage our Industrial Security CVDs

Learn about our promotions and offers
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