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The Future Is Hybrid

60%o0f remote -capable employees expect to
be hybrid in the future
29%are fully remote today.

Only 6%expect to be fully onsite in the future
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Hybrid Work Has
Significant
Implications for
Endpoint Security

64% of SMBs have an increased attack
surface due to remote work. WGHS

V] g"kpetgcugf"cfaqgryv
work models means security teams
are continually challenged to keep

users connected and networks | Y
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nThe workfrom-anywhere era has given
newfound significance to endpoint visibility.
LyO2yaAraiuSyid @AaroAftAle
ability to support and resolve user issues.

Meost cyberattacks-begin on endpoints, not
firewalls or servers, which makes.endpoint
visibility even-more essential absolute

- ——

Source: Absolute, Absolute Visibility
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What Is Endpoint Security?

Endpoint security is the practice of securing end-user devices such as desktops,
laptops, and mobile devices from being exploited by malicious actors.

Network Security Cloud Security Application Security Internet Security Endpoint Security




/ISUS | BUSINESS )

Endpoint Security Risks Come In All Forms

Threats Are Increasing In Volume And Sophistication.

Advanced Persistent Threats

Phishing, Spear Phishing, @ & & Botnet Attacks DriveBy

And Whaling — Download Attacks

F
Malware/Ransomware ? Device L
Attacks Q_ evice Loss
@
«\% Accidental Misuse Or

Distributed-DenialOf-Service DDoS

Attacks Disclosure By Employees

Macros And Scripts
(Rather Than Executables)

| AAK
Compromised Users ,Q@Q\
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SMBs Are At Increasing Risk

Hackers & Commoditized Threats Find SMBs An Easier Target.

46%

of all cyber breaches impact
businesses with fewer than
1,000 employees.

1. 2021 SMB Data Breach Statistics, Verizon, 2. CNBC, 3. Security Magazine

5 1o

of small businesses
that fall victim to
ransomware pay the
money.

06

of consumers
would not trust a
company following
a data breach.
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endpoint security risks SMBs
must consider

A Phishing
A ldentity attacks -that is, stealing credentials
A Software-and-hardware-based supply-chain attacks.

A Ransomware attacks

Gartner
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Mailchimp
Loss of
reputation
and revenue
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Recent Endpoint Security Breaches

May 2023

‘I Mobile

T-Mobile

Ninth data
breach since
2018

September 2023

"”@A
Vowa

MGM GRAND

MGM Grand
Estimated
$80 million in
lost revenue

December 2023

\23andMe

23andMe
Personal data
of 6.9 million
customers
leaked

March 2024

CHANGE

HEALTHCARE

Change Healthcare
Unconfirmed
$22 million
ransom paid.

March 2024

AMERICAN
EXPRESS

American Express
Breach of
names, account
numbers, and
card details
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The Impact Of Endpoirfbecurity Breaches

IT And EnelJser Infrastructure And Loss Of Confidential Lost Brand Reputation
Productivity Loss Legal Costs Information / IP And Value
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Who Should Be Aware?

Endpoint Security Impacts Everyone In The Office

IT Managers

Business Owners/Leaders Employees

Responsible for cybersecurity Responsible for business First line of defense
continuity and performance
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5 Steps SMBs Tackling Endpoint Security

@ @

Make Security Part Multi -Factor

of Your Office Authentication
Culture MFA is the gold
Staff meetings and standard for
regular reminders endpoint security.

keep security
practices top of
mind.

3

Take A Holistic
View
Ensure you have
visibility into all
your endpoints.

@

Leverage Al
For Evolving
Threats

Al provides
preemptive
defense and deep
endpoint insights.

®

Upgrade
Your Assets

Modern devices
provide greater
protection.
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The Benefits of Modern Endpoint Security

Efficient & Effective Security So You Can Focus On Your Business

&

i

Simple & Scalable
IT Management

Secured Reputation &
Revenue

Strong Business
Resilience

A Efficient, end-to-end visibility

A Spend less time provisioning, managing,
and retiring endpoints

A Focus on higher value business activities.

A Effective endpoint detection and
response

A Agile practices and Al
A Protected data and employee privacy

A Secured customer data

A Availability of business -critical
applications

A Greater team productivity
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Greater Control & Visibility With Securing Hardware and Employee Ability to Counter
Less Overhead Privacy Evolving Threats

Multiple devices and modern Securing IT assets and Sophisticated malware and

workloads that must scale to confidential data in a hybrid work commoditized threats are

support business environment impacting SMBsvg
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1 {'{ Q& / 2YLINBKSyaaAg
Built-in EnterpriseGrade Endpoint Security Solution Tailored for SMBs

- Intel vPro {3}# ASUS Control Center £ Al Security
I'T "™ Accelerate ol Centralized IT @ Predictive analytics,
performance with management that preemptive defense,
Managemen encryption at the controls and secures real-time responses,
At Scale file, folder, and all assets and data. and deep endpoint
Remotely manage assets nge Ieve|S |nS|ghtS.

with greater visibility and
efficienc

Trusted Platform @. Biometric Login E BIOS / HDD Password
Module (TPM) Windows Hello L~ Keeps all data safe

Modern Data & Identity Security

— : ) _ Securely store enables facial from being read or
Predictive analytics, preemptive defense, reaktime authentication to recognition, PIN, overwritten by
responses, and deep endpoint insights. protect data and and fingerprint unauthorized users.

transactions sensor.

L. Kensington Security Slot & TPM
” A

. Padlock Stores authentication
Enhanced Hardware Protection Prevents quick grab- information used by

Asset-based protection to ensure robust physical security and-run thefts outside of software, such as
the office. passwords or

encryption keys.
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It Management

uKp"4244. "vjg"ingdcn"cxgtcig"equv"gh"c"fcvc"dtgcej "tgcejgf"&6057"oknnkgp."
number is more than double in the U.S., averaging $9.44 million. These expenses can
include everything from ransom payments and lost revenues to business downtime,

tgogfkcvkgp. "ngicniBMggu. "cpf"cwfkv"hgguoOy"
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ASUS
Control Center

ASUS Control Center is a
new centralized IT
management software
which is capable of
monitoring and controlling
ASUS servers, workstations,
and commercial products
including notebooks,
desktops, All-in-One (AIO)
PCs, thin client, and digital
signage.
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Comprehensive and Effortless IT Management

Hardware to Software,
Physical to Virtual

Monitor hardware status,
utilization software, service and
inventory; as well as supporting
virtual machines such as VMware
vSphere®.

Let the System Do the
Tiring Tasks

Once the Task Scheduler is setup,
it automatically runs routine tasks
such as turning devices on and off,
dispatching software, and
controlling USB usage without
wasting human resources.

Power Masterc
Effective Energy Control
for Data Centers

Kpvgitcvg" CUWU" CUOD " Howsyeyt

Data Center Manager (Intel DCM)
technology to provide real-time
power consumption data. By setting
up your power usage policies, you
can ensure that the optimized
resources will help your business to
save energy and money.

Enhance Information
Security Easily and

Quickly

ASUS Control Center supports
Ykpfgyu®" Cevkxg" FKk
authentication, registry editor and
USB storage disabling, to ensure that
all data and information is controlled
and secured T avoiding unauthorized
usage.

Easy Search and Control
of Your Devices

Unique Metadata Management

deV|ce Wwith custom
|nf rmation. flon% with the powerful
searching, grouping, and Metadata
functions, you can easily categorize
and access target devices.

Friendly User
Interaction

The HTML5 web-based console
supports RWD (responsive web
design) ag,d provides an intuitive
das\ﬂgt%ar enabling you to manage
your IT environment from different
types of devices anytime and
anywhere.
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€ Agent Management

Manual Instailation of an Agent

AUTOMATIC IP
DETECTOION -
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Commercia Elevating Control, Security, and -

Grade BI|OS the UserExperience
(N |S-|-_155) A Extensive BIOS Display

ABIOS Custom Settings
CUWUXu" 4 2ebdy'BI®P8 UV  ABattery Charging Settings
upgrades enhance A Wake On Settings
functionality, system A HDD Data Wipe

compatibility, security, and A _
diagnostics for performance Seli-Healing BIOS
Recovery

optimization and improved
A Power Events Logs

Fused Root of Trust

ASystem Halts and Repairs if Tampered, Notifying IT
for Intervention.

AOnce the hardware, firmware, certificate or key is
tampered with or destroyed, the system will
automatically interrupt the entire boot process, start
self-repair, and notify IT managers to intervene.

OS/RTOS

Trusted SW

Extended Root
of Trust

tj Keys

BIOS Password 4.5M times

stronger than normal laptop



Intel vPrd
Integrated
Platform

Kpvgn" xRt g®" Gpvg
Windows is a business

computing foundation that

makes PCs professional-

grade, giving you an

advantage in all the areas

where it counts: security,

PC fleet manageability,
productivity, and stability.

BusinessClass Performance

Increase productivity & improve the employee
experience wherever work happens.

intel
vPRO

vPro processor  Thunderbolt 3

Wi-Fi 6

trt kug" haqt
Modern Manageablllty For IT
Intel® Active Management Technology (AMT)

Help reduce support costs with remote
manageability that works:

AOn wired and wireless networks
Alnside the firewall and outside

AOn notebooks, laptops, and workstations

AANd is supported in tools including Microsoft SCCM

Up to

213%

ROI over three years*
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A Builtin, More Secure Foundation

Protect: Help reduce the attack surface & protect data
Detect: Help discover the attack quickly & limit the spread

Recover: Help reimage quickly and use data to improve
security moving forward

PC Fleet Stability

Intel® Stable IT Platform Program (SIPP)

AMinimize computing disruptions with stable,
validated platforms. (Aims for zero hardware
changes for at least 15 months or until the next
generation SIPP release )

AKeep systems running smoothly and avoid problems
through reliable updates.

Up to Up to

90%

Reduction in hardware-related
on-site visits*

65%

Less time spent on device
management
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Microsoft Copilot
for Security Copilot for Security

Coverage and Capabilities

The first generative Al security product that empowers security and IT teams to protect
Protect at the Speed and at the speed and scale of Al, while remaining compliant to responsible Al principles

scale of Al with a
REES AHpOTEiEe [ How it works | [ (IS .

. ~ . Receives Response
assistanfi announcing 5
Copilot for Security general |
availability.

Orchestrator Build Context Plugins Responding Response

S Determines initial Executes the plan Analyzes all data Combines all data and Formats the data
Copilot context and builds to get the required and patterns to provide  context and model will
a plan using all data context to answer intelligent insights work out a response

for Security the available skills the prompt
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Data And ldentity Security

gCnoquv"jcnh"gh"cnn"ocnyctg"fgvgevgf"qgp" UOD"gpfrgkpvu"ncuv"{gct"ygtg"gkvjagt
spyware, or infostealers - all malicious programs used to steal sensitive data and login
et gf gpSokho:nuOYy"



Get to work faster with Proximity Sensor

The proximity sensor is able tdetect the presence of the useand wake up/lock the screen
without any physical contact. It could provide convenience and security to users.

I‘Q‘I Fc'l
L= >1 L .
Proximity sensor ‘ IR camera




Proximity Sensor

P sensor is able to detect the It activates the IR camera and recognize"(
presence of nearby objects t he ussel OS._f diSESE

Face
recognition

Windows
Hello Login

P sensor is able to The screen becomes dark Then, the laptop will be locked according
detect user 6s | eaving to the time setting

LOCK
OouT

A #5LIS ExpertBook *

There are five kinds of time can be
set. (1, 2, 3, 5, 1@ing)




Bala Sandhu
8

Insert your security key into the USB port to sign
in.

Sign-in options

NFC Login*

with FIDO 2 Security Key

With NFC login, businesses can enable
Windows Hello, smart card two-factor
authentication, password non-required
login, and upgraded enterprise security
all around.

a° Microsoft Google
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NFClogin

: : Bal ndhu
The NFC reader integrated intblumberPad 9 S:
means logging in toExpertBookB9 can be a .- b .
simple, swift and secure as the swipe of an R IR PO R

authorized card. '

Sign-in options

Q8

,O\ Bala Sandhu

,O\ Other user

Tl C

e by

&

NFC sensing area

*Please visit FIDO 2 official website for more details.

*NFC is optional and its specification varies according to country. Authentication works with FIDO 2
certified cards only.

*NFC only operates on Windows platform.



Smart card reader

ADual identity login option: password + smart card
AIC card Verification:

AHealthcare

ASecurity

AProduction line

AWeb ATM Credit / Debit Card Smart card reader
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Webcam shield for personal privacy

Turn on
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One-touch B
fingerprint login

AUS ExpertBoo\(\

()
o’/

Fingerprint sensor ~ Windows Hello
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Hardware Protection

"ghWwegnh" fggpxXkegu"ykvj"fgrng{gf"gpfrgkpv"ugewtkv{"ughvyctg"ctg"REuOY" KFE
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Layers of
security

ExpertBook B9 features a Kensington

lock slot that safeguards your laptop
with a physical locking point, \
preventing theft of the PC from

unsupervised locations

Prevent theft of the PC from
unsupervised locations



TPM

The Trusted Platform
Module (TPM) technology
IS designed to provide
hardware-based, security-
related functions.
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Secure Cryptd’rocessor Protection

A Generate, store, and limit the use of cryptographic keys.

A Use it for device authentication by using the TPM's unique RSA key,
which is burned into the chip.

AHelp ensure platform integrity by taking and storing security
measurements of the boot process.

|dentity Protection

The chip includes multiple physical security mechanisms to make it tamper -resistant, and malicious software
is unable to tamper with the security functions of the TPM.

Report and alert on hundreds of hardware attributes, leverage prebuilt and custom reports, track new device
activations and connection history, and track the evolution of offline devices.



ASUS Commercial Products
ASUS Superior Durabllity Test

/iSUS | BUSINESS



Pain Points for Business Laptop Users

of respondents damage hardware offered by their employers,
either by food and drink spillages or by pets or housemates.?

of business laptop buyer respondents rank durability as
the most important feature. 2

olf 1 tdés commerci al, it doesndt mat't
thing is durability , anti -spill, warranty, on -site, spare part
servicese i t doesndt have Duramlgy aswhatet t y

they seek.36 -PTBhinnekaMentari Dimensi  Head of Merchandising Product

1. Sourcehttps://www.laptopmag.com/news/brokeraptopsare-a-problem-for-remote-workers67-usedamagedhardware
2. SourceA survey conducted biechaislen 2020. Rease contacTechaisledirectly for more information.
3. Source: CCBU NPS/VOC Report(2020) / UIA SI/VAR InkRepexty ID&TH2022)
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MIL-STD 810H . _ _ .
MislieTecs ExpertBookB3 are extraordinarily touch and subjected2® testing procedurefor validation
\/ in 10 categoriesinder US military grade MIRTB810H standards.
N
/,'-
< Altitude Test » Vibration Test
Handle extreme 15,000-ft heights, with power on @ Withstand 10-500Hz physical vibrationsfor 6 0 mi n s
<
High Temperature Test § T, Shock Test
Endure32C~49Cfor3x24hr . cycl es wi't e Withgtand 18 harsh shocksat the speed of 40G/11ms
—  —=— With power on
Low Temperature Test % Freeze/Thaw Test
Endure-37C~ -46°Cfor 3 x 24 hr. cycles O Withstand rapid 30°C to -10°C temperature change at

Temperature Shock Test
*.,9: Endure a sharp change oftemperature from -51°C
to 71Cthreecycl es f or an hour

" Sand and Dust Test
Resist ingress of particles with1.2g/m3d e n s i ty

- .

»TESTI NG IS STILL UNDERWAY AT TIME OF<=PUBLI CATI'ONWwOF . THI"S DOCUMENTNYINFDIE]\MW-BL\T@\HFEISRAG‘EIPU’BIHICLNN ASUS REPRESENTATI VE BEFORE SHARI NG

95% relative humidity 2

Shipboard Vibration Test

4-33Hz for2 hourstomi mi ¢ s hi pboard transi

—

2TESTING IS PASSED ON-SELECTED-SKU, INCLUDING B3604CMA, B3404CMA, B3404CVA AND B3404CVE ™ N —

THE TESTING REGIME INCLUDES THE REQUIREMENTS OF MHGRWDE STANDARDS, AND VARIES DEPENDING ON DEVICESWI:810 TESTING I€ONDUCTED ON SELECTED ASUS PRODUCTS ONLY. NOTE THAT-THE M810 TESTING HELPS TO ENSURE THEQUALITY OF ASUS PRODUCTS BSTNDD INDICATE A PARTICULAR FITNESS

FOR MILITARY USE. THE TEST IS PERFORMED UNDER LABORATORY CONDITIONS. ANY DAMAGE CAUSED BY*ATTEMPTS TO REPLICATE NBEIENESVOLLD BE CONSIDERED ACCIDENTAL, AND WOULD NOT BE CQVERED BYTHE STANDARD ASUSWA‘R’RKNT\Y ADDITIONAL COVEMGEEIMVM&B_ PREMIUM CARE.

T S
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ASUS Superior Durability Tests

AllExpertBoolB3 laptops are torturgested using an industrieading internakriteria
that mimics rough dayo-day handling to ensure maximum reliability

Hinge Test (Clamshell) _:l; Keyboard Durability Test
’/_‘b Up to 30,000 open/close cycles replicating l'I:,':'E,':'l:,':'l:,':'n':'u':I Up to 10 million keystroke lifespan

usage of 10 times per day for over 7 years —
Drop Test “o Keyboard SpillResistance Test

| 30cm! accidental drop on its base onto ool withstands water spills of up to 60 cc*

30cm  |auan or equal material —

Rump Pressure Test pa— Port Durability Test

l Both the lid and bottom side can withstand 5,000insert/remove tests to ensure physical

&> 350 kg? squashing force tl durability of 1/O ports

Twist Test
50,000chassis twisting tests that simulate
normal handling and carrying

The display can survive a simulated weight
of up to 25 kg? of aircraft Iuggage on the
lid without breaking 7

ﬁ Panel Pressure Test

< g

—

*THE TESTING STANDARD VARIES BY MODEL. 1. FREE FALL WITHOUT PACKAGE AND. WITHSTAND ON BOTTOM SIDE. 2. THE TEST AREAIBNIETHRI 3. THE TEST AREA IS 2.5 CM IN DIAMETERHE KEYBOARD IS WATEﬁ'SPﬂiﬁS:LSTANT,_NOT WATERPRQOE.
S ————
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Reinforced Motherboard

Built to last, ExpertBook B5has rubber ports to support the motherboard and protect it from damage,
and additional rubbers posts on the bottom.

BOTTOM TOP
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Reinforced Components

Built to last, ExpertBook B5 are also tested using our rigorous internalcriteria for maximized product lifespan.

b B °5 i =

Mounted steel brackets strengthen I/O ports, making sure they pass a
cycle connect-disconnect test. Frequently used Type C ports with
reinforced tongue are tested times.

Steel brackets encasing the hinge are firmly mounted on the bottom case,
maximizing their strength so they pass a cycle test.




Reinforced construction

On the bottom lid of ExpertBook B9, 34 support posts connecting from the back cover to the component
screws are inputted to distribute the pressure received evenly, ensuring maximum durability and protection.

T e
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Reinforced construction

On the bottom lid of ExpertBook B9, there are 11 screws to ensure support.




THANK YOU

neus
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