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Manager Your ThinkVision

monitors

Lenovo Device

Orchestration(LDO)

Manage Your End-

Points
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Manage Your Full IT Fleet
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Lenovo DeviceFleet

Manager (LDFM)



41% 60%

Patches require too 

much manual effort

Unpatched vulnerabilities 

are leading to breaches

of security teams’ time spent 

on firmware patches could 

be automated. (Microsoft)

of breach victims said they 

were breached due to an 

unpatched known 

vulnerability. (ServiceNow)

of enterprises have 

experienced at least one 

firmware attack in the past 

two years. (Microsoft)

80%

Firmware attacks 

are on the rise
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Firmware and Software Vulnerabilities
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https://www.microsoft.com/en-us/security/blog/2021/03/30/new-security-signals-study-shows-firmware-attacks-on-the-rise-heres-how-microsoft-is-working-to-help-eliminate-this-entire-class-of-threats/
https://www.servicenow.com/thank-you/lpayr/ponemon-vulnerability-survey.html?elqUniqueCampainId=b9e608e1-2b37-4a9b-b2ba-11e7e2a58ba9
https://www.microsoft.com/en-us/security/blog/2021/03/30/new-security-signals-study-shows-firmware-attacks-on-the-rise-heres-how-microsoft-is-working-to-help-eliminate-this-entire-class-of-threats/
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LDO is an 
intelligent endpoint 
management 
solution that 
empowers IT 
teams

Lenovo Device Orchestration 
(LDO)
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Lenovo IT Assist:
▪ AI-assisted Device Insights

▪ AI-assistant for personalized support & 

recommendations

▪ AI-powered visual forecasting based on 

historical trends

Centralized Endpoint Management:
▪ Centralized dashboard

▪ Multi-layered security & data protection

▪ Multi-tenancy capabilities for MSPs

Device Management Module:
▪ Remote device management

▪ System updates

▪ Patch management (Windows and third-party 

software)

Device Insights Module:
▪ Advanced predictive analytics

▪ Device and fleet-level health scoring

▪ Warranty info/component replacement
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Lenovo Device Orchestration 
with IT Assist 
Optimize your device fleet’s health, security, and performance 
with our premier endpoint management solution

`
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So, let’s see 
what you can 
really do
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Full Dashboard
See your all IT Fleet in one place
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Warranty 
Information
Take actions to renew or upgrade
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Full Remote 
Device 
Management
Help your Team members to be the most 
productive and secure
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Application 
Management
Update Apps and Patch Windows Device 
Software
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Run System / 
BIOS updates for 
Lenovo Devices
Apply most crucial updates to your company 
devices to stay secure and productive
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See more about 
your devices: 
Device Insights
AI monitors how devices works and predicts 
issues before it occurs
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Advanced DEX 
view: Software 
and Hardware 
utilization

Take actions having all the details how your 
Team utilize IT

19



2025 Lenovo Internal. All rights reserved. 20



2025 Lenovo Internal. All rights reserved.

Lenovo IT Assist 
is an add-on that 
uses Lenovo’s 
cloud-based AI 
assistant 
tailored to your 
device data

Lenovo IT Assist

21
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Features LDO LDO Premium LDO Dex

Active directory \ Single – sign on   

DEX Automated Remediations 

DEX API calls and MSP Support 

DEX Customized Dashboards 

3rd party Patching (Ivanti)  

Power Management   

System Update(BIOS/FW/Drivers)   

IT Assist (AI-powered workflow automation)* Add-On Add-On Add-On

Remote Desktop   

Virtual Power Control (Restart\Reboot)   

3rd Party Integrations   

Automated Support ticketing   

Proactive and Predictive Recommendations   

Remote Syslog   

Proactive and Predictive mail Notifications   

Health Monitoring Dashboard   

Equipment inventory and Status: CPU, memory, SSD, serial number, HHD, 

NvMe, NICs GPUs\NPU, Warranty 
  

Product Tiers
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Lenovo Device Orchestration (LDO)
Title
How to try

How to try

30days Free Trial

(with up to 100 devices)

1. Reach your Lenovo sales manager

2. Organized Teams meeting and live demo

3. Customer‘s trial period for 30 days
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