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TOP5 kibernetines gresmes
Lietuvoje



Lietuvoje plitusios kibernetines gresmes
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Parengta remiantis ESET telemetrijos duomenimis. Laikotarpis: 2023.01.01-2023.12.31.




Top 10 kenkejisky programuy Lietuvoje 2024 metais

HTML/Phishing.Agent trojan 22,90%
JS/Agent trojan 13,27%
PowerShell/TrojanDownloader.Agent trojan 6,74%
Win/Exploit.CVE-2017-11882 trojan = 4,48%
DOC/Fraud trojan 3,69%
HTML/Phishing trojan 3,63%
MSIL/TrojanDownloader.Agent trojan 3,16%
HTML/Fraud trojan 2,79%
JS/Spy.Banker trojan 2,55%
Win/TrojanDownloader.ModiLoader trojan - 2,23%
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Remiantis ESET telemetrijos duomenimis, top 10 Lietuvoje 2024 metais paplitusiy kenkejisSky programy.




Top 10 grésmiy, plintanciy el. pastu Lietuvoje

HTML/Phishing.Agent trojan 32,25%
PowerShell/TrojanDownloader.Agent trojan 9,11%
Win/Exploit.CVE-2017-11882 trojan 6,21%
DOC/Fraud trojan = 3,35%
HTML/Phishing trojan 4,63%
MSIL/TrojanDownloader.Agent trojan 4,36%
HTML/Fraud trojan 3,97%
Win/TrojanDownloader.ModilLoader trojan 3,20%
PDF/Fraud trojan 2,67%
MSIL/Spy.AgentTesla trojan | [ 2,23%
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Remiantis ESET telemetrijos duomenimis, Top 10 grésmiy, plintanciy el. pastu Lietuvoje 2024 metais.
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Populiariausi kenkejisky prisegtuky tipai

Scripts 39,41%
Executables 23,37%
Batch 17,02%
PDF = 9,06%
Office documents 8,01%
Archives 2,62%

Shortcuts ]0.-33%
Jar || 0,17%

Android 0,01%
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Remiantis ESET telemetrijos duomenimis, populiariausi kenkejiSky prisegtuky tipai 2024 metais.







Android kenkejisky programy Top 10 Lietuvoje
2024 metais

Android/AdDisplay.HiddAd PUA
Android/TrojanDropper.Agent trojan
Android/Agent trojan
Android/Andreed trojan
Android/AdDisplay.MobiDash PUA
Android/Spy.Savestealer trojan
Android/AdDisplay.Fyben PUA
Android/Hiddad trojan
Android/Snaptube PUA
Android/Autoins PUsA

14,12%
13,00%
9,66%
7,73%
6,54%
4,53%
3,12%
2,60%
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Remiantis ESET telemetrijos duomenimis, top 10 Lietuvoje 2024 metais paplitusiy Android kenkéjisky programy.
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Top 10 #ransomware virusy Lietuvoje 2024 metais

Win/Filecoder trojan
Win/Filecoder.EQ
Win/Filecoder.WannaCryptor trojan
MSIL/Filecoder trojan
WinGo/Filecoder.Hive trojan
Win/Filecoder.Locky trojan
Win/Filecoder.BlackMatter trojan
Linux/Filecoder.Hive trojan
Win/Filecoder.Ryuk trojan
Win/Filecoder.Shade trojan

Remiantis ESET telemetrijos duomenimis, top 10 Lietuvoje 2024 metais paplitusiy iSpirkos reikalaujanciy kenkejisky programy programuy.
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Kibernetiniy ispuoliy tipai




Kibernetiniy ispuoliy tipai

MASINIAI

Sukciavimo el. laisky
ar SMS siuntimas

SLAPTAZODZIY

fON VAGYSTES
A\

FINANSINIAI
Prisijungimy
iSgavimas, lésy El. pasto paskyry,
pervedimo operacijos prisijungimy prie
fiktyvi bankininkyste sistemy

TIKSLINES ATAKOS

Nukreipimas j pasirinkta
jmone ar darbuotojus



Tiksliniy ataky taikinial

Interneto
svetaines
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Atsargines
kopijos
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Programines
jrangos
pazeidziamumai
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Prieiga prie
sistemuy

Kompiuterinis
tinklas
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Darbuotojai



Kibernetines saugos priemones

Security tools

Antivirus Software
Sandbox, Firewall
EDR/SIEM/SOAR

Access tools
V&PM tools

2FA/MFA
Privileged Access Vulnerability Management
Patch Management .
Management Services
Web tools Cybersecurity Awareness Training
MDR/SOC

Web Application Firewall

. Penetration Testin
Vulnerability Scanner 5

Threat Intelligence



Nuo ko prasideda diena?
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@ Change Stais @ Change Sevrity & Change Ownership @ Copy Incident No.

Incident No. Y Incident Type Y Status v Severity © Y Playbook
v Tactic: Credential Access
v Technique: OS Credential Dumping, OS Credential Dumping: LSASS Memory
2023053014 '  High 0S Credential Dumping, OS Credential Dumpi .
2023053013  High 0S Credential Dumping, OS Credential Dumpi...
2023053012 Cre High c 0S Credentlal Dumping. OS Credential Dumpi. ..
20230530-11  High OS Credentlal Dumping, OS Credential Dumpl...
2023053010 i High edenti 0S Credential Dumping, OS Credential Dumpi...
v Tactic: Credential Access, Defense Evasion, Execution
v Technique: OS Credential Dumping, Scripting

¥ Technique: Timestomp
202304128 Suspicious Network Activity
v Tactic: Defense Evasion, Execution, Privilege Escalation
v Technique: Create or Modify System Process, Scripting
202304116 Mabvare Asset_Information_Lookup, KPI_Measurement @I

202304115 Mabware KPI_Measurement, Malware_Security_Operations

2023041211 KPI_Measurement, Mahvare_Security_Operations &3
2023041316 Asset_Information_Lookup, KPI_Measurement (EED
2023041315 Asset_Information_Lookup, KPI_Measurement @D

2023041314 Asset_Information_Lookup, KPl_Measurement (ED

O O A

2023041313 KP| Measurement. Malware #FIB




Dashboard

Top 10 unresolved ESET INSPECT detections Top 10 unresolved ESET Endpoint Security detections

ESET INSPECT detections ESET Endpoint Security detections
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PROTECT & INSPECT cLoup

‘ EJAl > [JlocationBA D >

y .. , — [> userinitexe (5008)
|

- A Blocked by Anti-Phishing blacklist chrome.exe

Detected by ESET Endpoint Security product PE: Google Chrome = D explorer.exe (5068)

/-\/, Occurred ;\cAiays ago - Jan 25, 2022, 5:00:52 D S
Accessing process Meditin: chiroft SHA-1 87C41FDIDS6DB38FBASCI34.. (O

U . : Aedium: chrome.exe . 7

g | i -zg.exe (2964)

U Command Line --type=utility --field-trial- Signature type Trusted A

handle=1552,1504401125157094 Signer Name
3637,6223533554436846995,131

072 --lang=en-US --service- Seen on
sandbox-type=network --enable-
audio-service-sandbox --mojo-
platform-channel-handle=1824
/prefetch:8 Last Executed 6 days ago - Jan 25, 2022, 6:24:18

PM N ad exbratable Sirnilar s ko ware [X(
Username hb-c-ep01\john A Dropped executable similar to known malware [X

Google LLC

Malware: Win32/Injector.RVT

First Seen 6 days ago - Jan 25, 2022, 4:58:29

PM Malware: Win32/Duqu.A

User Role

Potentially unwanted application: Wir

7zg.exe (5080)
ESET LiveGrid®@ O >

- D chrome.exe (8092)

Parent Group Location BA

Last Connected 6 days ago - Jan 25, 2022, 6:29:51

PM
Reputation ~ lockiad by Anti-Phishing Blacklists
g Detections Blocked by Anti-Phishing blacklist: |

Popularity

First Seen a year ago Blocked by Anti-Phishing blacklist: ht

Blocked by Anti-Phishing blacklist: ht

WWLLAFOL




PROTECT & INSPECT cLoup

O
E b Filecoder activity across multiple er
A
)
A Filecoder activity across multiple endpoints
Yf' INCIDENTS

Tags

Description

Threat indicators (28

5t enumeration
M

Witre att&ck™ techniques

Executables (4




Ivykis, incidentas ar jsilauzimas?

Incidentas B silauzimas




Ivykis, incidentas ar jsilauzimas?

 Duomeny srauto suolial
 Leidimy pakeitimai
 AtsisiunCiama treciosios Salies programiné jranga

e Saugos nustatymy pakeitimai

e Jtartino el. laisko arba sukcCiavimo bandymo pédsakai



Ivykis, incidentas ar jsilauzimas?

Sukciavimo atakos

Piktnaudziavimas privilegijuota prieiga

Incidentas

Kenkeéjisky programy atakos

DDo0S atakos

Viesai neatskleista neskelbtina duomeny vagysté



Ivykis, incidentas ar jsilauzimas?

» Pavogti slaptazodziai

» Kenkéjiska programa

[stlauZimas

* SQL injekcijos ataka
* DD0S ataka




IS prasideda!

Picy vakarel




Bendri jsilauzimo bruozai

o® ,
o @ ©
® ® . e o
Jsibrovimas j jmonés ® leskomos kritines _ _ _ Pale|d;1am_as
tinklg iSnaudojant lgijamos sistemos (Active _ Atliekamas Centralizuoty sistemy masiskai
@ Pazeidziamuma ar administratoriaus teisés directory, MS Exchange, infrastruktdros auditas uzvaldymas kenkéjikas

spragg RMM ir kt.) kodas




Bendri jsilauzimo bruozai

Failai buvo uzSifruoti: Win32/Filecoder.Mimic.A

Jrenginys: BACKUP-PC (Win32/Filecoder.Medusa atmaina)
* Neturi jokios apsaugos. Virusas yra aptinkamas naudojant ir senesnes virusy
» Vartotojo paskyros valdymas (UAC) yra iSjungtas. duomeny bazes.

Failas nematytas viesai:

Pasirodo ir antras blokavimas — virusas turi funkcija, 2| rocasmesasicoosrzssisasane e
kuri iSjungia gamykline ,Windows defender” apsauga,
ESET blokuoja Sj veiksma.

A Threat removed

A threat (Win32/RiskWare.DefenderControl.A) was
found in a file that [#E] 7za.exe tried to access.
No matches found

Alternatively, do you want to locate your threat based on stafic, dynamic, content, attribution or other advanced loC context? VT Intelligence allows you to search across
VirusTotals entire threatl corpus using a mynad of modifiers, learn more

The file has been deleted.




Bendri jsilauzimo bruozai

Laukiantys ,Windows" atnaujinimai.

Pending Windows Updates:

Microsoft .NET Framework 4.8. 1 for Windows 10 Version 22H2 for x64 (KB5011048)
2023-07 Cumulative Update for .NET Framework 3.5, 4.8 and 4.8. 1 for Windows 10 Version 22H2 for x64 (KB5028937)
2023-07 Cumulative Update for Windows 10 Version 22H2 for x64-based Systems (KB5028166)

Accounts policy:
Setting Value
_ . Force user logoff Never
Jjungtas pazeidziamas SMBv1 protokolas. Minimum password age (days) 1
Maxamum password age (days) 42
. . “ Minimum password length
Jdiegta ,Windows Server 2008 R2 Standard”. Ll of password Melory sl 24
Lockout threshold 4
v . v Lockout duration (minutes) 30
ISjungtas tinklo lygmens autentiskumo nustatymas. e —————r——r——




Bendri jsilauzimo bruozai

Atakos pirminé informacija: jsilauzélis nenustatytu btidu gavo RDP administratoriaus prisijungimus. Galéjo juos rasti
nutekeéjusioje DB, internete, arba naudojo ,Brute-force” atakg, kad prisijungty prie sistemy nuotoliniu bidu.

Sekmingai prisijunge iS Rusijos IP per RDP su ,,Administrator” paskyra.
-11 22:04:16.228 Security Loés : " falled to hoé in ffor a shared resource.). ( "-)

-11 22:04:15.357 Successful Rmt Logins "Administrator” logged in via RDP from IP (Russia).

LOCATION DATA

HussIa3

Ataka jvyko vidurnaktj: 00:27 ir kiti, panasus blokavimo laikal.

Visi duomenys tinkle buvo pasiekiami is bet kokio kompiuterio vidiniame tinkle.
Duomenys buvo Sifruojami iS nutolusio kompiuterio.



Bendri jsilauzimo bruozai

= o powershell.exe (8720) g Suspicious network connection from a quiet process [E0541]
Communication

o Powershell.exe creates an external network connection [AQ502b]
Event (L) TeplpConnect 198.20.115.3:587 (mail.knoow.net)

o Archive compression using C#.MNET methods via PowerShell [E0447] Occurred an hour ago - Feb 19, 2024, 2:41:31 PM
Occurrences Total 2

- [} conhost.exe (8944) () Resolved 0
Triggering process Medium: installutil.exe
= — 1 A\ installutil.exe (2560) Command line
Username mlw\mlwacc
o Frocess reading sensitive files - Browser-based Credential Stores [ET1

User role

o Suspicious network connection from a quiet process [E0541]

o Malware: MSIL/5py.AgentTesla.l

A Malware: MSIL/Spy.AgentTesla.l



Bendri jsilauzimo bruozai

,Brute-force” atakos buvo vykdomos iS kompiuteriy, esanciy vartotojo vietiniame tinkle:

155 nesékmingi bandymai prisijungti is IP 192.168.X.X.

Monitorin

Log files

d

Log files

™ SERVER SECURITY

FOR MICROSOFT WINDOWS SERVER

I Metwork protection (I

N

NN MNMNRNMNMN N

Unsuccessful remote login summary (from public IPv4 and all IPv6):

Target

Source IP ~ Location Attempts
14,225.23.169 Vietnam 3
23.111.102.132 Russia 1
43.156.38.127 Singapore, Singapore 2
54.37.30.89 France 10
62.233.50.133 Russia 5
91.214.84.220 Ukraine, Velyka Dymerka 1
94.137.233.220 Russia, Revda 1
112.175.29.252 South Korea, Seoul 2
113,161.39. 166 Vietnam, Ho Chi Minh City 2
133.167.88,201 Japan, Osaka 2
141.98.9.155 Lithuania 113
158.255.2.99 Russia, Moscow 1
169.150.196.9 The Netherlands, Amsterd... 1
176.111.174.23 Russia 3
176.111.174.60 Russia B
179.60.147.14 Venezuela, Caracas 98
185.81.68.189 Russia 5
185.161.248.31 Russia S
185.234.216.127 Russia, Moscow 6
185.234.216.136 Russia, Moscow B
185.234.216.137 Russia, Moscow B
188.120.232.81 Russia 1
194.26.135.21 Russia 20
194.26.135.48 Russia 35
211.37.176.84 South Korea 1
B [Securi ierability exploitati.. Blocked
Secu ierability exploitati.. Blocked
Secu ierability exploitati.. Blocked




Incidenty tyrimai — blogosios praktikos

* Interneto narsyklése saugomi vartotojy slaptazodziai / nesaugus slaptazodziai
* Nenaudojamas 2FA/MFA

* Nesaugiai atvertos nuotolinés prieigos

* Nepalaikomos/be kritiniy atnaujinimy operacinés sistemos

* Netinkama saugumo produkty konfiglracija

* Pasenusios programinés jrangos naudojimas

* Néra saugumo produkto ar saugumo strategijos

* Netikrinamos atsarginés kopijos



TAKE AWAY

| FINISAS

Jel reikalingos konsultacijos ar triksta
kompetencijy — NOD Baltic komanda
visada salia!
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