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$200-31000 156000 daily

Monthly licensing fees paid by cybercriminals

o carty out daily phishing campaigns. BEC attempts observed April 2022-April 2023

Password based attacks spiked in 2023
After a notable increase in the number of password-based attacks per month in October 2022, the number

skyrocketed in 2023. In April, there were 11,000 attacks per second, a tenfold increase from the same time
|last year.
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Ransomware breaches per month
per 100,000 organizations

We observed an overall increase in successful

ransomware attacks with a sharp decrease in
March-April.
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of all successful ransomware
compromises originate through
unmanaged devices.
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() Find out more on page 18

Microsoft Digital Defense Report 2023
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of observed network intrusions were directed
against organizations within NATO member
states, particularly the United States,

United Kingdom, and Poland.
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Jrangos
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Kibernetinis saugumas,
2 - Kaip pirkti?
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Naujos priemoneés

Darbo viety saugumo prioriteto kélimas

Bazinés darbo viety higienos nuolatiné kontrolé:
keliy lygiy autentifikacija (angl. MFA)
atnaujinta aparatiné ir programiné jranga
standartizavimas visais jmanomais lygiais
prieigos teisiy periodiné patikra

vartotojy edukacija

UEM (angl. unified endpoint management) naudojimas

Saugumo reikalavimy darbo viety jrangos tiekéjams didinimas
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