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AUDRIUS ZEMGULIS

>15 mety CTO
>10 mety CISSP (Certified Information Systems Security Professional)
>2 years CDCMP (Certified Data Center Management Professional)

ISO/IEC 27001, ISO/IEC 20000, PCI-DSS, ITIL ir
personalo valdymas — tai mano darbas.

Networking‘as, Python, Linux — tai mano hobiai.




Palo Alto Warns of Zero-Day Bug in Firewalls
By Sergiu Gatlan sanuary 17,2022 (3 orosp Mo Let Hackers Execute an Arbitrary Code
Remotely

Zoho plugs another critical security hole in Desktop Central

By Balaji N - No ber 12, 2021 L)
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Log4) vulnerability

e |Introduced in 2013

e Vulnerability "discovered" in 2021



IP count
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FocopraHbl JIMTBbI NoABeprAuch
XaKepcKou aTake

®doro: globallookpress.com/Peter Schatz

AsTop: Pefakuua HoBOPOCUH(OPM

PocculiicKas xakepcKag rpynnupoBKa Killnet B cBoem Telegram -
KaHate coo01uIIa, YTO 3a 39 YaCOB XaKepbI J0OUIHNCh
67TORMPOBKHY 70% BCeil ceTeBoi MH(PaCTPYKTYphI JIUTBHI,
numrer "JleHTa'".

B coobueHum ot Kilinet roBopuTCS, YTO MHTEPHET-UHMPACTPYKTYpa JIUTBbI
Haxo[uTCR B ON10KaAe, OCHOBHaR €€ 4acTb OTK/I0YeHa OT Mupa.

Xakepbl cooOWUIK, 470 ONTOKUPOBKE NOABEPICA NMMTOBCKUIA NpoBaiaep Balt Net,
a TakXe CcaiT, NpUIoXeHWe U OHNaiH-ceEpPBUC camoi OonbLuoi cetn A3C Baltic
Petroleum.




Tuo tarpu realybeje...

Saugumo pazeidimai vyksta kiekvieng dieng ir nesvarbu
domimés mes tuo ar ne

Resursy turime ribotail

Maziau rupi jie mums, kol musy
tai neliecia S . o . _
Didzioji dalis auksciausio lygio vadovy
norety apsaugoti savo organizacijg vykdant
tik tas veiklas, kurios yra butinos, bet ne
perteklines

Niekas nenori buti kita auka, ypac¢ vadovai,
atsakingi uz organizacijos veikla
.



Kibernetinis kvadrantas

4 |levels of cyber resilience
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3 Business Blockers Cyber Champions
Prioritize cyber resilience over Strike a balance between cyber resilience
alignment with business strategy, and business objectives with strong

sometimes perceived as an alignment to business strategy, best at
impediment to business objectives. protecting key assets

Cybersecurity Resilience

The Vulnerable Cyber Risk Takers
Security not aligned with business Prioritize business growth and
strategy, immature cybersecurity speed to market, most aligned
operations, secure the bare minimum. with business strategy, accept

higher cyber risk.

weak

weak Business Strategy Alignment strong

Source: Accenture State of Cybersecurity Resilience 2021, security executives (N=3,455: Cyber Champions N=172, Business Blockers N=522,
Cyber Risk Takers N=885, The Vulnerable N=1,876)



Cyber

Champions

Gebeéjimas sustabdyti atakas:

Ataky kiekis su saugumo 1in6
pazeidimais
Pazeidimy identifikavimo greitis:
.y : 55%

% pazeidimy surasty < 1 dieng
Gebeéjimas atstatyti veikla: 100%
% veiklos atstatymy per <15 d.
Pazeidimy poveikis:

zeidimy poveiki 199

% pazeidimy be poveikio veiklai

Source: Accenture State of Cybersecurity Resilience 2021, security executives (N=3,455: Cyber Champions N=172, Business Blockers N=522,

Cyber Risk Takers N=885, The Vulnerable N=1,878)

1ind

20%

96%

64%

Cyber Risk

Takers

1in2

1%

30%

23%

1in2.3

19%

30%

24%



,vaistas“ saugumo jausmui

padidinti — naudoti sistema

A

Laikas

Frameworks
ISO 27005
NIST 800-39
Frameworks

ISO 27001
NIST CSF

Frameworks

CIS Controls
NIST 800-53

Branda ir patirtis

>



CIS
Kontroles
priemones

Below is a list of the CIS Controls in v8, and how many Safeguards in each are applicable to each Implementation Group.

Inventory and Inventory and Data
Control of Control of Protection
Enterprise Assets Software Assets

5  Safeguards 68 2/5 (62 4/5 163 5/5 168 3/7 U682 6/7 163 7/7 14 Safeguards 6 6/14 @212/14 163 14/14
Secure Configuration Account Access Control
of Enterprise Assets Management Management
and Software

12 Safequards 68 7/12 @62 11/12 163 12/12 Safeguards 161 4/6 62 6/6 163 6/6 IGL 5/8 1620 7/8 163
Continuous Audit Log Email and
Vulnerability Management Web Browser
Management Protections

7 )Safeguards® @6Y 4/7 @62 7/7 168 7/7 68 3/12 @2 11/12 463 12/12 7 )Safeguards) @G 2/7 @62 6/7 163 7/7
Malware Data Network
Defenses Recovery Infrastructure

Management

7 |Safeguards® (6L 3/7 @82 7/7 163 7/7 6 4/5 @2 5/5 1688 5/5 8 Safeguards) @61 1/8 @62 7/8 163 8/8
Network Security Awareness Service Provider
Monitoring and Skills Training Management
and Defense

11 'Safequards I61 0/11 @62 6/11 163 11/11 6. 8/9 {8& 9/9 163 9/9 168 1/7 W6 4/7 163 7/7
Applications Incident Response Penetration
Software Security Management Testing

14 [Safeguards» (6L 0/14 @62 11/14 (63 14/14 61 3/9 @2 8/9 163 9/9 5 )Safequards) @6X o/5 @62 3/5 163 5/5
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Prevencija ir duomeny atstatymas
KADA, KAIP, KAS?




Avarijos

Stichinés nelaimeés
5%

Vietinés avarijos

HW, SW, HR,

kibernetines
atakos
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Ukrainoje... balta

Ehe New Aork Times

REUTERS

Hackers Bring Down Government

Sites in Ukraine

“Be afraid,” warned a message on the defaced Foreign Ministry
website, a day after talks between the West and Moscow aimed at
preventing a Russian invasion hit an impasse.

[ Technology )

2 minute read - March 15, 2023 9:09 PM GMT+2 - Last Updated 6 days ago

Russian hackers preparing new cyber

The message was posted in three languages — Ukrainian, Russian assau lt aga Inst U kra ine - M ICrOSOft
and Polish — in what seemed like an effort to obfuscate the origins repo rt

of the hackers and their motives, and shift blame and suspicion

elsewhere.

.. . “Si J 2023, Mi fth b d Russi ber threat activity adjusti
“Ukrainians! All your personal data was uploaded to the internet,’ nee January r MICTOSOIL has observed Russian cyber threat activity adjusting

. . to boost destructi d intelli theri it Ukrai dit t !
the message read. “All data on the computer is being destroyed. All o boost destructive and intelligence gathering capacity on Ukraine and its partners

. . . . civilian and military assets,” the report reads. One group “appears to be preparing for
information about you became public. Be afraid and expect the Y P grotip-app preparing

worst.” It also raised a number of historical grievances between
Poland and UKkraine.

a renewed destructive campaign.”



KADA?
Avarijos metu galvoti apie... NERA KADAI

At what cost?
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Neautorizuotus Kas uz ka atsakingas Kaip bus pasiekiamos Kiek laiko tai
prisijungimus aplikacijos truks



KADA?

Incidento atveju vienintelis dalykas apie kurj galvojama...

KAIP KUO GREICIAU PRATESTI
IPRASTUS ORGANIZACIJOS
PROCESUS?

Todeél planuoti ir ruostis reikejo



Itraukite tinkamus

Zmones

Vadovybe
jvertina poveik] organizacijos
veiklal
Darbuotojal
darbuotojy Svietimas ir
mokymai
Specialistal
vidiniai arba isoriniai

KAIP?

Suklasifikuokite

sistemas

Kritines sistemos
Svarblos sistemos
Testines aplinkos

Pasirinkite tinkamas

priemones

Duomeny saugumui

Duomeny saugojimul

Duomeny atstatymui
Veiklos testinumui
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KAIP?

Galima padaryti jau Siandien...
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Nr. 1 debesy kompiuterijos paslaugy
tiekéjas Lietuvoje

24/7 dirbantis Klienty aptarnavimo
centras bei ISO 20 000, ISO 27 001
procesai

Du duomeny centrai Lietuvoje
sertifikuoti Tier3 Design, Facility, PCI
DSS

Duomeny centras Frankfurte

Valdoma 1000+ km nuosavo optinio
tinklo Lietuvoje. PanBaltic tinklas

160+ darbuotojy
80+ inzinieriy

Profesinés civilinés atsakomybeés
draudimas

Daugiau nei 5400 verslo klienty

Nuo 2015 m. priklausome ATEA
imoniy grupei




Aciu!

www.balt.net



http://www.balt.net/
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