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https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.ipd.pdf
http://www.nist.gov/


Recover production

• With minimal data loss

• As fast as possible



Ransomware protection rule-X:

“Your Backup and Snapshots are

if the attacker deletes them”
USELESS



Ransomware attack timeline (general)
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Storage view
Ransomware attack timeline for older generations of ransomware

•

•

Close temporal connection 

between start of encryption and revocation of access/ransom 
demand

Practically 
unavoidable: Not 
a matter of “if,” 
but a matter of 

“when” Demanding ransom not to publish 
stolen data or to decrypt data

Risk of “rinse – repeat“
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Storage view
Ransomware attack timeline for new generation of ransomware

→

→

→

Weeks or months between start of encryption and revocation of 
access/ransom demand→ backup poisoning!
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https://www.hpe.com/psnow/doc/a50013287enw
https://www.hpe.com/psnow/doc/a50013287enw
https://www.hpe.com/psnow/doc/a00147984enw
https://www.hpe.com/psnow/doc/a00147984enw




•

•

•

•

•

•

•

https://techlibrary.hpe.com/us/en/enterprise/servers/supportmatrix/
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https://www.veeam.com/kb2842
https://www.brighttalk.com/webcast/12517/457783/lock-your-backup-repository-with-scality-veeam-for-ultimate-ransomware-protect


3-2-1-1 rule (3 copies, 2 different media, 1 offsite, 1 offline)

ENTRY LEVEL SMB & DISTRIBUTED 
ENVIRONMENTS

MID-RANGE ENTERPRISE

Form factor Half Height 1U Form Factor 2U Form Factor Scales from 3U-21U Scales from 6U-42U 47U Form Factor

Max. slots 1 slots 8 slots 24 slots Scales from 40-280 slots Scales from 80-560 slots
50 to 10,020 LTO slots
45 to 7,614 TS11xx slots

50 to 53,460 LTO slots 
45 to 40,680 TS11xx slots

Max. drives 1 1 2 1-21 Half Height 1-42 Half Height 120 Full Height 
120 Half Height (T950V only) 144 Full Height

Max. capacity

45 TB LTO-9*
30 TB LTO-8*
15 TB LTO-7*
6.25 TB LTO-6*
3 TB LTO-5**

360 TB LTO-9*
240 TB LTO-8*
120 TB LTO-7*
50 TB LTO-6*

1.1 PB LTO-9*
720 TB LTO-8*
360 TB LTO-7*
150 TB LTO-6*

12.6 PB LTO-9*
8.4 PB LTO-8*
4.2 PB LTO-7*
1.75 PB LTO-6*

25.2 PB LTO-9*
16.8 PB LTO-8*
8.4 PB LTO-7*
3.5 PB LTO-6*

450.9 PB LTO-9*
380.7 PB TS1160*
300.6 PB LTO-8*
285.5 PB TS1155*
190.3 PB TS1150*
150.3 PB LTO-7*
62.62 PB LTO-6*

3.05 EB LTO-9*
2.03 EB TS1160*
1.6 EB LTO-8*
1.52 EB TS1155*
1 EB TS1150*
801.9 PB LTO-7*
334.12 PB LTO-6*

Air-gap (offline)

i. Make a backup to Tape,

ii. Eject Tapes from the Library and manually store in a Vault,

iii. One of the moat effective air-gap, but manual handling is prone to human errors.



Lures and Honey-Pots
artifacts that redirect attack toward sensors

• Files, Cached credentials, Bookmarks, etc.

• Unlimited use – no agents

Sensors
microservices of native interactions

• Clone production assets

• Highest scalability and agility

Full System 
full interaction decoy

• Unlimited interaction

• Fit for specific use cases

redirect

proxy

TSOC
ThreatWise Security Operations Console

• Managed and monitored from

a secure SaaS environment 

• Alerts integrated with SIEM, SMS or Email

Virtual Appliance / Container

• On-premise, Cloud, IoT and OT

• 100’s of Deceptive Assets configured 

and deployed through each
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2) It creates an immutable fingerprint in the silicon that verifies the firmware code is valid

→



https://support.hpe.com/hpesc/public/docDisplay?docId=a00026171en_us&page=index.html
https://www.hpe.com/psnow/resources/ebooks/a00018320en_us_v10/index.html
https://support.hpe.com/hpesc/public/docDisplay?docId=a00026171en_us&docLocale=en_US&page=GUID-D7147C7F-2016-0901-06D0-0000000027B2.html
https://support.hpe.com/hpesc/public/docDisplay?docId=a00026171en_us&docLocale=en_US&page=GUID-0D137109-A2E4-4126-A07F-24A48ABE8BF9.html
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