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Atea MDR/MXDR 
Service

24/7/365 monitoring and analysis of 

Defender alarms – ensured by Atea SOC

Continuous configuration updates 

Proactive and automatic actions

Correct configuration in the tool/platform – 

ensured by MES service

Option: IRT



MDR is a functionality offered under Atea MDR/MXDR service to 

ensure the following:

24/7/365 monitoring of alarms arising from three detection 

sources – Defender for Endpoint (MDE), Defender for Office 365 

(MDO) and Microsoft Entra ID

The delivery happens in the customers Azure Sentinel platform, 

which is used as SIEM

MDR has no use cases offered

Managed Endpoint Security (MES) provides Defender configuration 

under that service’s own pricelist and delivery lifecycle

MES is a crucial component in MDR. MES is included in MDR 

pricing by default

Daily delivery is ensured by Atea SOC

MXDR is a functionality offered under Atea MDR/MXDR service to ensure 

the following:

24/7/365 monitoring of alarms arising from six detection sources – 

Defender for Endpoint (MDE), Defender for Office 365 (MDO), 

Defender for Identity (MDI), Defender for Cloud Apps (MDCA), 

Defender for Servers (part of Defender for Cloud workload) and 

Microsoft Entra ID P2

The delivery happens in the customers Azure Sentinel platform, 

which is used as SIEM

MXDR includes 185 use cases configured in Azure Sentinel

Managed Endpoint Security (MES) provides Defender configuration 

under that service’s own pricelist and delivery lifecycle

MES is a crucial component in MXDR. MES is included in MXDR 

pricing by default

Daily delivery is ensured by Atea SOC

What is MDR? What is MXDR?
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Device 
onboarding

Product 
configuration

Base & advanced 
security policy 

setup

Daily health check 
on onboarded 

devices

Response
 to service 
requests

Device hardening 
based on Microsoft 

Secure Score

DLP
 configuration

Conditional 
Access 

Management

Monthly 
security 
report
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Servers
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MES for MXDR scopeMES for MDR scope



MDR Delivery MXDR Delivery 
Customer’s tenant

Azure Sentinel

Data store

Automation

User interface

Rules

Machine 

learning

Search and 

investigation

Defender for 
Cloud Apps

Defender for 
Identity

Defender for 
Servers

Handover 

from MES

Entra ID

Defender for 
Endpoint

Defender for 
Office 365

Customer’s tenant

Threat hunting & 

anomaly detection

Atea SOC monitoring 

& response of alarms 

in Azure Sentinel

Detection-as-Code 

deployment – 

180+ use cases

Azure Sentinel

Data store
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Handover 
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Entra ID

Defender for 
Endpoint

Defender for 
Office 365

Atea SOC monitoring 

& response of alarms 

in Azure Sentinel



Entra ID protection Security (MES)

• User Risk Policy

• Sign-in Risk policy

• Conditional access policies

• Authentication Methods policy 

• Cross-tenant access policies

Base Security Policies

• Device compliance policies

• Configuration profiles

• Network protection

• App protection policies

Advanced Security Policies

• Just-in-Time (JIT) Access policies

• Adaptive Application Control

• File Integrity Monitoring 

• Sensitive Account tagging

• Lateral Movement Detection Policies

• Custom detection rules

• Session control policies

• Anomaly Detection policies

• DLP Policies for SaaS & endpoints

• App Access control for Unmanaged Devices

• Country/IP-based access restrictions

• Custom Governance Rules

• Conditional Access App Control

Ready for 

MDR/MXDR 

deployment...

Managed Endpoint Security (MES)MES Delivery 
in MDR/MXDR

Microsoft Entra ID Microsoft Entra ID 
protection

Microsoft Intune

Microsoft Defender 
for Endpoint incl. 
Office 365

Microsoft Defender for Servers 

(part of Defender for Cloud)

Microsoft Defender for Cloud Apps

Microsoft Defender for Identity

Windows/MAC 

laptops/workstations

Mobile devices

Windows & Linux 

servers

Active Directory

Domain controllers

SaaS applications



MXDR SOC+
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Security Service Comparison (simplified)

Category MES MDR MXDR SOC+

Value

Security policy configuration, 

endpoint hardening, product 

maintenance

Security incident monitoring
Security incident monitoring & 

threat hunting

Security incident monitoring, 

threat hunting, security 

advisory, IRT

Monitoring scope

EDR=MDE

XDR=MDE, MDO, MDI, 

MDCA & Entra ID

MDE, MDO, Entra ID
MDE, MDO, MDCA, MDI, 

Entra ID, Defender for Servers 

All log sources in MDR/MXDR 

+ custom log sources

Incident Response 08-17 business hours
24/7/365 SOC monitoring of 

MDE, MDO, Entra ID incidents

24/7/365 SOC monitoring 

across Defender stack

24/7/365 SOC monitoring 

across all environment

Custom Detection Rules No No
Yes, 180+ rules Detection-as-

Code in Sentinel

Yes, tailored to customer 

environment

Supported log sources 

in Sentinel
Not applicable MDE, MDO & Entra ID logs

All Microsoft Defender 

modules (incl. Servers) and 

Entra ID

Any log source (Defender, 

third-party firewalls, 

Kubernetes, etc.)



Service 
Offering 
Tiers

Microsoft Defender for Endpoint

Microsoft Defender for Office 365

Entra ID

Standard

MDR (9-13 EUR/device/month)

24/7/365 monitoring ensured by Atea SOC

Protects end users and endpoints against 

threats. This tier includes the following product 

configuration, management and alarm handling:

Plus

MXDR (12-15 EUR/device/month)

24/7/365 monitoring ensured by Atea SOC

The advanced offering that includes protection 

of end users, endpoints, email, cloud 

applications, all identities and servers. Protects 

against organization-wide threats by combining:

Entra ID

Microsoft Defender for Endpoint

Microsoft Defender for Office 365

Microsoft Defender for Cloud Apps

Microsoft Defender for Identity 

Microsoft Sentinel

Premium

SOC+
24/7/365 monitoring ensured by Atea SOC

The premium offering includes all MDR and MXDR capabilities, as well as support for 

firewalls, Kubernetes clusters, and other custom log sources as required by the customer.

Based on - 200 devices / 24 months agreement

Microsoft Sentinel



Service tier License requirements for Defender product management Other Microsoft licenses required

Standard

MDR

Microsoft 365 E3 + Defender for Office 365 P1

OR

Microsoft 365 Business Premium

OR

Defender for Endpoint P1 + Defender for Office 365 P1

Microsoft Entra ID P1 or P2

Microsoft Azure Sentinel

Plus

MXDR

Microsoft 365 E5 

OR

Microsoft 365 E3 + E5 security add-on

OR

Microsoft 365 Business Premium + E5 security add-on

And Defender for Servers P1 or P2

Microsoft Entra ID P1 or P2

Microsoft Azure Sentinel

MDR/MXDR License Requirements



Questions? 
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